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One day a terrible storm on the ocean left many starfish washed up on the beach. A young girl was walking along and when she came 

to each starfish, she would pick it up, and throw it back into the water. People watched her with amusement.

After a while, a man approached her and said, ‘Little girl, why are you doing this? Look at this beach filled with dozens of starfish. 

You can’t save all of them! You can’t even begin to make a difference!’

Despite being crushed by the man’s comments, the girl bent down, picked up another starfish, and throw it as far as she could into 

the ocean. Then she replied to the man:

‘Well, I made a difference for that one!’

The man looked at the girl inquisitively and thought about what she had done and said. Inspired, he joined the little girl in throwing 

starfish back into the water. Soon others joined, and all the starfish were saved.

Adapted from ‘The Star Thrower’ by Loren C. Eiseley

Dear reader,

Another pandemic year has passed, and as the outlook for 2022 continues to look uncertain considering the ukrainian war, we started 

our Foreword with this story to encourage you to be more confident in the important role you play in the fight against financial fraud and  

financial crime.

We all can help create a positive change, but people tend to doubt the difference they can make. We tend to procrastinate because we 

see the challenge before us as overwhelming. But, if we break the big challenge down into smaller bits and then take those one at a time,  

and maybe also ask our peers to join, we can make a difference for those that are vulnerable. And maybe we cannot change the entire world,  

but at least we can change a small part for someone.

And why should we care? Because it is a fight worth fighting. Because:

• Crime is increasing – ‘Estimates from the Crime Survey for England and Wales (CSEW) for the year ending September 2021 compared

with the pre-coronavirus year ending September 2019 show a 14% increase in total crime, driven by a 47% increase in fraud and computer 

misuse’, the Office of National Statistics reported in January 2022.

• Vulnerable people are exploited – Modern Slavery and Human Trafficking (MSHT) is one of the most widespread crimes in the world,

affecting over 40 million people and generating USD 150 billion ‘profit’ a year. Perpetrators of human trafficking use money laundering to

transform their financial proceeds into legitimate funds. ➔

Foreword

Mirela Ciobanu

Senior Editor

The Paypers

https://www.thestarfishchange.org/starfish-tale
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Foreword
• The boundaries between the legal and illegal economies are blurring – The scale of profits generated by criminal drug organisations 

enables them to undermine governance and state institutions through corruption and intimidation and threaten the economic stability of 

entire states and regions. 

• Our forests are illegally cut – Banks are obliged to have social-environmental policies and due diligence processes in place and to prohibit 

loans to projects in areas that are illegally deforested.

• Terrorist financing – Funding of terrorism has adverse effects on peace, security, and the development of regions affected by conflict. 

Money launderers and terrorist financiers exploit loopholes and differences among national AML/CFT systems and move their funds to or 

through jurisdictions with weak or ineffective legal and institutional frameworks. 

• We need to recover our losses – Less than 1% of the worldwide flow of illicit money is captured and stopped, despite the industry spending 

tens of billions of dollars each year complying with the law, according to the united Nations.

Therefore, we encourage you to download our latest edition of our Financial Crime and Fraud Report 2022, where experts, industry 

asso ciations, top players, consultants, and financial institutions have joined forces to share valuable insights on these crucial themes.  

They delve into topics such as creating safe digital economies using IDV solutions, the role of digital ID in establishing trust and  

enhancing digital onboarding processes, BNPL fraud, corporate identity theft, the benefits of having a risk-based approach to prevent 

fincrime, regtech in the Metaverse and regtech trends, tackling fraud through collaboration, and many more.

The challenge ahead and the new opportunities offered by technological advances for preventing fraud
Malicious bots and human attacks have created a disruptive and vulnerable environment, making online fraud deterrence even more critical 

for businesses. Login and fake account attacks increased 85% year-over-year and every fifth login attempt was an account takeover (ATO). 

Veriff’s research also showed that identity fraud represented 56% of attacks within the fintech sector. The use of ID cards (33.91%) was the 

most common strategy used by attackers for illicit verifications, followed closely by using passports (29.19%). The pandemic also exacerbated 

cases of APP (authorised push payment) fraud in the uK that surpassed card fraud with GBP 355 million in losses attributed to APP fraud 

in the first half of 2021 and corporate identity theft across the world, which increased 46% in 2020.

Because criminals continue to improve their methods (obviously, it is a cat and mouse game), FIs must constantly review and reassess their 

security posture. New and smarter counter-fraud measures can help, but only if they don’t introduce excess friction. Despite wanting to feel 

like their accounts and data are secure, no customer wants to feel like they are being treated like a criminal or as if they must prove they are no 

criminals. Moreover, all too often identity-checking processes are not designed for digital, do not consider local market nuances, and create a 

poor user experience for the consumer. The latest Battle to Onboard report from Signicat revealed that 68% of consumers in Europe have 

abandoned financial applications in the past year, leaving banks losing billions in revenue. As a result, FIs must find the right balance between 

securing transactions and delivering a smooth user experience. 

For a business to retain customers digitally, it must offer fast, secure, and seamless online experiences to users, otherwise, customers will 

look elsewhere or just leave. Businesses can achieve this via a built-in KYC (know your customer) feature, which helps them meet stringent 

regulatory requirements online. 

The metaverse and the gaming & virtual sports betting sectors are new territories for digital user exploration, making them ripe for fraudsters 

to aim at. To reduce the occurrence and effects of fraud, establishing stronger digital trust at the very beginning of the user journey will be 

paramount to its overall success. Investment in additional measures, such as identity verification including age verification, as well as parent 

and guardian verification, can help make the space more transparent and secure for all users.

‘If you solve identity, the rest is accounting’, Ross Anderson ➔

https://www.unodc.org/documents/hlr/FactSheets/Money_Laundering.pdf
https://www.prnewswire.com/news-releases/arkose-labs-2022-state-of-fraud-and-account-security-report-shows-online-fraud-increased-85-year-over-year-301477191.html
https://www.veriff.com/blog/veriff-2021-identity-fraud-report-live
https://www.ukfinance.org.uk/system/files/Half-year-fraud-update-2021-FINAL.pdf
https://guardwellid.com/tag/business-identity-theft/
https://www.realwire.com/releases/Record-number-of-European-consumers-abandon-financial-applications
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Foreword
When the internet was first introduced, it wasn’t created with an identity layer that would encapsulate the digital trace a person would leave 

online. As companies entered the online space, conducting ecommerce and other digital transactions, they would each require individuals to 

create accounts with them, developing a system in which consumers manage hundreds of individual accounts and passwords. In the 2000s, 

the rollout of single-sign-on (SSO) shifted the paradigm from one-to-one relationships to 1:N (one-to-many) relationships. But this leads 

sometimes to having your ID stored in a centralised database, that was not interoperable with other ID systems.

Additionally, the collective consumer experience is still fraught with the likes of fraud, identity theft, data breaches, KYC challenges, and cyber-

security vulnerabilities. That is why some propose the concept of reusable identities. When we think about ‘reusable identity’, we’re talking 

about the seamless and interoperable sharing of trusted information, including verifiable credentials.

 

The benefits of a reusable identity are huge not only for end consumers but for organisations as well. The advantages for financial services that 

embrace digital ID will be greater than reducing fraud levels alone. They’ll see greater user success rates at the point of onboarding, enabling 

positive engagement both the first time and on return, meaning reduced risk of loss. Therefore, compliance will be more achievable and the 

overall cost of ID per user will come down.

Spotting financial crime before it happens
We started with some challenges in tackling fraud; however, FIs must consider the costs of financial crime compliance, which are also higher 

due to labour costs, increasing regulations, and evolving criminal threats. In the uS only, the total projected cost of financial crime compliance 

in 2021 was approximately USD 49.9 billion, up 19% from 2020 and up 58% compared to 2019. Year-on-year regulators globally continue 

to impose enforcement actions and sanctions on regulated entities for non-compliance with their AML (and wider financial crime prevention) 

obligations and 2021 was no exception. AML penalties in Europe surpassed those issued in the US, and the UK claimed its first high-profile 

corporate scalp in a criminal laundering case.

The criminal prosecution of NatWest by the uK Financial Services Authority illustrated how important it is for FIs to understand risk, identify, 

and mitigate it. The concept of risk is multi-faceted and there is a renewed focus on risk-based procedures such as obliged entities aligning 

their risk assessments to national AML priorities, increasing information exchange between interested parties, and, of course, the use of 

technology to increase the effectiveness of AML efforts. These, depending on the nature, scale, and complexity of an organisation, could 

involve the use of vendor solutions to undertake ID&V (identity and verification) and adverse media checks, or the use of AI to monitor client 

transactions, undertake KYC due diligence, or screen for potential sanctions breaches. 

----------------------------------------------------------------------------------------------------------------------------------------------------------------

Besides insightful articles and interviews, the Financial Crime and Fraud Report 2022 features complete company profiles of technology 

providers specialised in fraud prevention and financial crime detection and prevention – packed with company offerings, plus a detailed 

infographic of solution providers. All are meant to help those interested in managing fraud and staying compliant, as well as to help select 

the right technology partners. We would like to express our appreciation to all our contributors, media partners, and endorsers that contributed 

to this edition, enriching it with valuable insights and joining us in our constant endeavour to depict an insightful picture of the industry.  

By learning and being aware of what is happening, by keeping yourself and your dear ones protected online, by spreading the word and 

gathering with your peers to discuss potential solutions to some of the fincrime problems the world is facing, we can make a difference. 

Therefore, we invite you, the reader, to share your opinion, to help us spread the message and make the Financial Crime and Fraud Report 

2022 a virtual space that encourages dialogue and cooperation among all stakeholders.

Enjoy your reading!

https://finance.yahoo.com/news/lexisnexis-risk-solutions-study-reveals-130000106.html#:~:text=27%2C%202021%20%2FPRNewswire%2F%20%2D%2D,up%2058%25%20compared%20to%202019.
https://finance.yahoo.com/news/lexisnexis-risk-solutions-study-reveals-130000106.html#:~:text=27%2C%202021%20%2FPRNewswire%2F%20%2D%2D,up%2058%25%20compared%20to%202019.
https://www.bbc.com/news/business-58826491
https://www.bbc.com/news/business-58826491
https://www.fca.org.uk/publication/corporate/agreed-statement-facts-fca-national-westminster-bank.pdf
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What Is Currently Happening in the 
Fraud and Financial Crime Space?



Types of Fraud in Payments and 
How to Tackle Them

‘Knowledge and awareness are the most important armour and defence anyone  
could have. This is what saves you when technical shields are circumvented.  
Especially now, in times where social engineering is the most dominant trend in  
Fraud and Cybercrime. As a company, you need to create a culture where  
everyone sees their role in both preventing and detecting anomalies and misuse.’  

Helena Wall, Nordea
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BNPL is a hit with consumers and businesses alike. But it also raises 

the risk of fraud – and as Callsign’s Amir Nooriala notes, bad actors 

are grabbing a piece of the action for themselves.

In a world beset by economic challenges, Buy Now, Pay Later (BNPL) 

has been something of a boon. Seemingly overnight, decades of 

movement from layaway plans to the convenience of credit cards 

were virtually reversed, to the extent that it’s become a billion-

dollar proposition, accounting for 2.1% of all global ecommerce 

transactions in 2020.

With sums like that involved, it was inevitable that the sharks would 

come sniffing. And – as merchants have unfortunately found – BNPL 

has proven to be a prime platform for fraudsters and scammers to 

launch their attacks.

Consumers’ first choice – or Pandora’s box?
For consumers, BNPL has been a winner. Convenient and inclusive. 

The option of delayed payments has resonated with many customer 

demographics and for some, it’s become the default option for 

purchasing. For businesses, BNPL has a proven track record in 

attracting and retaining new customers driving up conversion rates 

and building loyalty. It also offers lower transaction fees compared 

to card purchases.

But those same businesses can find that BNPL opens the door to 

a whole raft of fraud and scam vectors.

BNPL generally requires an account, making it potentially vulnerable 

to Account Takeover Fraud (ATO) – particularly if the authentication 

methods aren’t secure. And because payment is delayed, the 

genuine account owner may not notice the fraudulent activity 

for weeks. Even if the bad actor isn’t trying to make fraudulent 

purchases, it’s another vector for harvesting valuable data to be 

sold on.

Another concern is chargebacks. A customer whose account has 

been compromised will inevitably claim (and receive) a refund. Or a  

customer may claim that they didn’t make the transaction or didn’t  

receive the goods or service; with most regulators favouring the 

customer, the end result is, unfortunately, the same for the merchant.

There’s also a risk from new account fraud. Bad actors routinely 

use stolen credentials to create new accounts – either mapped 

onto a real person, or a synthetic ID pulled together from several 

real people. This negatively impacts both the BNPL organisation 

and the provider of the goods.

And while credit checks help reduce fraud levels, a continuous stream 

of soft declines from fraudsters can quickly drive up issuer fees.

Tact or friction
Although BNPL presents a new growth medium for fraud propa-

gation, the good news is that all of these fraud types are well known. 

And that means defences exist against them.

But whichever approach a business takes to combat fraud, however, 

it has to be deployed in a tactful, considered manner that adds as 

little friction as possible to the user journey. ➔

A knowledgeable and engaging panellist, moderator, and speaker, Amir Nooriala is Callsign’s Chief 
Commercial Officer. His broad expertise across financial services, identity, and fintech is rooted in 
his extensive experience – including working as CSO and COO at OakNorth and Ops and Tech MD 
at BGC, as well as key roles at Barclays Investment Bank, Accenture, and Cisco Systems. Beyond 
Callsign, Amir is a champion for social mobility in the UK, being a long-serving trustee of the charity 
Making the Leap and the UK Social Mobility Awards (UKSOMOs). 

Amir Nooriala  Chief Commercial Officer  Callsign

Buy Now, Pay Later – Fraud’s New Greenfield

Callsign

https://www.cnbc.com/2021/09/21/how-buy-now-pay-later-became-a-100-billion-industry.html
https://www.cnbc.com/2021/09/21/how-buy-now-pay-later-became-a-100-billion-industry.html
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Callsign has a simple vision: we want to make digital identification seamless and secure. 
Our unique positive identification approach balances high security and user experience, 
allowing customers to interact online safely, with minimal friction, while ensuring that bad 
actors are blocked to protect customers’ identities and business interests.

callsign.com

Click here for the company profile

Too many step-ups or false positives can be as damaging as 

allowing fraud, and no business welcomes the prospect of cart 

abandonment – which, left unchecked, can be as high as 70%.

Positive news for businesses
The key to successfully combatting fraud in the BNPL space is to 

turn the focus around 180°: rather than actively try to detect fraud, 

the approach that will deliver the best results for all is to focus 

instead on positive identification.

ATO can be effectively combatted by not relying on security 

methods that bad actors find easy to bypass, such as passwords or 

out-of-band OTPs. An intelligence-based approach that examines 

factors such as Device ID and location can form an effective barrier 

against bad actors, particularly when layered with inherence factors 

such as behavioural biometrics.

In particular, the highly advanced behavioural biometrics employed 

in a solution such as Callsign represents a strong defence against 

bad actors. Keyed to a user’s unique patterns of swipes, keystrokes, 

and even how they hold their device, Callsign’s unique digital Muscle 

Memory Technology confirms it is the genuine user. Those unique 

characteristics are impossible for a criminal to replicate, meaning 

that they’ll be denied access even if they have obtained the legitimate 

credentials of the genuine user.

In the same way, behavioural biometrics also provides a strong 

defence against fraudsters using bots or scripted attacks by detecting 

unusual transaction velocities – bad actors entering credentials faster 

than any human, or rapidly attempting multiple purchases. Returning 

devices used by fraudsters can be quickly spotted; combined with 

cross-browser device ID, these technologies can also close the door 

to fraudulent chargebacks and friendly fraud.

BNPL is here to stay
BNPL has rapidly insinuated itself into daily life for many businesses, 

it is a powerful asset in staying competitive. But with fraudsters 

circling in the water, those who are looking to adopt or develop BNPL 

schemes need to put watertight mechanisms in place to protect their 

customers from fraud. The traditional, analogue approaches won’t 

do that; digital technologies demand digital solutions.

A solution such as Callsign that passively considers both uX and 

security can give organisations a robust defence against all of 

the frauds associated with BNPL. Built around a passive, positive 

identification approach, it also means that the risks from fraud can 

be mitigated without adding undue friction to the customer journeys.

It could mean the critical difference between the ‘pay later’ aspect 

benefitting the customers and the merchant, rather than a fraudster. 

That’s positive news for everyone.

 

https://www.callsign.com/
https://www.callsign.com/
https://thepaypers.com/company/callsign/189
https://baymard.com/lists/cart-abandonment-rate
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What is APP fraud?
APP (authorised push payment) fraud occurs when someone is 

tricked into sending money to a fraudster posing as a genuine payee.  

There are many ways a fraudster will seek to do this, for example 

through intercepting emails, posing as a genuine business, sending 

links to fake websites via email or text message and cold calling. 

According to uK Finance, APP fraud has, for the first time, sur-

passed card fraud with GBP 355 million in losses attributed 

to APP fraud in the first half of 2021. The COVID pandemic has 

exacerbated the problem given the increase in online transactions, 

greater opportunity for fraud linked to COVID (for example, fraud-

sters offering NHS vaccines) together with the squeeze on people’s 

personal finances resulting in a greater interest in ‘get rich quick’ 

schemes. 

APP fraud can catch out even the savviest among us as a result 

of the sophisticated nature of the scams. People can lose their life 

savings in a matter of seconds and find themselves with serious 

financial, legal, and mental health issues as a result. One thing is  

certain; more needs to be done to reduce the occurrence and effects  

of APP fraud but deciding where the risk and responsibility should 

lie is not easy. 

It is this conundrum that will increase time and resources upon banks  

as regulatory requirements evolve as appears to be the plan in the uK.

Contingent Reimbursement Model (‘CRM’) Code 
In the uK, we saw the introduction of the Contingent Reimbursement 

Model (‘CRM’) Code which came into force in May 2019. The CRM 

Code is a voluntary scheme that sets standards for those Payment 

Services Providers (‘PSPs’) who have signed up. Signatories to the 

Code commit to:

• Protecting their customers with procedures to detect, prevent 

and respond to APP scams, with a greater level of protection for 

those deemed to be particularly vulnerable to this type of fraud;

• Improved prevention of accounts being used to launder the 

proceeds of APP fraud, including procedures to prevent, detect 

and respond to the receipt of such funds;

• Reimbursing customers who have fallen victim to APP fraud but 

who are not to blame for the success of a scam.

There are currently 9 signatories to the Code, however, despite the 

standards set out in the Code, there is still a huge disparity in the 

way victims are dealt with, even amongst those institutions that are 

signed up to the Code. 

Proposals for change
On 18 November 2021, the Payment Systems Regulator published a 

consultation paper on APP scams. The consultation paper focuses 

on three main proposals:

1. Publication of fraud data by banks – banks and building societies 

will be required to publish data detailing their performance relating 

to APP scams revealing reimbursement levels, volumes of APP  

scams and the number of accounts being used to receive fraudul-

ent funds. ➔

Arun Chauhan is the founder and director of Tenet Compliance & Litigation, a disputes and 
compliance law firm specialising in fraud and financial crime. Arun is a regular contributor as an expert 
for the BBC, a regular conference speaker, and trustee of the highly respected counter fraud charity 
the Fraud Advisory Panel. 

Arun Chauhan  Director; Trustee  Tenet Compliance & Litigation and Fraud Advisory Panel 

APP Fraud: What New Changes Are on the Horizon for Banks?

Tenet Compliance & Litigation

https://www.ukfinance.org.uk/system/files/Half-year-fraud-update-2021-FINAL.pdf
https://www.ukfinance.org.uk/system/files/Half-year-fraud-update-2021-FINAL.pdf
https://www.ukfinance.org.uk/system/files/Half-year-fraud-update-2021-FINAL.pdf


14 FINANCIAL CRIME AND FRAuD REPORT 2022 | TYPES OF FRAuD IN PAYMENTS AND HOW TO TACKLE THEM

Tenet Compliance & Litigation is a compliance and litigation law firm helping 
organisations manage their financial crime regulatory obligations, investigate fraud, and 
provide advice on business disputes arising from business crime. Our expertise covers 
the spectrum of preventative action in the form of training and policy advice, through 
investigation and litigation advice. Our clients include banks, fintech financial services 
businesses, listed companies, not-for-profit organisations, and SMEs.tenetlaw.co.uk

2. Improvements in scam prevention – greater investment in techno-

logy to detect fraudulent payments and improved intelligence 

sharing to enhance the detection and prevention of APP scams. 

3. Mandatory reimbursement of victims – requiring a legislative 

change to remove the barriers to make reimbursement of funds 

lost to APP fraud mandatory. 

Implications for banks
The publication of data on performance relating to APP fraud will 

become an important brand management exercise, as consumers use  

the information to benchmark financial institutions. When choosing 

a bank, consumers will undoubtedly want to feel their money is safe 

and will therefore start to give ever-increasing weight to favour those 

banks and building societies that have adequate fraud detection 

procedures, are seen to be reducing incidents of fraud and that 

reimburse victims in full. 

We are already seeing campaigns based around a bank’s reaction to 

fraud, for example, TSB now offers a fraud guarantee meaning that 

innocent victims of fraud are reimbursed even if they have clicked 

on a link they should not have or shared sensitive information 

without thinking. The intended publication of data will become 

a powerful tool in naming and shaming those institutions whose 

policies and procedures are not fit for purpose. 

Most banks already have technologies in place to assist in the 

detection and prevention of fraudulent payments. This is going 

to become much more important and will be a necessary cost of 

providing payment services. Those banks already signed up to the 

CRM Code will have made progress in this regard, however, for 

others (particularly digital banks none of which have yet signed up 

to the Code) there will inevitably be a sprint to the finish line to have 

these systems and procedures in place before the changes come in. 

To reduce exposure and keep up with regulation, banks will need to 

invest in the latest fraud detection technologies, develop policies and 

procedures for protecting customers and for dealing with customers 

who have fallen victim to fraud. They may require additional teams 

to investigate fraud claims, complaints teams to deal with the fallout 

when claims are rejected, and teams that will need to communicate 

with the Financial Ombudsman when matters cannot be resolved. 

Furthermore, banks will also require teams to deal with the collection 

and intended publication of data. All of this will require training, edu-

cation and, in some cases, recruitment. 

Finally, should the reimbursement model become compulsory, 

we will see banks increasingly educating their customers and 

promoting fraud awareness to take advantage of the exception to 

reimbursement i.e. where a customer has been grossly negligent.  

If a bank can show it has warned and educated a customer on how 

to spot particular types of APP fraud, then it has a greater chance 

of arguing against reimbursement. 

Key takeaways
Banks need to act now to be ready for the proposed changes. 

Investment in technology to monitor transactions and detect red  

flags will reduce exposure and therefore represents a sound  

investment when one considers the cost of compulsory reimburse-

ment. Banks need to be proactive in reducing the occurrence and 

effects of fraud on their customers. If the PSR achieves its goal to 

enforce the publication of fraud performance data, there will soon 

be nowhere to hide.

 

https://tenetlaw.co.uk/
https://tenetlaw.co.uk/
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Consumers aren’t the only ones being targeted by fraudsters 

in identity theft schemes - businesses are equally vulnerable. 

Because businesses often don’t discover that a crime has 

occurred until major losses start to accumulate, there’s a potential 

for massive monetary loss and their reputation, finances, and 

credit.

Reported cases of corporate identity theft increased 46% in  

2020, according to the National Cybersecurity Society. The pan-

demic is one of the main drivers, with fraudsters focusing on 

corporations instead of consumers because of the bigger bank 

account balances and higher credit limits. 

Corporate identity theft involves a fraudster impersonating a 

business to perpetrate fraud. The tactics may resemble a classic 

phishing scheme, where a fraudster pretends to be a company 

executive who urgently needs a wire transfer to a new or unknown 

account. It could involve a merchant account being created in a 

company’s name, or the fraudster leveraging malware to infiltrate 

business networks to acquire billing and invoice information or 

financial account details via email threads. 

What’s important to know is that any business is at risk for corpo-

rate identity theft.

The cost of corporate identity theft
Smaller and new businesses are some of the most targeted 

because they often have weak fraud systems and controls in 

place and less sophisticated infrastructures, enabling fraudsters 

to easily work around potential obstacles. 

We often see different approaches taken, such as long and short 

firm fraud. Long firm fraud is where the company controlled by 

fraud sters has a good reputation and credit history (eg, they have a 

positive track record as a trusted supplier with on time payments). 

The company then changes its activity and places much bigger 

orders, perhaps several in quick succession, but then suddenly 

disappears without paying and later sells the goods.

Short firm fraud involves the company controlled by fraudsters 

filing several sets of false accounts and director appointments 

within a short space of time. The company is a new supplier to 

the victim’s business, and it purchases goods on credit, which are 

delivered to third-party addresses. The company then disappears 

without paying and sells the goods.

Many fraud schemes manifest as:

• Tax fraud: A fraudster uses tax subsidies to file fraudulent 

returns or get tax refunds.

• Financial fraud: A bad actor opens up new credit cards, lines 

of credit, or loans in the company’s name.

• Ransoming trademarks: A business logo or name is registered 

as a trademark, and then a fraudster ransoms the company to 

relinquish it.

Other tactics may involve creating merchant accounts in a 

company’s name, phishing schemes to get hold of a company’s 

credit information, and filing fake documents to alter the names 

of company directors so fraudsters can easily open up credit lines 

at financial institutions. ➔

Glenn Fratangelo, NICE Actimize Head of Marketing and Strategy, Enterprise Fraud Management, 
is a marketing leader with a deep understanding of technology markets, building and launching 
technology products, services, and alliances.

Glenn Fratangelo  Head of Marketing and Strategy, Enterprise Fraud Management  NICE Actimize

Corporate Identity Theft: What It Is & How to Prevent It

NICE Actimize

https://guardwellid.com/tag/business-identity-theft/
https://guardwellid.com/tag/business-identity-theft/
https://www.met.police.uk/advice/advice-and-information/fa/fraud/business-fraud/corporate-identity-long-and-short-firm-insolvency-fraud/
https://www.met.police.uk/advice/advice-and-information/fa/fraud/business-fraud/corporate-identity-long-and-short-firm-insolvency-fraud/
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NICE Actimize is the largest and broadest provider of financial crime, risk, and compliance 
solutions for regional and global financial institutions, and government regulators. NICE 
Actimize provides cross-channel fraud prevention, anti-money laundering, and trading 
surveillance solutions that address payment fraud, sanctions monitoring, market abuse, 
customer due diligence, and insider trading.

niceactimize.com

Click here for the company profile

There are also challenges around umbrella company fraud, 

whereby fraudsters exploit temporary workers reducing the amount  

of money they need to pay in tax. There isn’t a standard mini 

umbrella company fraud model, but this type of fraud evolves 

as organised criminals try to hide their fraudulent activities from 

the taxman. 

Other consequences can include:

• IRS audits

• Credit score drops

• Lawsuits

• Bankruptcy

• Operational disruption due to inability to pay employees, vendors,  

or suppliers. 

Another concerning and emerging threat, as a by-product of the 

pandemic and vast government stimulus programs, is the use of 

synthetic identities used in corporate identity fraud. This type of 

fraud takes patience on the fraudster’s part because they have 

to mature a fake ID or multiple IDs - often a synthetic identity 

consisting of both real and fake information - and create a shell 

company with fake employees and offerings before they make 

their move to take out a commercial loan. This type of scam is 

time-consuming and complex, but the larger payouts make the 

extra effort worth it because fraudsters can take out commercial 

loans for hundreds of thousands of dollars.

Bottom line - corporate identity theft can evolve into even bigger 

losses, especially given the complexity and breadth of the infras-

tructure and network fraudsters build to steal government funds. 

This is a huge challenge for financial institutions (FIs) to combat, 

but advanced technologies like artificial intelligence (AI), machine 

learning, and automation, along with data, have proven effective 

in addressing the issue.

Data can authenticate identities and fill in any information gaps, 

and advanced analytics ensures that risks can be efficiently 

recognised and managed so that FIs can:

• Facilitate identity-related intelligence, identity risk scores, and 

behavioural analytics for early and ongoing account monitoring;

• Detect stolen or synthetic identities at the point of new account 

origination and throughout new account phases;

• Orchestrate identity verification flows to augment customer 

account opening journeys across business lines and products; 

• Make faster, reliable risk decisions based on a single identity 

risk score. 

Another piece of the puzzle is converging identity verification with 

entity resolution to gain a more comprehensive view of applicants 

and their relationships to accurately detect complex information, like  

synthetic identities or manipulated features. The benefits of this 

approach also extend to customer due diligence (CDD), alert 

inves tigation, transaction monitoring, and enhanced due diligence 

(EDD).

Fighting sophisticated fraud like corporate identity theft isn’t easy, 

but these approaches can go far in deterring fraudsters. 

 

https://www.niceactimize.com/
https://www.niceactimize.com/
https://thepaypers.com/company/nice-actimize/190
https://www.gov.uk/guidance/mini-umbrella-company-fraud
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What is currently happening in the financial crime 
and fraud space?
The mandatory isolation and social distancing of COVID-19 resulted 

in major changes in customers’ and organisations’ behaviour and 

activities, both financial and commercial. The digital economy 

experienced a significant growth that led to the generation and 

acceleration of the supply of digital products and services. This rise 

of increased online transactions increased the security risks of the 

digital economy, given its increased exposure to cyber threats.

Even before the pandemic, the decade of 2010/2020 was already 

shaping up to be one of digital banking transformation. COVID-

19 accelerated this process and even changed the behaviour of 

customers leading them to consider the use of new technological 

tools where the trend of accessing digital channels and payments 

to perform transactions in real-time, is oriented and facilitated using 

smart devices.

From the above, financial institutions must or have had to adjust 

and respond to the additional needs of their customers. In terms 

of fraud prevention, organisations must update and improve their 

monitoring processes to identify, alert, and stop risk conditions 

in real-time. They need to do this all while balancing anti-fraud 

controls, the optimisation of operational efficiency, and offering a 

better user experience, providing the customer with a multichannel 

interaction with capabilities to self-manage their products and 

services, resulting in a much more fluid experience with less friction.

We are not winning the war and criminals are getting 
cleverer
Cyber-attacks in digital banking and fraud methodologies, in 

general, have increased both in number and level of sophistication. 

One of the biggest challenges and where we are gaining ground as 

a company is in the growth of the control of different attack vectors, 

among which stand out:

• Synthetic Identity – the creation of false identities by combining real 

information of one or more persons with falsified data.

• Account Takeover – a fraudster fraudulently gains access to a 

genuine customer’s account to take control of it.

• Social Engineering Techniques – tricking people into giving up 

their personal information such as passwords, bank details, or 

allowing access to a computer to inadvertently install malicious 

software. To perform social engineering fraudsters frequently use 

phishing, vishing, CEO phishing, spear phishing, etc.

• Business Email Compromise – this method aims to hijack and 

control business accounts that cybercriminals can use to intercept 

or redirect financial transactions.

• Banking Malware and Trojans – this point has higher levels of 

sophistication. It employs any type of malicious software that 

tries to infect a computer or mobile device.

We must be aware that criminal structures are highly qualified, with 

high levels of sophistication. Fraudsters have resources, study their 

victims very well, and carry out multiple tests before attacking. ➔

Ilian is a Computer Engineer, with a Master’s degree in Digital Marketing and Business Management. 
He is also a specialist in financial risk and AML Certified by FIBA/FIU, with more than 12 years of expe-
rience in the financial sector, holding management positions in compliance.

Ilian Alejandro Vasco  Product and Marketing VP  Plus TI

Solving Financial Fraud Challenges With a Fraud Prevention Hub

Plus TI
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Plus TI is a leading software vendor with proven solutions to fight financial crime with 
a growing client base in over 40 countries and over 400 institutions. Our Monitor Plus® 
Fraud Prevention and AML portfolio are end-to-end solutions designed from the ground 
up to help institutions to prevent fraudsters attacks while it fulfils growing regulations and 
customers’ demands as well new emerging products, channels, and business models.

plusti.com

What is stopping us from winning and what can be 
done?
With the endless fight against the various fraud modalities, there is a 

sense we are at a disadvantage. In some financial institutions, fraud 

is addressed reactively, through specialised tools or policies, with 

no correlation between the different tools, causing the operational 

and technical areas to work as silos. 

In this complex context, it is necessary to establish a strategy and 

address the problem from a preventive point of view. We must under-

stand the current and new threats and re-evaluate the business 

risks to establish an integrated and multi-layered security model 

that covers the entire life cycle of the operation and incorporates a 

scheme of correlation of events in multiple channels.

As part of the fraud mitigation analysis, it is necessary to extend 

the monitoring and security perimeter to incorporate the end-user, 

their devices, and the environment. Other aspects to consider 

are the knowledge about the customer to strengthen onboarding 

processes and using technological trends such as AI and ML that 

facilitate risk identification and behavioural analysis as well as 

strong authentication mechanisms based on multiple factors that 

incorporate a risk-based scheme for minimal customer friction.

These collaborative schemes are a key aspect. Plus, a financial 

fraud prevention hub allows connecting the entire system to jointly 

solve cybersecurity challenges so that in the daily management 

there is this mix of different systems and databases, integrated 

and orchestrated to provide a centralised and holistic view under 

a risk approach.

 

https://www.plus-ti.com/?lang=en
https://www.plus-ti.com/?lang=en
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While payments circulate seamlessly and within seconds across 

SEPA today, it remains a sobering reality for many European payment 

professionals that their fraud-fighting efforts are curbed by national 

borders and sometimes even confined to their own institutions. 

Fraudsters, however, as the Euro Retail Payments Board (ERPB) 

recently noted, have long become pan-European and use the same 

fraud methods in different countries and across borders, because 

they know the likelihood of coordinated preventative action is low. 

A report on the preliminary observations on payment fraud data 

under PSD2, released by the European Banking Authority, confirms 

that cross-border transactions are especially vulnerable to fraud. 

While cross-border payments only take a low share of the total 

payment volume in the Eu, their share in the volume of fraudulent 

transactions is significantly higher.

Although the European political agenda, concerted industry action, 

consumer demand and other drivers have contributed to a more 

integrated pan-European payments ecosystem, the regulatory 

landscape around it is still lacking harmonisation in a number of 

domains; this hampers Europe-wide fraud prevention and detection 

activities in particular. Fraud experts across the continent have 

identified diverging interpretations of the EU General Data Protection 

Regulation (GDPR) and privacy considerations as some of the key 

obstacles to pan-European fraud intelligence and data exchange. 

Banking secrecy requirements, competition law considerations and 

liability concerns add to the challenges of making fraud fighting 

efforts as seamless as the payments they are supposed to protect. 

Nevertheless, payment service providers (PSPs) and policy makers 

in Europe, such as the European Commission and the European 

Banking Authority, have been working to improve fraud detection 

and reporting locally and across borders. In order to succeed, these 

initiatives require harmonisation at different levels: aligned regulation 

around the sharing of fraud data and intelligence across Europe 

and standardisation of fraud identification and reporting across the 

ecosystem. 

A uniform taxonomy of fraud types to streamline 
fraud categorisation, reporting, and data sharing 
As an important step to ensure that payment fraud experts across 

Europe use a common vocabulary when joining forces against 

payments fraud, the Euro Banking Association (EBA) delivered a 

fraud taxonomy in July 2021 to PSPs and other interested parties 

across Europe. Developed with the support of fraud experts from 

financial institutions across Europe, this EBA Fraud Taxonomy 

categorises fraud types and can be used by PSPs as a common 

basis for fraud reporting, intelligence sharing and data sharing. 

Currently, the first PSPs and communities are preparing to imple-

ment the EBA Fraud Taxonomy as part of a try-out phase that 

started on 1 January 2022. A first annual review cycle is also under 

way, based on first inputs provided by PSPs and other stakeholders. 

This will result in an updated version of the taxonomy in June to be 

deployed and implemented by the end of 2022. 

The EBA Fraud Taxonomy has been created in the context of other  

ecosystem initiatives that are working on ways to facilitate bilateral 

data exchange: it is aligned with the European Banking Authority 

Guidelines on Fraud Reporting under PSD2 and is aimed at 

complementing and supporting the fraud combatting work taken 

forward by the European Payments Council (EPC). ➔

Thomas Egner is Secretary General of the Euro Banking Association, where he supports over 160 
member institutions in pursuing a pan-European vision for payments. Prior to this, Thomas was 
responsible for defining and developing clearing and settlement strategies at Commerzbank. He 
represented this bank in the EPC and the German banking community in SWIFT and ISO committees 
as well as on the EBA CLEARING Board.

Thomas Egner  Secretary General  Euro Banking Association

Key Pan-European Fraud-Fighting Initiatives and Developments

Euro Banking Association

https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Discussions/2022/Discussion%20Paper%20on%20the%20payment%20fraud%20data%20received%20under%20PSD2/1026061/Discussion%20Paper%20on%20the%20EBA's%20preliminary%20observations%20on%20selected%20payment%20fraud%20data%20under%20PSD2%20as%20reported%20by%20the%20industry.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Discussions/2022/Discussion%20Paper%20on%20the%20payment%20fraud%20data%20received%20under%20PSD2/1026061/Discussion%20Paper%20on%20the%20EBA's%20preliminary%20observations%20on%20selected%20payment%20fraud%20data%20under%20PSD2%20as%20reported%20by%20the%20industry.pdf
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The Euro Banking Association (EBA) is a practitioners’ body for banks and other service
providers. We foster dialogue and experience exchange amongst payments industry 
practitioners towards a pan-European vision for payments. The EBA has over 160 members 
from the European Union and across the world.

Follow us on LinkedIn, Twitter and YouTube.abe-eba.eu

Preventing fraud at payment initiation: authenti-
cation of the payee
First practical steps have also been taken with regard to 

implementing fraud prevention measures at payment initiation on 

a cross-border level. Many of these initiatives have zoomed in 

on verifying that the payee details in the transaction are correct. 

Examples include the SWIFT payment pre-validation service, which 

enables banks to verify payee account details before an international 

payment is sent, and the first cross-border Confirmation of Payee  

(CoP) service. Launched in December 2021 as a result of a collabo-

ration of three solution providers, the service enables involved par ties 

to check that account information entered and intended bene ficiary 

match when initiating cross-border payments between France and 

the Netherlands. 

The pan-European SEPA Request-to-Pay Scheme, launched by the 

EPC in June 2021, provides an additional barrier to fraudsters and 

works in a cross-border context. Request to pay is typically based 

on a four-corner model consisting of the payer, the payee and their 

respective service providers. When the payee’s service provider 

receives a request to pay, it authenticates its client and sends an 

authorisation message with verified payee identification and order 

reference to the payer’s service provider, who asks the payer for 

confirmation of the payee’s request prior to the initiation of the related  

payment. Based on the information delivered in the request to pay 

exchange and the use of secure messaging channels, each party 

has additional transparency and certainty before the initiation of the 

payment that their counterparty is who they claim they are and that 

payments are not sent to a fraudulent destination. 

Overall, both regulators and the private sector have a keen interest 

in tackling payments fraud on a pan-European level as the number 

of initiatives on both ends demonstrate. Ecosystem collaboration 

and harmonisation will remain crucial in getting standards, rules 

and processes underway. 

https://www.abe-eba.eu/
https://www.abe-eba.eu
https://www.linkedin.com/authwall?trk=gf&trkInfo=AQHpbTAUrLTIlwAAAX9uxWqQCRIiQD6wCelJ5uzvVzSYF5Z-tS1qWvs3M3hZ0m0AuGsQ4ZbfvUKM4-kI7d9c9EFrqwkWqrxDIO7L-ui96y24_bUgAvutFK0Wbjo3hgrTtk-uR5g=&originalReferer=&sessionRedirect=https%3A%2F%2Fwww.linkedin.com%2Fcompany%2Feuro-banking-association
https://twitter.com/EBA_Association
https://consent.youtube.com/m?continue=https%3A%2F%2Fwww.youtube.com%2Fchannel%2FUCeTOUnsTjgTvcXb0SqqIq7A%3Fcbrd%3D1&gl=NL&m=0&pc=yt&uxe=23983171&hl=en&src=1
https://www.abe-eba.eu/
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Helena Wall is the Head of Fraud Intelligence and Awareness within Fraud Management at Nordea 
Bank. She has been working in different roles in the field of anti-fraud since 2014. Before that, she 
worked for 14 years in different positions within the area of Internet banking at the bank. Since 2016 
Helena is also a Certified Fraud Examiner by the ACFE (Association of Certified Fraud Examiners).

Helena Wall  Head of Fraud Intelligence and Awareness  Nordea

In the wake of COVID-19 and new digital operations, banking 

and financial institutions have been struggling to deal with an 

increasing number of fraud incidents, a Deloitte Banking Fraud 

Survey shows. As banking and financial institutions struggle to 

deal with the rising number of fraud cases, about 78% believe 

such incidents could increase over the next two years. Awareness 

and employee training are key to protecting banks against fraud.

Knowledge and awareness are the most important armour and 

defence anyone could have. This is what saves you when technical 

shields are circumvented. Especially now, in times where social 

engineering is the most dominant trend in Fraud and Cybercrime. 

As a company, you need to create a culture where everyone sees 

their role in both preventing and detecting anomalies and misuse. 

Regardless of what position you have. Aim for raising the human 

awareness shield both for employees and customers.

What are the key reasons for rising fraud incidents? 
What types of banking fraud are becoming more 
common? 
From a Nordic perspective, the increase in fraud incidents is usually 

linked to different types of social engineering, combined with a large 

degree of local threat actors and increased use of digital solutions 

by a wider customer group, like elderly people that might not be 

digitally mature and thereby easier to deceive. 

What are the most vulnerable areas where fraud-
sters can act? 
The most dominant modus in the northern hemisphere is social 

engineering through different versions of credential phishing, either 

by fraudulent phone calls, spoofed text messages, or phishing 

emails. Many observed attacks are executed in a sophisticated way 

in terms of the carefully crafted steps the victim is guided through, 

that in the end, leads to an account takeover/loss of funds. These 

attacks are sophisticated without necessarily being technically 

advanced in their setup.

The most vulnerable area, in this sense, is the customer and their 

inherent trust in communication they believe to come from their 

bank or another trusted source. This is especially obvious when 

it comes to so-called ‘vishing’ calls and ‘SMiSing’. The fact that 

the sender of text messages is easy to spoof combined with the 

Smartphone logic to sort messages based on ‘SenderID’ instead 

of the actual phone number, does not help since the consequence 

for the receiver is that fake messages are presented with legitimate 

messages, in the same conversation. ➔

As employee training on fraud detection and prevention is key to protecting banks against fraud, The Paypers sat with Nordea’s 

Helena Wall to learn how to boost awareness around this topic

Nordea

 Knowledge and awareness 
are the most important armour 
and defence anyone could 
have. This is what saves you 
when technical shields are 
circumvented.

https://economictimes.indiatimes.com/industry/banking/finance/banking/banking-financial-institutions-struggling-to-deal-with-increasing-fraud-incidents-deloitte-survey/articleshow/88950865.cms
https://economictimes.indiatimes.com/industry/banking/finance/banking/banking-financial-institutions-struggling-to-deal-with-increasing-fraud-incidents-deloitte-survey/articleshow/88950865.cms
https://www.livemint.com/news/india/78-of-bfsi-firms-believe-frauds-could-increase-in-next-2-years-deloitte-survey-11642411771748.html
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Nordea is a universal bank with a leading market position in all four countries in the region. 
Combined, the economies of these four Nordic countries represent the world’s 10th largest 
economy. AA-rated and a trusted partner for 200 years, Nordea’s global scale and local 
presence enables the bank to provide a truly Nordic wide offering.

nordea.com

At Nordea, how effective is customer education in 
the fight against fraud, and do you think that more 
technology investments are needed?
It is effective when received at the right moment and it always 

requires repetition. It is not sufficient on its own. We continuously 

engage in customer education in several different ways. We try to 

reach different customer groups by using various methods and 

channels. For example, to reach the older customer group we 

visit elder centres, fairs, and events. We also arrange webinars for 

seniors that act as coaches for other seniors that want to be more 

comfortable in the digital world. We have also sent physical letters 

to this specific target group. 

We regularly arrange more general webinars about current fraud 

trends that private and corporate customers need to be aware of 

to protect themselves. Some of these events we do together with 

the Police. And of course, we use our online channels and social 

media to both inform, educate, and warn. When we engage in very 

specific warning campaigns, we can usually see a clear drop in 

fraud cases related to that specific modus operandi, however, it’s 

also clear that people’s memory is short. This is why repetition is 

so important. Even though this type of activity is very crucial, the 

industry always needs to invest in technology so that customers 

are protected with additional safety mechanisms.

How can customers and employees be educated 
on criminal tactics to avoid becoming a scapegoat 
for financial crimes? 
The key is again constant repetition, but as targeted as possible. 

To train our employees, we combine monthly market-specific fraud 

updates, weekly newsletters on the fraud topic, mandatory training 

on topics like IT- and information security, and targeted webinars 

for specific groups of employees. The approach for customers 

should be similar with different types of frequent awareness 

activities adapted for specific audiences. Both proactive information 

campaigns and ‘in-context’ reminders.

In general, our experience is that trainings and education around fraud 

and financial crimes both towards our employees and customers are 

received in a very positive way. Our employees are strengthened in 

their knowledge and feel that this is something the bank is taking very 

seriously and prioritises. The same can be said about customers – in 

general, they appreciate that the bank is active and especially in the 

situations where they are concretely exposed to a fraud attempt and 

are saved simply by being informed and aware.

What are the components of effective fraud aware-
ness trainings at Nordea? 
Returning mandatory training for all employees, informational 

articles on the Intranet with true case stories, when possible, 

weekly newsletters, and monthly webinars. All these components 

are crucial for building a robust culture in the organisation where 

everyone understands their role in preventing financial crime and 

fraud. As a decision-maker, you need to have this hat on when 

deciding what paths to choose, what rules and controls needs to 

be in place, as a developer you need to consider how a product or 

solution might be misused all ready when coding, as a customer 

advisor you need to be able to identify scenarios and situations that 

might indicate anomalies or risks when dealing with a customer. 

Having a culture in a company where everyone realises their role in 

prevention and detection, regardless of position, is both necessary 

and expected from a responsible financial institution, where trust 

is our most important asset.

What do you think will be the most challenging 
threats and risks banks should prepare for in 2022 
and how? 
More advanced hybrid attacks where for example both spoofed 

text messages combined with subsequent phone calls are used to 

trick the users to give away their login credentials. A growing trend 

where customers are tricked to transfer their funds themselves 

and thereby making detection harder. Possibly also an explosion 

of mobile malware.

https://www.nordea.com/en/
https://www.nordea.com/en/


New Opportunities Offered by Technological 
Advances for Preventing Fraud

‘FIs use dozens of different best-of-breed point solutions and need to find ways to 
bring these disparate data sources together. Organisations can make these products 
work better by using a tool to ingest signals from across the business and incorpo-
rate them into a unified decision. At different points in a user journey, these tools can 
determine whether to permit, deny or challenge (step-up) an action. A variety of con-
textual data is used to make these decisions; this may include fraud and risk engines, 
but also information about the user and the transaction being performed.’  

Adam Rusbridge and Federico Carbone, Ping Identity
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Janer Gorohhov is the Co-founder and Chief Product Officer of Veriff, the leading AI-driven verification 
platform, making sure its verification engine continues to evolve. A tech-savvy innovation enthusiast 
who started his career as a full-stack developer, Janer holds a degree in computer and information 
science from the University of Tartu.

Janer Gorohhov  Co-founder and Chief Product Officer  Veriff

Veriff’s Fraud Report revealed that identity theft 
fraud doubled in 2021 compared to 2020. Why?
The global pandemic ignited a digital transformation wave. 

Businesses and consumers alike increased their online activity 

and digital channels became the primary vessel for communication 

and connection. As we increased our time online via remote work, 

shopping, or streaming, cybercriminals used that time to study 

our growing digital footprints – seeking out ways to exploit new 

potential loopholes for their fraudulent activities. 

Despite the heavy investment in anti-fraud tools and technology 

solutions, the fintech sector saw a 50% increase in fraudulent 

activity in 2021 compared to 2020. The uptick in fraudulent activity 

can be evidenced by velocity abuse – once a fraudster infiltrates 

a system, they will utilise that loophole to get approved as many 

times as possible, normally verifying different real users without 

telling them what they’re being verified for. 

Veriff’s research also showed that identity fraud represented 56% of 

attacks within the fintech sector. The use of ID cards (33.91%) was 

the most common strategy used by attackers for illicit verifications, 

followed closely by the use of passports (29.19%). 

What’s the impact of fraud on fintechs and crypto 
providers, the Metaverse, and Gaming?
The rise in fraudulent activity has validated the message that Veriff 

has proclaimed since its founding - the world needs to adopt a gold 

standard in online identity verification to establish widespread digital 

trust and mitigate attacks. As these threats and risks have become 

increasingly real for those in the fintech and crypto industries 

(especially with the rise of digital currencies), the need to heavily 

invest and expand access to identity verification technology has 

intensified. 

The metaverse and the gaming & virtual sports betting sectors 

are new territories for digital user exploration, making them ripe 

for fraudsters to aim at. Regarding the metaverse, establishing 

stronger digital trust at the very beginning of the user journey will be 

paramount to its overall success. Investment in additional measures, 

such as identity verification including age verification, as well as 

parent and guardian verification, can help make the space more 

transparent and secure for all users.

Online gaming and sports betting industries saw a major consumer 

boost during the pandemic, mainly due to the highly accessible 

and popular on-demand entertainment experience they offer. As 

fraud threats continue to rise, these businesses will learn first-

hand the importance of incorporating IDV (identity verification) as a 

critical component of the fabric of their operations. It is an effective 

means to foster a safe experience for all consumers, especially 

when personal finances are at stake. ➔

Janer Gorohhov from Veriff reveals best practices to stop identity theft before it happens in the new virtual economy

Veriff

 Regarding the metaverse, 
establishing stronger digital trust 
at the very beginning of the user 
journey will be paramount to its 
overall success.

https://www.veriff.com/reports/veriff-identity-fraud-report-2021
https://www.veriff.com/blog/veriff-2021-identity-fraud-report-live
https://www.veriff.com/industry/metaverse
https://www.veriff.com/industry/gaming-gambling
https://www.usatoday.com/story/tech/gaming/2021/07/13/video-games-2021-covid-19-pandemic/7938713002/
https://www.usatoday.com/story/tech/gaming/2021/07/13/video-games-2021-covid-19-pandemic/7938713002/
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Veriff is a global online identity verification company that enables organisations to build 
trust with their customers through accurate and automated online IDV. Veriff’s intelligent 
decision engine can analyse thousands of technological and behavioural variables in 
seconds, matching people to more than 10,000 government-issued IDs from over 190 
countries.

veriff.com

Click here for the company profile

In 2021, crypto’s net fraud rate was 7.44% and 
remains the most fraudulent industry compared to 
fintech and mobility. How can crypto exchanges 
boost their KYC/AML strategies in 2022?
Crypto fraud reached new heights in 2021, and close to two-thirds 

of that fraudulent activity was the result of attackers using illegally 

obtained ID cards or passports. At the same time, the overall 

success of the crypto sector hinges on the availability of verifiable 

credentials and the ability of anti-money laundering (AML) and 

identity theft protection providers to plug these major fraud gaps. 

‘Knowing your customer’ (KYC) ensures that identity theft and 

money laundering are minimised, giving more control over how 

client accounts are managed.

In 2022, the key to avoiding increased fraud and penalties will be to 

invest in third-party identity verification solutions like Veriff. These 

solutions will bridge the gaps in the problematic network of global 

legislation that this industry battles daily and ensure preparedness 

for future enforcements that will inevitably tighten customer and 

user identity requirements. Providers need a clear picture of who 

their customers are - age, location, other identifying characteristics 

- and early investment in these solutions will ensure businesses are 

meeting current and future KYC and AML legislation requirements 

as the sector hits exponential growth. 

However, just ticking the boxes to meet the required KYC and AML 

legislation needs is not enough to prevent fraud. For businesses 

to tackle fraud issues, they need sophisticated fraud detection 

capabilities - this is where Veriff’s IDV solution which includes 

background video recording, device, and networking fingerprinting, 

behavioural analysis, and other checks shines at its best. 

How can digital identity solutions solve issues 
around data privacy and safety in the metaverse? 
The digital world is quickly moving toward this new virtual reality 

of the metaverse, a market that may reach uSD 783.3 billion by 

2024, and a market cap that may reach 2.7 times that of just gaming 

software, services, and advertising revenues. The opportunity is 

ripe; the establishment of digital trust and data privacy is critical for 

business leaders and everyday users. By implementing a solution 

like Veriff’s (the first of its kind for the metaverse), metaverse 

companies will be able to discard bots and block sold accounts so 

users can be certain that they are interacting with real individuals 

within the digital environment.

From a safety standpoint, Veriff’s technology verifies the identities of 

metaverse users while protecting underage users from inappropriate 

or age-restricted content and individuals falsifying their online identities.

What advice would you give businesses onboar-
ding new customers that are entering these new 
virtual spaces?
To meet the growing demand for a seamless digital user experience, 

businesses need to identify a fast and scalable identity provider that 

can ensure trust among their customers and keep their operations 

in motion. This will enable them to ultimately provide users with a 

frictionless and trustworthy online experience.

 

https://www.veriff.com/
https://www.veriff.com/
https://thepaypers.com/company/veriff/201
https://www.veriff.com/reports/veriff-identity-fraud-report-2021
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What is currently happening, what are the challenges 
of financial institutions when fighting and preven-
ting fraud?
FIs are expanding digital services to meet customer requirements, 

increasing the risk of attacks. Open Banking regulations require 

financial institutions (FIs) to provide access to customer data to 

third parties, further exposing their assets. Meanwhile, several new 

players, mainly fintechs and cryptocurrency companies, are entering 

the market and introducing new services and alternative currencies 

that are only loosely regulated.

Fraudsters and attackers are taking advantage of these changes. 

Many of them have access to large and well-funded criminal 

organisations, and they are becoming increasingly sophisticated. 

BOTs and emulators proliferate, and social engineering remains a 

major threat.

What is the effect of these challenges on financial 
institutions? 
Financial losses due to fraud are a significant problem, and FIs 

are also at risk of losing existing customers due to reputational 

damage caused by publicised security breaches and perceived 

lack of security.

Because fraudsters are always evolving their methods, organisations 

must constantly review and reassess their security posture. New and  

smarter counter-fraud measures can help, but only if they don’t 

introduce excess friction. Despite wanting to feel like their accounts 

and data are secure, no customer wants to feel like they are being 

treated like a criminal. Because of this, FIs must find the right balance  

between securing transactions and delivering a smooth user 

experience. ➔

Adam Rusbridge and Federico Carbone from Ping Identity discuss the benefits of fraud, authentication, and orchestration hubs 

for financial institutions

Ping Identity

Adam Rusbridge is a Senior Product Manager focused on Ping’s Authorisation products, responsible 
for developing cutting-edge solutions that keep organisations and their resources safe and secure.

Adam Rusbridge  Senior Product Manager  Ping Identity

Federico has more than 10 years’ experience in the IT space, mainly in Identity & Access Management. 
He joined Ping Identity as a Solutions Architect in EMEA in 2013, where he is responsible for pre-sales 
activities for large enterprises.

Federico Carbone  Solutions Architect  Ping Identity

 Establishing trust involves 
processing a mixture of signals 
throughout the user’s journey. 
These signals may come from 
fraud and risk services, or info 
about the user, device, and  
action being performed.



27 FINANCIAL CRIME AND FRAuD REPORT 2022 | NEW OPPORTuNITIES OFFERED BY TECHNOLOGICAL ADVANCES FOR PREVENTING FRAuD

At Ping Identity, we believe in making enterprise experiences both secure and seamless 
for all users, without compromise. That’s digital freedom. To achieve this, the PingOne 
Cloud Platform turns you into an experienced artist who can bring exceptional journeys 
to life with a simple no-code canvas. You can deliver passwordless authentication, protect 
user privacy, prevent fraud, architect for zero trust, and much more. For more information, 
please visit www.pingidentity.com.pingidentity.com

Click here for the company profile

ATO fraud rose 307% between 2019 and 2021; 
next in line come identity theft and APP fraud.  
How can advanced authentication solutions combat  
these three dark nights of fraud?
Existing MFA solutions that support SMS and email OTP are not 

adequate, as they can be easily bypassed by sophisticated malware 

or attackers. However, modern MFA solutions that support strong 

cryptography make ATO attacks very difficult to complete because 

attackers cannot bypass strong authentication even if they are 

using stolen credentials. When logging in becomes too difficult or 

inconvenient, attackers will move on to easier targets. Some solutions 

also support passwordless authentication, completely removing the 

need for a password, meaning credentials cannot be stolen.

Identity verification and proofing tools can help address identity 

theft, allowing organisations to ensure a customer’s digital identity 

is tied to their real-life identity. Document-centric identity verification 

models are effective, as they require a live-image selfie and a photo 

of government ID to verify that a customer is a live person whose 

identity matches a valid form of identification.

To combat APP, fraud teams need to identify individuals’ propensity 

to fall victim to scams and take action based on that information, 

for example by designing user journeys that direct users down 

different pathways based on the perceived risk of the activity they 

are performing.

In general, establishing trust involves processing a mixture of 

signals throughout the user’s journey. These signals may come from 

fraud and risk services, or information about the user, device, and 

action being performed. The user may be directed to different user 

experiences depending on the trust level.

Financial institutions are better equipped to fight 
fraud by analysing clients’ data to contextualise 
risk and authentication decisions. These solutions 
are also called fraud detection and authentication 
hubs. What exactly are these?
FIs use dozens of different best-of-breed point solutions and need to 

find ways to bring these disparate data sources together. Eliminating 

products is not the answer. Instead, organisations can make these 

products work better together by using a tool to ingest signals from 

across the business and incorporate them into a unified decision.

At different points in a user journey, these tools can determine 

whether to permit, deny or challenge (step-up) an action. A variety 

of contextual data is used to make these decisions; this may include 

fraud and risk engines, but also information about the user and the 

transaction being performed. Orchestration hubs are mechanisms 

to articulate policies that determine how these signals will be 

combined and used to make decisions. ultimately, the correct tools 

should allow organisations to design user journeys that adapt based 

on perceived risk and inject minimal friction to low-risk sessions.

What advice would you give FIs to keep their 
businesses and customers safe?
Increase real-time visibility and adopt modern technology that 

uses intelligent algorithms to identify anomalies. By observing, 

learning, and understanding the exact behaviour of legitimate users, 

these solutions can identify deviations from that behaviour and 

flag anomalies. Next, deploy orchestration solutions that allow 

the aggregation of multiple risk signals, and can respond to those 

signals with security controls. Finally, continue to educate end 

customers on good security practices. Even the more sophisticated 

and recent malwares often rely on users providing some level of 

approvals, and well-informed users are harder to scam.

 

https://www.pingidentity.com/en.html
http://www.pingidentity.com
https://www.pingidentity.com/en.html
https://thepaypers.com/company/ping-identity/182
https://www.helpnetsecurity.com/2021/10/06/ato-attacks-increased/
https://www.idtheftcenter.org/post/identity-theft-resource-center-2021-annual-data-breach-report-sets-new-record-for-number-of-compromises/
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Jay Meier is an award-winning financial securities analyst and subject matter expert in identity access 
management, credentialing, and biometrics. He currently serves as FaceTec’s SVP of North American 
Operations.

Jay Meier  SVP of North American Operations  FaceTec

Why has biometrics usage, specifically face bio-
metrics, surged in the last several years?
The pandemic accelerated usage because remote access became 

the only option, and the push for new-user face verification and 

ongoing authentication followed. Humans evolved to recognise 

3D faces well because they contain a lot of unique data. They’ve 

become the biometric of choice for remote digital identity.

Additionally, identity documents use face images to bind the cre-

den tials to the human, and all driver licenses, national ID cards, 

and passports rely on facial images to associate them with their 

legal owner.

Can you name the types of fraud that occur at on -
board ing (verifying and authenticating) customers 
digitally? 
There are many, but generally, it’s a fraudster masquerading as 

someone they’re not. Money laundering, government benefits, and 

credit card fraud plague modern society. Criminal organisations 

move laundered money through accounts and cryptocurrency 

exchanges using real people’s names, who are unaware an account 

was opened. This fraud is enabled and perpetuated by inadequate 

identity verification at account creation.

Another huge type of fraud is account takeover, where fraudsters 

assume the identity of legitimate account owners, and weak user 

authentication allows control to fall into the wrong hands. From there,  

value can be extracted by stealing data, or ransom demands. Attack 

vectors such as weak/stolen passwords, redirected SMS messages, 

and social engineering make this fraud possible.

How big is this problem and how is it affecting the 
financial world? 
The United Nations Office on Drugs and Crime estimated proceeds 

from US financial crime were USD 300 bln in 2010 (~2% of GDP). 

Healthcare, mortgage, retail, consumer, securities, and tax fraud, 

plus identity theft, generate the most volume. Other significant 

sources are drug and human trafficking, organised crime, and public 

corruption. As of 2020, the estimate for money laundered from 

illegal activities is 2-5% of global GDP annually.

How can solutions like FaceTec’s fight those?  
With what results?
FaceTec provides strong identity verification at account creation 

and strong identity re-verification during subsequent logins. Our 3D 

face biometrics provide superior Liveness detection and incredibly 

accurate matching on all modern smart devices, and PCs with 

webcams, with no observable race, gender, or age bias. ➔

Advances in biometrics and Liveness detection enable fraud prevention while building confidence to reduce friction for ‘good’ 

consumers. Jay Meier, SVP of North American Operations from FaceTec, reveals more

FaceTec

 By requiring both Liveness 
and matching data to be present 
in future authentications,  
FaceTec renders the remaining 
matching-only data virtually 
useless to thieves.
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FaceTec is the leading provider of 3D Face Verification and Authentication software. 
FaceTec’s patented, Certified 3D Livenes-s Detection, face matching, optical character 
recognition, barcode/NFC chip scanning, and age estimation technology binds a unique, 
live user to their digital accounts with proprietary biometrics, creating a secure chain of trust 
for mobile and web applications.

facetec.com

Click here for the company profile

Regulated industries must not only verify an identity exists, but also 

that the person presenting the identity documents is their rightful 

owner. unfortunately in the uS, Know Your Customer regulations 

don’t require that the human providing the identity documentation 

proves their true presence with a Liveness check and selfie match. 

But that trend appears to be changing, and Liveness-proven face 

biometric data is the single-best way to accomplish this remotely, 

and that need isn’t going away.

A FaceTec 3D FaceScan® ensures that the person issued the photo 

ID matches the trusted face image from the issuing authority. 

Additionally, whenever an account holder needs access to their 

account, they simply perform another video selfie that renders into 

another Liveness-proven 3D FaceMap® and then is matched to the 

3D FaceMap from enrolment. It is the single-best method to prevent 

unauthorised access. 

How is biometric data stored? 
Biometric data is generally stored as image data, like a photo,  

or as biometric templates (a mathematical derivative of the image). 

They’re stored by DMVs, State Departments, and on servers, 

smartphones, and computers.

There’s always a concern that biometric data could be stolen,  

but most people already have hundreds of their images online. 

So, access is no longer the biggest concern. The biggest concern 

is having strong Liveness detection to ensure images or videos 

(online with or without consent) can’t be replayed and used for 

impersonation. Liveness detection means photos or videos aren’t 

enough to pass muster, only the real, live, 3D you suffice.

Though Liveness mitigates threats from leaked or breached 

photos, it’s still best to store only redacted biometric data. 

So, while FaceTec’s software collects Liveness and matching 

data concurrently, once the user’s Liveness is confirmed, 

the Liveness data is deleted, leaving only matching data.  

By requiring both Liveness and matching data to be present in 

future authentications, FaceTec renders the remaining matching-

only data virtually useless to thieves, because without the Liveness 

data, access will be denied instantly. FaceTec may be the only face 

biometrics vendor that promotes separating and deleting Liveness 

data to ensure organisations don’t create biometric honeypots.

What direction is biometrics going? How is FaceTec 
supporting it? 
More people now realise that passwords, SMS, two-factor,  

and other knowledge-based authentication layers don’t verify 

a user’s identity. As the SolarWinds and Okta hacks illustrated, 

without a strong biometric security layer the wrong person can gain 

access using stolen credentials at any time.

We’re seeing rapid adoption of our 3D Face Liveness and Face 

Matching software. FaceTec now provides more than 600M  

3D Liveness checks annually and is growing fast. Note, these are 

3D Liveness checks, not 2D. For years many vendors sold insecure 

2D Liveness and biased 2D face matching, but recently Unite.ai 

exposed how weak 2D Liveness is now just a nuisance for hackers. 

3D Liveness and 3D Matching technology, along with proper 

on-prem architecture, solves long-standing problems. Governments 

now use Liveness-proven biometrics for important deployments, 

and digital identity credentials like mobile driver licenses are already 

here. Acceleration of 3D Liveness-proven biometrics for identity 

proofing, verification, and authentication will only continue.

https://www.facetec.com/
https://www.facetec.com/
https://thepaypers.com/company/facetec/312
https://www.unite.ai/deepfakes-can-effectively-fool-many-major-facial-liveness-apis/
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In an increasingly digital, real-time world, fraud prevention has 

emerged as a major challenge for consumers, corporates, and banks 

alike. The frequency of payment fraud, as well as the extent of 

the losses, are increasing year on year. At the same time, both the 

attacks and their perpetrators have become more professional – a 

trend that makes their detection increasingly difficult. 

Among those hit hardest by these new trends in fraud are multi-

national and mid-sized corporates. This is because fraud attacks 

have become many and varied and increasingly target corporate 

payments, which are – by their nature – also many and varied. 

In response, banks are looking at ways to better collaborate with 

their clients to ensure their anti-fraud teams can help keep one step 

ahead of, or at the very least keep pace with, today’s criminals.

An ever-changing landscape 
In the past decade, the world of fraud has changed significantly. 

Perhaps the biggest evolution witnessed has been the vast 

move ment from the physical to the online world. This shift affects 

corporates in two ways: firstly, incoming payments increasingly 

face card fraud – driven by the growth of the ecommerce market, 

accelerated by the COVID-19 pandemic. For example, the dark web 

– a hidden set of internet sites only accessible with a specialised web 

browser – has become an important tool for criminals seeking  

undetected access to personal financial information.

Even more important – and the second dimension to how the move 

online affects corporates – are the outgoing payments initiated by 

corporate treasury departments to pay their company’s suppliers. 

A pattern that has proved very popular is the ‘man in the middle’ 

attack. 

This is a form of cyber scam where the fraudster manipulates 

commu nications; for example, requesting that the company changes  

the bank account to which payment should be made. Worst case 

examples have involved significant cash losses for the targeted 

company. While publicly available statistics indicate an average 

loss per incident of EUR 80,000 to EUR 100,000, it’s worth noting 

that there are extreme outliers in both directions of the scale, ranging  

from double-digit sums to the most ambitious attacks scams, where 

losses run into millions.

This is particularly true in an ever-faster payments landscape that 

aims to facilitate a seamless and quick end-to-end experience but 

also makes fraud detection harder for banks. With instant payments, 

settlement is often completed within 10 seconds - giving banks only 

a tiny window in which to investigate whether a transaction was  

legitimate. ➔

Andreas is responsible for the holistic management of external payment fraud prevention & detection 
strategies, controls, innovations, and partnerships. During his previous tenure as Head of EUR Clearing 
Product, making DB #1 EUR Clearer, he was involved in both the industry’s resilience strategies and 
innovative PoCs with partners around fraud detection.

Andreas Hauser  Head of Fraud Prevention Management  Deutsche Bank

Tackling Fraud Through Collaboration

Deutsche Bank

https://www.juniperresearch.com/researchstore/fintech-payments/online-payment-fraud-research-report?utm_source=juniperpr&utm_campaign=pr1_onlinepaymentfraud_financial_fintech_apr21&utm_medium=email
https://www.juniperresearch.com/researchstore/fintech-payments/online-payment-fraud-research-report?utm_source=juniperpr&utm_campaign=pr1_onlinepaymentfraud_financial_fintech_apr21&utm_medium=email
https://www.europeanpaymentscouncil.eu/sites/default/files/kb/file/2021-12/EPC193-21%20v1.0%202021%20Payments%20Threats%20and%20Fraud%20Trends%20Report.pdf
https://www.europeanpaymentscouncil.eu/sites/default/files/kb/file/2021-12/EPC193-21%20v1.0%202021%20Payments%20Threats%20and%20Fraud%20Trends%20Report.pdf
https://www.juniperresearch.com/researchstore/fintech-payments/online-payment-fraud-research-report?utm_source=juniperpr&utm_campaign=pr1_onlinepaymentfraud_financial_fintech_apr21&utm_medium=email
https://www.juniperresearch.com/researchstore/fintech-payments/online-payment-fraud-research-report?utm_source=juniperpr&utm_campaign=pr1_onlinepaymentfraud_financial_fintech_apr21&utm_medium=email
https://www.equifax.co.uk/resources/identity-protection/how-financial-crimes-are-hidden-in-the-dark-web.html
https://www.equifax.co.uk/resources/identity-protection/how-financial-crimes-are-hidden-in-the-dark-web.html
https://www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf
https://www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf
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Deutsche Bank provides retail and private banking, corporate and transaction 
banking, lending, asset and wealth management products and services as well as 
focused investment banking to private individuals, small and medium-sized companies, 
corporations, governments and institutional investors. Deutsche Bank is the leading bank in 
Germany with strong European roots and a global network.

db.com

Addressing fraud 
Given these growing pressures, how are banks looking to tackle 

fraud for their clients? The process begins with awareness trainings, 

as banks reach out to ensure their clients are apprised of the current  

trends, as well as any areas where they may be particularly vulne-

rable. The second line of defence is preventative measures that 

include strong customer authentication and vendor validation 

services, such as the SWIFT Beneficiary Account Validation 

service.

If you cannot prevent the fraud, the next step is to try to detect it.  

Banks generally carry out comprehensive risk assessments that  

discover outliers to a typical flow. One means of doing this is through  

smart systems that look into source information. For example, if the 

bank can identify that human intervention has taken place during 

the transaction process, they can then investi gate further to identify 

any fraudulent interference. 

Fraud detection, however, remains a challenge for banks, as much  

of this contextual information is unavailable, often lying with corpo-

rates and their software providers instead. This is because corporate 

clients tend to have multiple banking providers – and each of these 

banks can only see those payments they are directly involved in. 

Without access to this complete picture of a client’s payment flows,  

this at best leads to more false positives, and at worst allows fraud-

sters to exploit the gaps. 

Banks and corporates can tackle this particular challenge by looking  

further upstream into clients’ internal infrastructures, thereby seam-

lessly acquiring the payment information necessary to spot, and 

react to, fraudulent activity. For this to work, closer collaboration 

between banks and corporates is key – and partnerships with 

software vendors and fintechs are facilitating this. 

For example, Deutsche Bank is collaborating with Treasury Intelli-

gence Solutions (TIS), a provider of cloud technology for managing 

corporate payments. The solution, which seamlessly integrates into  

existing client infrastructures, leverages data from Deutsche Bank,  

as well as multi-corporate community data, and applies the infor-

mation into a smart rule management and pattern recognition system.  

The solution screens outgoing payments before they are sent to 

the respective bank. Depending on the result of various rule-based 

checks and assessment scores, an intelligent alert management 

system triggers an efficient workflow to review suspicious payments 

before execution.

Looking ahead
Preventing fraud remains a vital task for every finance and treasury 

function. With the threat of fraud ever increasing, a comprehensive 

approach – involving regular reviews and updates for all potential 

scenarios – has moved from a ‘nice to have’ to an absolute necessity. 

The key, it appears, to creating a more robust anti-fraud offering 

is to collaborate as one rather than work in siloes. Clients, banks, 

software providers, and fintechs are all part of the solution – and 

working together can help to combat payment fraud attacks more 

logically and holistically. 

https://www.db.com
https://www.db.com
https://flow.db.com/cash-management/a-new-era-for-payment-validation
https://flow.db.com/cash-management/a-new-era-for-payment-validation
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Data as defence
Frequent news articles reporting on upticks in data breaches, 

data dumps on the dark web, and connected rates of fraudulent 

transactions and identity theft leave no doubt that fraud is a lucra-

tive business and strongly tied to technological innovation. This is 

because of increased connectedness between consumers, paired 

with lower barriers to entry for fraudsters. Today it costs as little 

as 9 US dollars to acquire ready-to-use stolen card details and as 

little as 9 minutes for new data on the dark web to be put to use 

for identity theft. 

What we don’t hear as much of is what’s happening on the defen-

sive side. One thing in the defence’s favour is that everything leaves 

a trace in the digital world. As a consumer moves about their day, 

devices, browsers, and applications work in tandem to capture 

and enrich an increasingly sophisticated digital fingerprint for that 

consumer. 

In the 23 years since the introduction of 3DS 1.0, we’ve witnessed 

three distinct shifts to do with data used in defensive measures. 

First, we’ve seen a shift from leveraging browser and historical 

transaction data to passive biometric data. Passive biometrics 

present a much more robust way to identify customers at any point 

in their lifecycle as well as a way to make synthetic identity theft 

exponentially harder. Second, we’ve seen a growing realisation 

that fraud prevention starts with account creation. This further 

supports the need for complex, yet verifiable digital identities as 

part of KYC practices. Third, companies are looking within for better 

signs of fraudulent activity. Instead of setting up stricter security 

measures to keep unwanted behaviour out, a better approach 

involves AI-powered surveillance on open systems, mimicking the 

human immune system.

New tech, new vectors
Since the Bitcoin whitepaper was released 14 years ago, we’ve 

seen another set of technological shifts set in motion that may 

soon change perspectives on the three trends mentioned above. 

Key technologies to note here are blockchain, crypto, and smart 

contracts. All three are central tenets of the Web3 movement set 

to change commerce and financial services but are also likely to 

significantly impact how we’ll secure digital identity and transactions 

going forward. 

However, while this technology is here and certainly presents new 

attack vectors; technology adoption, even among fraudsters, is 

gradual. First, we see familiar scams continue to be deployed in 

the wake of the crypto buzz. This makes exchanges and wallet 

providers like Coinbase (they do both) likely targets for traditional 

phishing attacks and account takeovers.

Alongside these scams, it’s the behavioural change among con-

sumers that leads to other opportunities to redeploy existing malware 

and ransomware attacks. One example relates to the inhe r ent 

complexity of the private keys giving consumers access to digital 

assets in their crypto wallets. Knowing consumers routinely copy 

their keys between clipboards and their wallets, fraudsters can easily 

leverage malware to scan for this activity, steal these private keys, 

and syphon off digital assets to other accounts. ➔

Marc is a Product Director at Decoded, based in New York City. He leads a team that builds and 
delivers technical education at a leadership level for global clients across financial services, retail, and 
government. Before joining Decoded, Marc was a data scientist at Gousto in London. Marc completed 
his PhD in Operations Management at the University of Cambridge.

Marc Jansen  Product Director  Decoded

Facing Fraud with Digital Literacy

Decoded

https://techjury.net/blog/how-much-of-the-internet-is-the-dark-web/#gref
https://web.archive.org/web/20220201130728/https:/www.consumer.ftc.gov/blog/2017/05/how-fast-will-identity-thieves-use-stolen-info
https://www.cardrates.com/news/darktrace-is-an-ai-based-enterprise-immune-system/
https://www.cardrates.com/news/darktrace-is-an-ai-based-enterprise-immune-system/
https://www.washingtonpost.com/technology/2021/10/08/cryptocurrency-scam-websites/
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Decoded is a technology education company building on 10+ years of experience 
unpacking the core technologies driving radical digital disruption for leaders of businesses 
across the FTSE and Fortune 500, developing the required mindset and literacy for them 
to successfully engage with ‘digital and data’. Beyond leaders, we help democratise data 
skills across organisations so that employees can harness the true power of data and 
analytics to create measurable commercial impact.decoded.com

Putting these ideas together in a Venn diagram, we can construct a 

more comprehensive view of which vectors might affect the fraud 

landscape. The concept here is that the evolution of fraud will either 

originate in a new technology domain, changes in behaviour, or the 

bugs and errors in technology that inevitably create vulnerabilities. 

However, only the most impactful new forms of fraud will leverage 

the intersection between technology, behaviour, and vulnerabilities. 

Literacy starts with leadership
If any of the above feels far removed from what’s top-of-mind 

within your organisation, think again. When it comes to fraud and 

cybercrime, building an understanding past the incidence of fraud 

is too late. So, what’s required from leadership?

The first leadership task is to step outside the comfort zone and 

build a digital mindset. This ultimately involves building the ability to 

connect trends across the digital landscape back to your business. 

Look outside of financial services and see how retail and pharma 

are fighting product adulteration using blockchain technology, see 

how ecommerce is targeting loyalty scams with real-time analytics, 

and see how automotive is reimagining vehicle software security 

upgrades through SaaS principles. The most creative solutions to 

your organisation’s fraud risks may just live next door.

The Venn diagram above also presents a possible roadmap for 

leadership to help mitigate fraud by raising digital proficiency across 

the organisation. When it comes to technology, you must partner 

with security providers who built their business around the premise 

of data as defence and learn from them in the process. When it 

comes to behaviour and vulnerabilities, staying on top of fraud 

requires a culture of learning and a willingness to invest in digital 

proficiency. This starts with leadership being able to apply their 

digital mindset to map required skill training to the right audiences 

within the business. 

 

https://decoded.com/
https://decoded.com/


‘If You Solve Identity, the Rest Is 
Accounting’, Ross Anderson



How Does Digital Identity Look Like? 

‘A digital ID is both digitised real-world credentials (i.e. passport, driver’s licence,  
vaccine certificate, or qualifications) and derived credentials that allow users to  
prove their status (i.e. over 18, COVID-19 Safe, or certain levels of assurance),  
giving organisations the assurance needed. But digital ID must go even further and 
ensure the user’s experience is fluid. It needs to be intelligent. It needs to be smart.’  

Nick Mothershaw, OIX
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Aarti leads iProov’s Product & Marketing organisation. Before joining iProov, Aarti led international 
product and market development for SwiftKey, culminating in a successful exit to Microsoft.  
At Microsoft, she managed the mobile text input business in emerging markets. Before SwiftKey, Aarti 
led the management of Nomura’s Global Portfolio Sales and Trading products.

Aarti Samani  SVP of Product & Marketing  iProov

What do we mean by ‘digital Identity’?
Digital identity is all the available online information about a person. 

Digital identity is made up of unique identifiers and behavioural 

patterns that can be tied to that individual.

The information that forms your digital identity can be grouped 

into two broad categories: your digital attributes and your digital 

activities. These pieces of information, either alone or combined, 

can be used to identify you. 

Why is there a need for a secure and inclusive digi tal 
identity?
In one study, McKinsey estimated that less than half of the global 

population has a complete identity - physical and digital - that allows 

service access. There are at least 1 billion people who have no form 

of legal, officially recognised identification. They are ‘invisible’ as far 

as the system is concerned. Most of them are women.

Without legal identity, people are cut off from vital services including 

healthcare, finance, social protection, education, and employment. 

The pandemic has highlighted not just the need for legal identity, 

but the need to digitise that identity. Some vital services can now 

only be accessed online. This means inclusive security is required 

to establish trust in the remote individual.

But how do we achieve that trust? How can we be confident that 

the person asserting a digital identity is who they say they are? 

At the same time, how do we protect unsuspecting citizens from 

fraudsters who compromise their identity and pose a personal, 

organisational, and national risk?

How do you create a trusted digital identity?
In a pre-digital world, to verify our identity we typically went to a 

physical location, such as a bank, with our photo ID and presented 

it to the checker. That person checked our attributes and verified 

ownership by looking at our face and the photograph on the ID 

document. Because we were physically present, the checker could 

be sure that we were verifying ourselves in real-time.

The challenge is how to simulate that process online.

First, the individual needs to scan their government-issued photo 

ID using their mobile device or computer. This proves two things: it 

provides the identifiers associated with that individual, and, because 

it’s a government-issued document, the attributes are endorsed by 

a legal authority. ➔

Aarti Samani, SVP of Product & Marketing at iProov, reveals for The Paypers the benefits of setting up digital identity solutions

iProov

 When strong digital identity 
systems are available, not only  
do they protect against fraudulent 
activity, but they also produce 
huge savings for citizens, 
government, and businesses.
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proov

iProov is the world leader in online biometric face authentication, enabling governments, 
banks, and other enterprises to securely verify customer identity. Used for onboarding and 
authentication, iProov’s technologies include Liveness Assurance and Genuine Presence 
Assurance, which provide the highest levels of security with maximum convenience, 
privacy, and inclusivity.

iproov.com

Click here for the company profile

The next step is biometric face verification. Because government-

issued photo ID carries an image of the individual, face verification 

is the only way to bind a remote physical user to the ID document 

to create trust. Now, all this happens very fast, and given the rise of 

fraud schemes and technology like deepfakes, how do you know that 

the person is present and verifying themselves in real-time?

For that, iProov uses a unique sequence of coloured light to briefly 

illuminate the user’s face. If the sequence of lights sent to the user 

matches the sequence of lights returned from the device our AI 

systems can verify that this real person is interacting right now, and 

is not a replica, synthetic, or malicious attack.

What are the key benefits of setting up a digital 
identity?
Digital identity already underpins many public and private sector 

interactions and transactions and can leverage the extensive use of 

online devices in developing countries. When strong digital identity 

systems are available, not only do they protect against fraudulent 

activity, but they also have the potential to produce huge savings 

for citizens, governments, and businesses; increase transparency 

and accountability, and drive innovation and operational efficiency. 

How can you protect digital identity?
We often come across a ‘good enough’ mindset – ‘our security is 

good enough and it will be fine’. This is no longer acceptable. To 

ensure that citizens are properly protected, there is no option but to 

deploy solutions that offer national-grade security. Selfies and video 

chats have long been compromised and do not provide adequate 

assurance of security. And security cannot be static. It has to be 

sustainable and resilient to future-proof against new attack forms, 

which are continually evolving.

Can you protect digital identity and make it usable?
There is a misconception that the harder a system is to use, 

the more secure it will be. Not only is this a myth, but it is also 

counterproductive. If a system does not offer convenience, simplicity, 

and speed, users will not adopt it. Investment in service digitisation 

is wasted, and people lose trust. Security and usability have to be 

balanced. 

 

https://www.iproov.com/
https://www.iproov.com/
https://thepaypers.com/company/iproov/308


With the upcoming revision of the European eIDAS regulation 

and the introduction of Eu Digital Identity Wallets, the European 

Commission is pushing for harmonisation of the digital identity 

landscape in Europe. Over the last fifteen years, member states took 

individual approaches to digital identity. This lack of a harmonised 

European approach to digital identity has thus far led to a divergent 

and fragmented landscape in identity solutions. In this article, we 

take a closer look at how divergent the current digital identity 

landscape in Europe is and highlight some examples regarding 

digital identity in individual member states.

Digital identity is a key enabler of Europe’s Digital 
Single Market initiative
One of the European Commission’s 6 political priorities is getting 

the Eu ready for the digital age, including the ambition to create a 

Digital Single Market. This knows many facets, such as removing 

virtual borders, boosting digital connectivity, improving access to 

online goods and services across Europe, driving online growth, and 

many others. The European Commission sees digital identity and 

trust services as key tools for providing trust and security in this 

Digital Single Market. ➔

Will the European Commission Succeed in Harmonising the Current Fragmented 
Digital Identity Landscape in Europe?

INNOPAY

Christian is an experienced consultant in the field of digital identity and data sharing. His focus lies on 
bridging digital ecosystem design and user preferences.

Christian van Ramshorst  Senior Consultant  INNOPAY

Eefje is an experienced project manager with a history of working in complex multi-stakeholder 
projects on data sharing, digital identity, AI, and Trust Frameworks in logistics, higher education, and 
the financial services industry.

Eefje van der Harst  Senior Manager  INNOPAY

Daniël has broad experience in technological innovation around digital transactions in the fields of 
payments, (decentralised) digital identity, and data sharing, both from an industry and consulting 
perspective.

Daniël den Boer  Consultant  INNOPAY

Vincent has almost 20 years of experience in co-creating products in the fields of payments, digital 
identity and data sharing in multi-stakeholder environments.

Vincent Jansen  Partner  INNOPAY
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https://ec.europa.eu/info/strategy/priorities-2019-2024_en
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The level of adoption of digital identity varies from 
nationwide to non-existing
The degree to which digital identity solutions have been adopted 

by citizens is determined by many underlying factors such as track 

record, mandated usage, stimulation of competition in the private 

sector, and priority on the political agenda, to name a few. 

Nordic member states have by far the highest level of adoption 

in Europe, with the majority of the population both in possession 

of digital identity and usage of a multitude of public and private 

services. Then there are countries like Germany, where the majority  

of the population has an eID card, but usage of this eID for accessing  

digital services is still very low. Some member states have seen 

recent spikes in adoption because of mandated use, for example 

accessing child-related government benefits in Poland or specific 

Corona-related financial support in Italy. Lastly, some member states  

like Romania have only just begun piloting eID cards, so adoption is  

non-existent.

upcoming innovation may introduce new frontrunners 
on the field
To understand the digital identity landscape in Europe, we also look 

ahead to what is coming. While Germany and Spain are currently 

not considered frontrunners with their existing digital identity 

implementations, there is a lot of identity buzz in these countries. 

Big consortia are emerging, revolving around decentralised identity 

and Self-Sovereign Identity (SSI), and are aspiring to become 

leading on digital identity. Finland, a long-lasting frontrunner, is also 

reinventing itself in the field of decentralised identity. And looking 

ahead at wallet-based identity interactions, Poland and Austria 

have already launched new wallet-based solutions ahead of the 

curve in Europe. ➔

However, over the last few years, we’ve seen very different imple-

mentations of digital identity emerging across member states.  

Some member states are not even actively developing digital identity  

at all. According to the European Commission, ‘this divergence 

deprives people and businesses of the benefits of the Single Market, 

as they cannot use secure, convenient and uniform identification 

systems across the Union to access both public and private services’.

Harmonisation of the market for digital identity is key to establishing 

trust and security across the union. To get a view on the need for 

harmonisation, we need to understand how divergent the existing 

European landscape is. To illustrate the differences in digital identity 

in Europe, we discuss some member state examples on three 

different aspects of digital identity:

1. Identity model

2. Level of adoption

3. Level of innovation

The identity models in Europe range from platforms  
to networks and from public to private
Member states in Europe have chosen very different identity 

models. Nordic countries have the longest history in digital identity 

and have been frontrunners for a long time. Most Nordic countries 

have converged to a model of close public-private cooperation 

in a trusted network. Sweden and Finland are particularly good 

examples of this, where the government developed a regulatory 

trust framework and private identity providers offer various solutions 

in compliance with the framework. The government is explicitly not 

involved in offering digital identity solutions but leaves this entirely 

up to the private sector. 

This public-private network model is completely opposite of models 

chosen by for example Estonia and Austria. In these member 

states, a centralised public solution is offered to all citizens.

Open, public-private networks and centralised public solutions can 

be seen as two opposing ends of a spectrum, many variations exist 

in between. Italy has a comparable model of public and private 

providers to the Nordics but offers relying parties the choice to 

connect directly or via aggregators to identity providers. France 

has put a public platform in-between providers and relying parties 

to simplify connectivity. At the same time, the French government is 

starting to compete with providers by offering a new public identity 

solution. A final perspective to mention is Belgium, home to a 

platform solution initiated by private sector parties and now seeing 

adoption by public services and investments from the government.

https://digital-strategy.ec.europa.eu/en/library/trusted-and-secure-european-e-id-recommendation
https://www.swedenconnect.se/
https://www.kyberturvallisuuskeskus.fi/en/our-activities/regulation-and-supervision/electronic-identification
https://e-estonia.com/solutions/e-identity/id-card/
http://oesterreich.gv.at/id-austria
https://www.spid.gov.it/en/
https://franceconnect.gouv.fr/
https://www.itsme.be/
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INNOPAY is an international consultancy firm specialised in digital transactions. We help 
companies anywhere in the world to harness the full potential of the digital transactions’ 
era. We do this by delivering strategy, product development, and implementation support in 
the domain of Digital Identity, Data Sharing, and Payments. Our services capture the entire 
strategic and operational spectrum of our client’s business, the technology they deploy, 
and the way they respond to local and international regulations.innopay.com

Exciting times lie ahead
We can conclude that the current digital identity landscape is very 

divergent. The upcoming eIDAS revision will introduce a more 

harmonised, interoperable digital identity model for cross-border 

use cases, but the European Commission will have a big challenge 

in bringing full harmonisation to the union. The revision will enforce 

the availability of digital identity products across the union for 

citizens and required acceptance with many relying parties, but 

whether this is enough to drive actual usage and adoption remains 

to be seen. And finally, upcoming developments will drive innovation 

across the union. All member states are required to move in the 

field of digital identity. Who knows, maybe in a few years we will be 

surprised by new frontrunners in the field of digital identity.

https://www.innopay.com/en
https://www.innopay.com/en
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Governments and other organisations around the world are 

developing Trust Frameworks, which are vital for governing digital ID  

eco-systems and facilitating trusted identity transactions. But will 

digital ID be interoperable across these different frameworks? 

It’s a global challenge with many questions to be answered.  

For example, how is an organisation in Indonesia going to know if it 

can trust a digital ID issued in Sweden? How was the user proofed? 

Does this meet Indonesian standards? Are the authenticators 

being used robust? Is it a fraudulent ID? Is anyone liable if it is? 

Equally, can the Swedish ID provider release data to the Indonesian 

organisation? Who are they? What are their data handling and 

management responsibilities? 

They’re not technical questions. They’re questions of trust. 

Compatibility is also key. If common credentials (i.e. COVID-19 

certificate) from different issuers have data in different formats or if 

different credentials carry the same data (i.e. address) but in different 

formats, this causes problems. Without an agreed data format 

across an ID ecosystem, the problem of interpretation, translation, 

and data normalisation falls on the receiving organisation. This will 

be a major barrier to both digital ID adoption and interoperability.

Establishing the framework for an interoperable 
future 
Trust Frameworks will play a crucial role and must be designed to 

enable interoperability. At present, interoperability is the missing 

element in existing Trust Frameworks, as most programmes are 

in-country focused. Even eIDAS, which is arguably world-leading 

in terms of in-region interoperability, does not address international 

interoperability. 

Nick Mothershaw is Chief Identity Strategist at OIX. Previously Director of ID and Fraud at Experian, 
he led the launch of IDaaS in the UK. 

Nick Mothershaw  Chief Identity Strategist  OIX

Interoperability – The Key to Global Digital ID Success

OIX

https://openidentityexchange.org/networks/87/events.html?id=3407
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Open Identity Exchange (OIX) is a non-profit trade organisation on a mission to create a 
world where everyone can prove their identity and eligibility anywhere. 

openidentityexchange.org

Through its research and work with its members, OIX has highlighted 

three ways interoperability can be achieved. The first is through 

bilateral agreements between frameworks to mutually recognise 

the trust that they ensure. The second is through parties, such as 

identity providers or credential issuers, becoming compliant with 

more than one framework. 

And thirdly, the most efficient way of achieving mass interoperability 

between frameworks, however, may be through a virtual common 

framework approach, where a common framework enables many 

frameworks to trust each other through independently assessing 

their alignment and compatibility. It requires each framework to 

understand its relative position within a set of commonly agreed 

rules, essentially creating an overarching Trust Framework or a 

‘framework of frameworks’. Each framework can then decide how 

it fills the gaps between its own requirements and those of another 

framework. 

Interoperability is a key goal for the GAIN (Global Assured Identity 

Network) initiative, supported through OIX’s Global Interoperability 

Working Group, where the ‘framework of frameworks’ approach 

is being explored. GAIN is leading the mission to bring financial 

institutions together with those from other sectors so that we can 

achieve the global reach required to establish digital ID trust and 

success.

https://openidentityexchange.org/
https://openidentityexchange.org/networks/87/events.html?id=3407
https://openidentityexchange.org/


The 2021 Global Assured Identity Network White Paper was 

an extraordinary effort of 150 co-authors, united by the burning 

business problem of establishing trust, digitally, between parties 

and across borders. The White Paper was a one-time, no sponsor, 

pro bono, open-source initiative that proposed an internationally 

interoperable digital identity solution.

In 2022, the White Paper is followed by two parallel activities 

intended to test the GAIN hypothesis. One: a technology proof of 

concept based on proven open standards starting with OAuth2, 

OpenID Connect, and OIDC for Identity Assurance. The Second: 

an OIX working group that will explore the various business, legal, 

and policy challenges of international Digital ID interoperability.

The case for digital ID
1.   Customers will experience simpler digital lives. With easier access  

to services and fewer verification processes, their satisfaction 

improves through easier access to services. 

2.  Relying Parties can deliver improved customer journeys that 

reduce abandonment, mitigate risk, reduce cost, and support 

data minimisation through specifying the data needed for their 

use case and can do so with international reach.

3.  Identity Information Providers enhance their direct relationship 

with End users and reduce the risk of losing customer engage-

ment to competitors; plus, may incidentally generate additional 

revenue. ➔

Global Assured Identity Network: 2022 Testing, Timing, and Traction

GAIN

Don Thibeau serves on the Board of the OpenID Foundation, a non-profit, international standards 
development organisation of individuals and companies committed to enabling, promoting, and 
protecting open standards for identity systems. He was the Founder of the Open Identity Exchange 
and now serves as its Vice-Chair.

Don Thibeau  Member Of The Board Of Advisors  OpenID Foundation

Mark is an engineer and entrepreneur who has focussed his career on building solutions that enable 
business and mitigate risk largely in financial services. Mark has helped organisations navigate the 
complexities of securely enabling third-party access to data via APIs in tightly regulated environments.

Mark Haine  Founder  Considrd.Consulting

Nick Mothershaw is Chief Identity Strategist at OIX. Previously Director of ID and Fraud at Experian, 
he led the launch of IDaaS in the UK. 

Nick Mothershaw  Chief Identity Strategist  OIX
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for International Finance (IIF), Cloud Signature Consortium (CSC), 

and Global Legal Entity Identifier Foundation (GLEIF). 

OIDF GAIN POC
The OIDF GAIN POC will test and demonstrate the key technology 

architectures and components that enable the vision of an 

internationally interoperable assured digital identity system to be 

realised. The work of the GAIN POC will be defined by its contributing 

members.

The POC will perform integration and interoperability testing, initially  

with OIDC4IDA, and will swiftly move to deliver a system that provides  

an easy onboarding journey for organisations that wish to provide 

or consume assured identity details and allow them to identify each 

other safely and securely. 

It is worth noting that the GAIN paper proposed a multiprotocol 

effort: the aim is to demonstrate and integrate other protocols, such  

as those inspired by the Self-Sovereign Identity movement.

The deliverables of this POC will be architecture, draft design, and 

testing of:

• Participating entity onboarding system;

• Digital identity interaction protocols;

• User journeys and experiences.

There are already more than 20 organisations that have expressed 

interest in actively participating in the POC and 5 that have started 

testing. ➔

The business case for GAIN
Customers want simpler access to services online - wherever they 

are in the world. For example, a user could open a financial services 

account, prove who they are to hire a car, or access age-restricted 

services outside their home country. New to country individuals are 

no longer excluded from services until they get a local ID. 

For Relying Parties, reducing the cost and complexity with a single 

interoperable international integration makes the decision to adopt 

much easier meaning they can quickly reach customers in other 

markets, confident that they are meeting regulatory requirements 

(e.g. AML, age restrictions, or gambling rules). They can deliver 

goods locally, or to the customer’s home country, with the know-

ledge they are doing business with the genuine consumer who is 

eligible to receive those goods or services. 

For governments and their trust frameworks, they will be able to 

provide an attractive place for international business and tourism, 

increasing GDP and economic mobility and inclusion. 

Delivering assured digital identity across business sectors and 

regulatory borders is now possible.

OpenID Connect for Identity Assurance (OIDC4IDA) is the first digital 

identity interface being trialled; it enables a much richer expression 

of assured digital Identity Information. It may play a signi ficant role 

in solving the burning business problem expressed in the GAIN  

White Paper: assured digital identity on the internet. The use of 

a combination of technology components with a pragmatic legal 

framework that benefits all parties now can be delivered internatio-

nally. This signifies, not only a step-change in convenience and 

privacy for consumers but also a significant opportunity for busi-

nesses.

ultimately the GAIN will be a network of providers communicating 

over a number of dialects of digital identity. The bottom line is when  

re-usable digital identities are consumed across industry verticals the 

customer experience will be much better. The OpenID Foundation  

and Open Identity Exchange (OIX) believe that once the challenge 

of delivering internationally interoperable, re-usable assured digital 

identity has been proven, a very varied set of uses will quickly follow.  

To that end, the OpenID Foundation and the Open Identity Exchange 

are establishing sister groups to test the GAIN hypothesis and will 

continue liaising with other interested bodies including the Institute 
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Open Identity Exchange (OIX) is a non-profit trade organisation on a mission to create a 
world where everyone can prove their identity and eligibility anywhere. 

openidentityexchange.org

Considrd.Consulting is a specialist consultancy founded by Mark in 2020 that focuses 
on strategy, architecture, and engineering of Digital Identity, transformation, and security 
concerns and has supported clients in many countries.

considrd.consulting

The Foundation’s membership includes leaders from across the globe, industry sectors 
and governments that collaborate on the development, adoption, and deployment of open 
identity standards. The Foundation represents an international community of developers, 
platform providers, and governments promoting and supporting the adoption of OpenID 
Connect, the Financial Grade API and other standards.openid.net/foundation

Call to action
These groups need active participants to make them successful.  

If you have an interest in this area, please consider devoting some 

of your time or other resources to this work.

Future updates
Status reports from the OIDF and OIX teams will be offered at various 

events through 2022 including Identiverse in Denver, EIC in Berlin, 

Open Future World in Marbella, Identity Week in London, and at 

Member workshops.

 

OIX Global Interoperability Working Group
OIX’s Global Interoperability Working Group will determine what is 

needed to allow IDs from one trust framework to be accepted in 

another trust framework. 

Key focus areas will be:

•  What areas of a trust framework are key for cross-framework 

inter operability?

• How are key areas such as ID proofing standards assessed for 

interoperability?

•  How are parties (Identity Providers and Relying Parties) vetted 

into a trust framework to ensure legitimacy?

•  To avoid bilateral agreement explosion, how might a global inter-

operability framework be defined and established at a business 

level?

• How might cross framework interoperability be governed?

• What are the key trust framework areas to assess to evaluate inter-

operability?

Deliverables from the working group are likely to include: 

• An Evolved Interoperability Assessment methodology

• A Global Interoperability Framework

• Governance model options and recommendations

https://openidentityexchange.org/
https://openidentityexchange.org/networks/87/events.html?id=3407
Here is the url for OIX:https://openidentityexchange.org/
https://www.considrd.consulting/
https://www.considrd.consulting/
https://openid.net/foundation/
https://openid.net/foundation/
https://openid.net/foundation/
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The pandemic has been a springboard for digitalisation. But it’s 

also been one for fraud. The ability to establish trust has become 

far more complex than it’s ever been, and we’ve seen substantial 

growth in identity theft and money laundering. 

In mitigating these risks, however, digital ID is proving far more 

effective than the IDs issued directly by online organisations, 

which need to be maintained individually, are subject to forgotten 

authenticators and high recovery costs, and involve complex 

onboarding journeys, which often end in abandonment by the users. 

users have to repeat the same process with each organisation they 

deal with and remember many usernames and passwords.

Whereas a digital ID is re-usable and enables users to provide 

trust in their identity to any organisation. The improved multifactor 

authentication approach that comes with digital ID – stronger ID 

proofing and more robust biometric authenticators – makes it far 

more difficult for fraudsters to access. 

The benefits for financial services that embrace digital ID will 

be greater than reducing fraud levels alone. They’ll see greater 

user success rates at the point of onboarding, enabling positive 

engagement both first time and on return, meaning reduced risk of 

loss. Compliance will be more achievable and the overall cost of ID 

per user will come down. 

In the uK, a digital ID scheme for financial services is being 

developed, adapting the uK’s overarching Trust Framework rules.  

Led by TISA (The Savings and Investment Alliance) in close collabo-

ration with the OIX and other key stakeholders, its goal is to help 

financial services meet FCA, KYC, and AML standards. Initial testing 

of user journeys using digital ID to open new accounts saw an 84% 

success rate - improved onboarding rates and reduced AML costs. 

It’s clear that for sectors like financial services where higher levels 

of assurance are needed, digital ID promises to be a game-changer 

in establishing trust. 

Going further - why digital ID needs to be smart
A digital ID is both digitised real-world credentials (i.e. passport, 

driver’s licence, vaccine certificate, or qualifications) and derived 

credentials that allow users to prove their status (i.e. over 18, COVID-

19 Safe, or certain levels of assurance), giving organisations the 

assurance needed. But digital ID must go even further and ensure 

the user’s experience is fluid. It needs to be intelligent. It needs to 

be smart.

The rules followed by financial services to prove a user and deter mine 

eligibility for services are complex, often requiring several digitised  

credentials to be gathered. As it stands, users must work out which 

digitised credentials, or which parts of them, are needed for each 

transaction. ➔

Nick Mothershaw is Chief Identity Strategist at OIX. Previously Director of ID and Fraud at Experian, 
he led the launch of IDaaS in the UK. 

Nick Mothershaw  Chief Identity Strategist  OIX

The Role of Digital ID in Establishing Trust

OIX

https://www.tisa.uk.com/global-digital-identity-could-soon-become-a-reality-as-tisa-completes-latest-testing-phase/
https://openidentityexchange.org/networks/87/events.html?id=3407
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For example, to open a financial account using a digital ID, the user 

must prove they have a sufficient level of assurance. This is a form of 

derived credential showing that a user has been identity proofed to 

a regulatory level and has robust authenticators associated with the 

digital ID. Depending on the different use cases and organi sations, 

a user will have many different levels of assurance to achieve. 

A derived credential, such as a level of assurance, is point-in-time,  

needing to be re-assessed for validity at the point of the next request.  

Digital credentials, such as passports, can expire or be revoked, in 

which case, other credentials derived from them may no longer be 

valid. The experience for the user is confusing. 

With a smart ID, the whole process would be handled by a Rules 

Engine that determines which credentials are required, allowing 

information to be derived from those credentials, then enacts the 

consented sharing of that information in a data minimised way, 

enabling the user to achieve the specified level of assurance. And 

it would be without requiring the user to understand the complex 

rules and work out what is needed. The user would just see that 

they’re required to provide certain credentials and authenticators. 

Developing Trust Frameworks to enable smart 
digital ID 
As more countries develop Trust Frameworks and standards to govern 

digital ID ecosystems, it’s vital that they are designed to support  

smart digital ID. A key factor is ensuring the end user’s needs are 

considered at all stages. This is vital if a Trust Framework is to be 

successful for all the parties involved. 

Those developing frameworks under the self-sovereign ID approach, 

which empowers users with the ability to control their own ID, are 

halfway there. The challenges they’re facing, however, are that users 

are still expected to do the gathering, interpreting, and sharing of 

that data. 

Conclusion 
The biggest benefits will come when digital ID becomes smart. If it’s  

not guiding the user through each process, then all we’re doing is 

taking real-world pieces of paper, putting them in a digital wallet, 

and missing out on their full potential. Whether it’s a smart wallet 

or a cloud-based digital ID, we need to be ready to deliver smart 

digital ID, and Trust Frameworks will be crucial to this. 

OIX’s new Trust Framework guide fully embraces the smart digital 

ID approach, outlining 30 salient components that need to be consi-

dered for Trust Frameworks to be successful. It’s not just about 

the technology. It’s about the rules, principles, content, roles, and 

responsibilities that sit around and above the technology. 

Most importantly, the guide lays the foundation for achieving global 

interoperability of digital IDs across Trust Frameworks, which will 

be key for financial services across the globe. 

https://openidentityexchange.org/
https://openidentityexchange.org/networks/87/events.html?id=3407
https://openidentityexchange.org/
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The digital identity space is going through a rapid transformation. 

A shift is currently underway that focuses on customer-centric 

solutions that enable consumer services well beyond initial 

onboarding and KYC. Today’s consumer is burdened with managing 

dozens of one-to-one online relationships with service providers 

(just think of all the unique logins and passwords that you own 

and consequently manage). Resultantly, consumers resort to their 

unique strategy of cybersecurity hygiene – one that’s likely to err on 

the side of convenience over security, despite the best intentions. 

So, how did we get here? When the internet was first introduced, it 

wasn’t created with an identity layer that was designed or equipped  

for the rise of the digital consumer. As companies came online 

during the dot com era, they were required to build unique, non- 

interoperable identity and payment tech stacks to enable ecommerce.  

To complete a transaction, individual consumers would onboard 

separately with each entity, creating an environment in which con-

sumers manage hundreds of individual accounts and passwords. 

In the 2000s, the introduction of single-sign-on (SSO) shifted the 

paradigm from one-to-one relationships to 1:N (one-to-many) 

relationships. Many digital companies started to adopt social logins 

to federate identities to cloud applications. Consumers became 

accustomed to social logins – when available, you can use your 

Amazon, Google, or Apple account to make a transaction across a 

wider number of online entities. 

Despite the incredible progress that has been made, digital identity 

as it stands today is still broken. The collective consumer experience 

is still fraught with the likes of fraud, identity theft, data breaches, 

KYC challenges, and cybersecurity vulnerabilities. Not only do 

companies suffer, but consumers also suffer. Many of today’s 

consumer media and ecommerce platforms are responsible for 

setting the new standard in consumer expectations – just juxtapose 

the ease of opening a Spotify account versus a new bank account, 

which can require as many as 120 clicks (Holland, N., Berry, J., 

and Jarae, T. ‘The Life of PIEs: the Journey to Personal Identity 

Ecosystems.’ Liminal, November 2021)

From an identity architecture standpoint, the one-to-one relationship 

of consumer-to-account needs to be redesigned. These singular 

relationships are made by service providers on behalf of customers, 

yet, with a cumbersome verification and authentication process 

for each, user friction is exacerbated. The transition away from 

1:N digital identity solutions towards N:N (many-to-many) reusable 

digital identities also eliminates the fundamental risks posed by 

centralised databases filled with personal data collected through 

repeated onboarding processes. When we think about ‘reusable 

identity’, we’re talking about the seamless and interoperable 

sharing of trusted information, including verifiable credentials. The 

promise of reusable identity is akin to the benefits proposed by 

Open Banking. The evolution to reusable identity enables a ‘many-

to-many’ relationship – one where consumers with unique identities 

can share the minimum required personal information necessary for 

any given use case. 

What better time than now? Globally, government-backed eIDs 

have been gaining traction in the last five years. The number of eID 

schemes has almost doubled from 2017 to 2021. ➔

Jennie Berry is the President and Managing Director at Liminal, responsible for operations, 
marketing, and research. Prior, Jennie was a management consultant at Deloitte, advising clients on 
digital transformation across financial services and technology. Jennie holds a B.A. in economics from 
Columbia University and an M.B.A. in finance and strategy from New York University.

Jennie Berry  President and Managing Director  Liminal

The Market Opportunity for Reusable Identity
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The Scandinavian BankID (with over 8 million users and 5 billion 

recorded transactions in 2020) is just one example of an eID 

that meets the official requirements for identity verification and 

eSignatures. BankID users do not have to create new accounts 

and passwords with different actors, and BankID is accepted 

by thousands of companies and authorities as official proof of 

identification. Many of the use cases that continue to drive the 

demand for reusable identity span across customer onboarding 

– identity verification and KYC, document verification, identity 

proofing, biometric authentication, and fraud prevention. 

We crunched the numbers and calculated that the global market 

size for reusable identity will reach USD 266.5 billion by 2027, with a 

CAGR of 68.9% (Jarae, T., Berry, J., D’Ambrosi, C., Charnley, W., Li, 

Y., et al. “The Market Opportunity for Reusable Identity and How  

to Get There.” Liminal, February 2022). Globally, there are 40+ 

true eID schemes currently being piloted or rolled out officially; 

subsequently, public-led reusable identity schemes account for 

72% of the total addressable market in 2022. With more private 

sector players joining forces with government agencies, we expect 

future reliance on reusable identity to further consumer adoption. 

By 2024, we anticipate an inflection point whereby private initiatives 

will surpass public schemes. Of all the industry verticals we 

analysed, financial services present the most opportunity, with a 

total addressable market of uSD 13.8 billion in 2022, with a CAGR 

of 72% by 2027. Key use cases driving the demand for financial 

services include digital banking, payments, remittance, lending, Buy 

Now, Pay Later (BNPL), and crypto.

Today, we are at the beginning of a paradigm shift, and we see three  

milestones critical to facilitating this global transition: the maturity of 

private identity ecosystems, enhanced interoperability, and public-

private partnerships. First, the introduction of personal identity 

ecosystems will enable user-centric networks that connect multi-

sided platforms. If designed correctly, they offer people increased 

control over their digital identities while also enabling privacy, 

per sonal reputation management, commercial transactions, and 

data protection. Second, enhanced interoperability requires omni-

channel solutions, serves various use-cases, and covers cross-

border scenarios. Personal identity ecosystems flourish where 

stakeholders truly embrace the networking effects offered by 

standardisation and interoperability – the more (trusted) contri-

butors, the better. Lastly, we anticipate that private initiatives will  

surpass public schemes by 2024, and consumers will need solutions  

only enabled by public-private partnerships and fully-fledged eco-

systems – with supporting standards, policies, and trust frameworks 

– that provide consumers with data mobility.

As we continue to progress through digital transformation initia-

tives, more users create higher assurance digital identities by 

establishing new bank accounts online, interacting on sharing 

eco nomy platforms, and exploring more ways to engage with the 

gig economy. Eventually, we will move beyond solving onboarding 

problems and focus on better and safer experiences within 

platforms and ecosystems. To get there, we need to begin working 

together to explore ways to be more efficient while improving all 

aspects of the consumer’s digital identity. We need to prepare for 

a shift from digital identity to reusable identity.

 

https://liminal.co/
https://liminal.co/
https://liminal.co/reports/market-opportunity-for-reusable-identity/
https://liminal.co/reports/market-opportunity-for-reusable-identity/


Balancing ambitions on putting the user in control with  
public administration realities

In June 2021, the European Commission announced its plans for (a 

framework for) Digital Identity Wallets. Also, over the past few years, 

the concept of Self-Sovereign Identity (SSI), a new way of thinking 

about digital identity, has emerged in the market. As a result, the 

question arises: to what extent is the EU Digital Identity Wallet an 

implementation of SSI?

Eu proposal to introduce a Digital Identity Wallet
In June 2021, the European Commission announced its plans for (a 

framework for) Digital Identity Wallets for everyone in the European 

union (Eu) as part of the revised eIDAS regulation. The commission 

pro posed that each member state will be required to make at least 

one wallet available to their citizens. The wallets will be free of charge  

for citizens and both the public and (parts of the) private sector 

are expected to be subjected to mandatory acceptance. To ensure 

pan-European usage, each member state must accept the wallets 

of all other member States. The possible use cases of the Eu Digital 

Identity Wallet are diverse, think of onboarding, attribute sharing 

(e.g. age or address), signing, and authorisation/mandates. 

The European Commission and member states are currently working 

on the development of the necessary common standards for the 

Eu Digital Identity Wallet. The aim is to test these standards in pilot 

projects from October 2022 onwards. The intention is to develop 

a solution that is decentralised, privacy-preserving & secure, and 

thereby puts the user in control of their digital identity.

Self-Sovereign Identity: users in control
Over the past few years, a new way of thinking about digital identity 

has emerged: Self-Sovereign Identity (SSI). SSI is based on the 

principle of putting users in control of their digital identity and their  

related data. It is difficult to give a clear and unambiguous definition 

of Self-Sovereign Identity (SSI) – there is still no consensus on this in 

the market. The definition ranges from principles on SSI (Christopher 

Allen) to decentralised solutions based on blockchain. ➔

Is the EU Digital Identity Wallet an Implementation of Self-Sovereign Identity?

INNOPAY
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in the proposal will likely be transparent, but since it is intended to 

also allow for market parties to deliver their services, it remains to 

be seen if systems, algorithms, management, and updates of all 

individual wallets will be fully transparent. 

The degree to which the principles of portability will be fulfilled 

by the Eu wallet remains to be seen. The principle requires 

information and services about identity to be transportable and 

requires that identities must not be held by a singular third-party 

entity. The proposed regulation allows member states to develop 

and implement their own government-operated Eu Wallet or to 

select an external organisation to develop and implement the EU 

Wallet on behalf of the government or a combination of both. This 

freedom in implementation could result in an impossibility to transfer 

information and services to other wallets, as alternatives might not 

exist in a single member state. Within a member state, the Digital 

Identity can still be locked down to one single solution.

The principle of control cannot be fulfilled by the EU wallet to the full 

extent. The principle requires the user to have the ultimate authority 

over his/her identity, including the ability to hide his/her identity. In 

general, public or compliance heavy use cases, this is impossible. 

Think of doing a tax declaration, pressing charges, registering 

as a donor, or opening a bank account. In these circumstances, 

the verifier requires a certain level of assurance, and the user will 

not have control over which attributes he/she provides. In many 

European countries, there is a central registration of persons which 

is used for many of these use cases. There are also legal obligations 

in place for these use cases that do not allow the user to have the 

ultimate authority over his/her identity. 

The principle of persistence will also not be fulfilled to the full extent.  

The principle requires a user to be able to dispose of his/her identi ty if 

he/she wishes claims should be modified or removed as appropriate 

over time. This requires a firm separation between identity and its 

claims. In many use cases in a public setting, such as doing a tax 

declaration, this is impossible. The tax authority needs to know who 

did the specific tax declaration. Disposing of identity should be within 

legal constraints. A user cannot undo a criminal record because he/

she wants to be forgotten. These use cases do even require a relation 

between identity and its claims. ➔

By design not all SSI principles can be fulfilled by 
Eu Digital Identity Wallet
Self-Sovereign Identity and the Eu Digital Identity Wallet have 

common ambitions around putting the user in control and creating 

a decentralised , privacy-friendly, and secure identity solution. But 

will the Eu Digital Identity wallet also be fully SSI? For this article, 

we base our analysis on the ten original principles from the vision 

on SSI by Christopher Allen (figure 1). As the details and technical 

architecture of the Eu Digital Identity Wallet at the time of writing 

are still unknown, this analysis is based on what is currently known 

or can be assumed. 

Figure 1: SSI Principles by Christopher Allen, 2016

The SSI principles of existence, access, interoperability, consent, 

minimalisation, and protection will likely be fulfilled by the EU 

Digital Identity Wallet. It will allow citizens to have an independent 

existence. It is likely that the wallet will give users access to all 

its claims and data and that users can retrieve the claims and 

other data within their wallet. Data will be stored in a decentralised 

manner in the wallet of the user. The European Commission intends 

to allow or even force acceptance in a wide range of sectors in the 

public and private domain and thereby create identities as widely 

usable as possible (interoperability). The principle of consent 

will also be met, as it is already fulfilled with current eID-solutions 

notified under eIDAS and other EU regulations, such as GDPR and 

PSD2 also incorporate the principle of consent. One of the explicit 

requirements of the proposal is selective disclosure and is in line 

with GDPR’s rules on data minimalisation. The rights of users will 

be protected, as the proposed regulation includes multiple explicit 

statements about privacy, security, and protection of personal data. 

The principle of transparency could be fulfilled; however, this is still 

uncertain. The principle requires systems and algorithms to be free, 

open-source, well-known, and as independent as possible of any 

architecture. The principle also requires management and updates 

to be transparent. The generic technical framework as described 

http://www.lifewithalacrity.com/2016/04/the-path-to-self-soverereign-identity.html
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Balancing ‘user in control’ and ‘public administration 
realities’
By design, not all SSI principles can be fulfilled with the EU Digital 

Identity wallet. In a public setting, users must provide identity attri-

butes to relying parties and firm separation between identity and its 

claims is impossible as legal constraints exist. Because of that, the 

Eu Digital Identity Wallet requires balancing the ambitions of putting 

the user in control with public administrator realities. How this  

is balanced remains to be seen and will depend on choices that 

still need to be made in the eIDAS revision. The revision seems to 

be an attempt to move towards putting the user in control. This is 

a positive change compared to the current situation. 
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The emergence of digital identity wallets - expected to play a major 

role in digital interactions in the coming years - is well documented, 

with the driving licence or state ID mobile wallet project in the uS 

and, in the Eu, the eIDAS 2.0 proposal centred around European 

Digital Identity (EuDI) wallets. Less well-known is the impact these 

could have on retail payment methods, especially with the use 

of cash in structural decline and new digital payment solutions 

remaining controlled by a limited number of actors. Could digital 

identity wallets act as a catalyst enabling the widespread adoption 

of instant payments as an alternative to card-based retail payments 

and foster a more competitive and fraud-proof environment? 

The debate is now open in the Eu with the eIDAS 2.0 proposal 

requiring large online platforms and major service providers to 

accept EUDI wallets, including banks and financial service providers 

who will therefore rely on the high level of assurance offered by 

EuDI wallets for onboarding processes. These will also be deemed 

to meet applicable Customer Due Diligence requirements under 

applicable AML/CFT rules, in line with the logic of a multi-purpose 

high-quality digital identity wallet under the full control of its 

user. The eIDAS 2.0 proposal also mandates that EuDI wallets 

support offline connectivity and comply with Strong Customer 

Authentication (SCA) requirements applicable in banking and 

financial matters, therefore enabling the payment use case of digital 

identity wallets and facilitating payment authentication with a high 

degree of security. Whilst much work remains to be done before 

this becomes a reality, the trend nevertheless illustrates a tectonic 

shift in digital interactions where identity and payment attributes 

are combined to offer a frictionless and value-added experience 

to customers. 

Mutual authentication – the key to interoperability
Digital identity wallets are inherently multi-purpose and meant to 

offer interoperability, ie connect with different service providers, 

not just those affiliated to, or members of, a given identity network 

or scheme. users must be able to interact successfully with other 

user wallets and different terminals from different relying parties. 

However, interoperability also implies that data exchanges are 

expected to be made with third parties that are not immediately 

recognisable or known to the wallet user and cannot be assumed 

by him/her to be trusted. This has structural implications:

• Interaction with relying parties where identity or other attributes/

credentials are to be exchanged must imply a two-way 

authentication (ie, of the relying party by the wallet user and of 

the wallet used by the relying party) so that both parties can 

satisfy themselves that they are dealing with the right person or 

organisation. If this is not done, users risk passing their sensitive 

personal data to malevolent actors; ➔

Securing Digital Payments with Identity Wallets

SGM Consulting & Quali-Sign

Stéphane Mouy is a financial services consultant focusing on regulatory aspects of the digital 
transition. He is also a member of the eWallet Network gathering European experts in digital identity 
and payment-enabling wallets.
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Offline connectivity – why it matters, also for Central  
Bank Digital Currencies
Enabling secure digital interactions is no doubt essential for 

payments to prevent fraud but must also support both online 

and offline modes, given that internet connectivity is not always 

available and many of today’s payment solutions already support 

offline interactions. This is for example the case for point-of-sale 

interactions with payment cards or some GAFAM-pay solutions that 

use NFC communication protocols for interactions with payment 

terminals. 

Beyond this use case looms the deployment of retail Central Bank 

Digital Currencies (CBDCs) aiming to digitise cash transactions 

which can be successfully completed with irrevocability and finality 

whilst both parties are offline – a factor, together with full anonymity, 

contributing to the enduring appeal of cash. Whilst many aspects 

of retail CBDCs remain to be specified, anti money-laundering 

requirements will apply and lead to identity checks being performed, 

which can only occur offline when robust wallet-based identity 

attributes are exchanged with payment instructions, leaving digital 

identity wallets as prime candidates to act as CBDC wallets. 

 

• In addition, the authentication process can - indeed should - meet 

strong two-factor requirements to guarantee the trustworthiness 

of the identities of the wallet user and the relying party; 

• Last but not least, this applies irrespective of whether the 

interaction occurs online or offline, ie when a proximity connection 

(QR code, BLE, or NFC) is used between the mobile phone and 

merchant terminal.

Combining identity and payment attributes for 
value-added interactions 
The use of identity attributes in payment-related environments is 

not new and already embedded in PSD2 requirements, especially 

for ‘dynamic linking’ where the amount and name of the payee are 

required to be provided. 

Beyond these core use cases, there are countless other interactions 

where identity or status attributes are required to be communicated 

together, therefore opening a clear path towards the deployment 

of digital identity wallets with payment functionalities. Let’s give a 

few examples:

• A person purchases cigarettes or alcohol at a vending machine. 

He/she uses his/her EUDI wallet to perform SCA and supply both 

his/her IBAN Account attribute and proof of age attribute within 

the signed package;

• A person signs up for a utility contract. Using his/her EUDI wallet, 

he/she signs the terms and conditions and performs SCA on 

a Direct Debit mandate at the same time, supplying the IBAN 

account details and proof of address.

https://www.quali-sign.com/
https://www.quali-sign.com/
https://sgmconsultingservices.com/
https://sgmconsultingservices.com/


Best Practices in Digital Onboarding 
and KYC

‘Onboarding users or transacting requires a layered approach to compliance and  
Anti-Money Laundering requirements. Essentially, a layered approach combines a 
multitude of verification services working harmoniously to increase acceptance rates 
for legitimate customers while keeping out bad actors or perpetrators of fraud.’  

Zac Cohen, Trulioo
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Zac is a versatile leader experienced in managing and scaling high-growth companies. He is a veteran 
of all facets of startup and tech operations, including strategic planning and execution, management, 
and building high-performance teams. His risk and compliance software expertise drive innovative and 
effective solutions for businesses operating worldwide.

Zac Cohen  Chief Operating Officer  Trulioo

What is currently happening when it comes to 
digital onboarding at FIs? 
It is no secret that consumers are switching to online services to carry 

out tasks in all aspects of their lives — shopping, banking, booking 

flights, investing in alternative assets, and more. The financial ser-

vices sector in particular has experienced a huge surge in demand 

for online services and mobile applications. In the uK, nearly three-

quarters of people had adopted online banking services by 2020, 

compared to only 30% in 2007. 

With this increased adoption, consumers’ expectations have also 

risen – they are looking for seamless, speedy, and convenient 

onboarding without compromising security. However, the data 

clearly shows that consumers in the united States and the uK 

find account creation less than ideal. Across marketplaces, online 

retailers, and financial services, fewer than half of consumers were 

satisfied with the process to open an account. What’s more, 73% of 

people say that the online account creation process can be a deal-

breaker for their future relationship with a brand. Very clearly, this 

initial stage of the customer journey is critical in conversion, trust, 

and loyalty-building. 

What is the best approach to digital onboarding?
The leaders in this space are being intentional about striking the 

right balance – a too cumbersome onboarding process can be 

frustrating, but it is important not to jeopardise consumers’ safety. 

A risk-based approach enables an organisation, like a bank or 

financial institution, to appropriately escalate a consumer with a 

high-risk profile for enhanced due diligence. It further ensures that 

bad actors are flagged and kept out while legitimate behaviour can 

carry on without disruption. 

By taking into account the unique attributes of their business, 

organisations should tailor the onboarding experience. This means 

carefully considering the level of risk of different consumer cohorts 

and metering out the appropriate level of due diligence.

How does identity verification fit into digital 
onboarding for financial institutions? 
Identity verification has three primary use cases: meeting 

compliance requirements, reducing fraud, and building trust and 

safety - all critical steps when onboarding consumer or business 

customers for financial institutions. The identity verification process 

is extremely complex and must consider the numerous differences 

between markets, industries, and jurisdictions. Every interaction 

presents a unique scenario that poses different levels of business 

risk and may benefit from an optimised onboarding flow. ➔

Zac Cohen, COO of Trulioo, discusses how improved digital onboarding can make financial institutions more competitive in a 

field that’s constantly evolving 

Trulioo

 Every interaction presents 
a unique scenario that poses 
different levels of business 
risk and may benefit from an 
optimised onboarding flow. 

https://www.statista.com/statistics/286273/internet-banking-penetration-in-great-britain/
https://www.statista.com/statistics/286273/internet-banking-penetration-in-great-britain/
https://www.trulioo.com/blog/online-account-opening
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Trulioo is the leading global identity verification company, building trust online so that 
businesses and consumers can transact safely and securely. Trulioo provides real-time 
verification of 5 billion consumers and 330 million business entities worldwide — all through 
single API integration.

trulioo.com

Click here for the company profile

Onboarding users or transacting requires a layered approach to 

compliance and Anti-Money Laundering (AML) requirements. 

Essentially, a layered approach combines a multitude of verification 

services working harmoniously to increase acceptance rates for 

legitimate customers while keeping out bad actors or perpetrators 

of fraud.

In what way can this become an advantage for a 
financial institution?
Financial institutions are increasingly under the microscope when it 

comes to both consumer expectations and regulatory requirements. 

using a layered and risk-based approach can be a big advantage 

in this space – tapping into diverse data sources enables financial 

institutions to have complete flexibility in their AML, Know Your 

Customer (KYC), and Know Your Business (KYB) checks depending 

on the type of business or service and at each stage of the customer 

journey. Leveraging this customised approach allows financial 

institutions to have control over the user experience while ensuring 

regulatory requirements are met, and ultimately finding that sweet 

spot of ‘friction’ that keeps their users safe and happy with the 

onboarding process. 

How can financial institutions serve customers on  
a global scale while meeting compliance require-
ments?
With expanding global coverage, our approach is scalable, ensuring 

organisations can expand to other jurisdictions and service 

customers in new regions, all within the same platform.

Trulioo GlobalGateway can verify businesses and individuals 

instantly through secure access to a global network of reliable 

identity data sources and services. We provide real-time verification 

of 5 billion consumers and 330 million business entities worldwide 

- all through a single API. 

How should FIs prepare for continued growth in 
the digital customer era (when it comes to the 
process of digital onboarding)?
The last few years have made it clear that the shift online is the new 

norm. To maximise growth and customer experience, I encourage 

all financial institutions to invest in a robust digital onboarding 

process that leverages leading digital identity verification solutions. 

Partnering with the right identity technology provider will allow 

financial institutions to not only meet consumers’ changing needs 

but surpass them.

Thus, it is crucial to develop a tailored approach to compliance and 

fraud prevention programs, recognize your unique challenges, and 

find a partner that can help solve those problems while similarly 

taking their product offering and services into the future. 

https://www.trulioo.com/
https://www.trulioo.com/?utm_source=Fraud+Report+&utm_medium=Fraud+Report+&utm_campaign=The+Paypers&utm_id=The+Paypers+
https://thepaypers.com/company/trulioo/98
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You have been investing time and money on optical checks for 

verifying your customers’ identities. But is your solution secure 

enough? Are your customers happy with the process, or could 

conversion be better? We explain why NFC-based identity verification 

technology reduces fraud and grows conversion. 

Identity verification as an asset in your company
Customers demand real-time digital services, around the clock. If a 

service provider cannot deliver fast enough or creates unnecessary 

hurdles in the process, a digital competitor is virtually around the 

corner. But you must prevent fraud, ensuring you know who you 

are dealing with. Not only when onboarding new customers but 

also in later customer contacts you need to ensure their identity – 

when binding a new phone for internet banking, proving the right 

for pensions, or resetting a second factor for your employees. You 

need identity verification (IDV) as an asset throughout the customer 

journey. Digital solutions for identity verification have been in the 

market but have their disadvantages. 

Why do current digital solutions, based on optical or video verification, 

no longer suffice? And why does NFC-first identity verification help 

you get the job done properly? Modern passports and identity cards 

are equipped with a chip following the ICAO standard. This chip 

contains similar information as can be read on the document, but 

with several crucial differences. All information is digitally signed and 

cannot be manipulated. Also, the face image is available at a high 

resolution, without additional watermarks – a good starting point for 

face matching. Copies can always be detected. 

Optical solutions can be fooled, often quite easily
Are you positive that the image of the identity document isn’t rigged? 

That the person on the other end is there, and the identity document 

is authentic? Tests have shown that a bit of photoshopping does 

the trick for identity documents in way too many situations. You do 

not need expensive equipment or expertise for that. Photo paper 

and a printer should do the job. 

As a consequence, you need to complement that first customer 

onboarding step with costly, complicated, and data-intensive fraud 

analyses along the edges of what GDPR would allow. Nobody wants 

data-intensive fraud analyses if you can do without them. 

Optical causes churn
Optically entered details still must be verified manually sometimes, 

by a qualified person sitting in an office. That takes time and can 

lead to repeated questions for your new customer. Recent research 

found that 10 minutes is a tipping point for many customers to open  

an account and less than three for transactions. Any manual inter-

vention or iteration will take you way beyond that tipping point. 

Enough for people to break off the process before completion and 

turn to more instant alternatives. 

Optical character recognition cones with mistakes
It is hard to create a great picture of something as small as an identity 

card or a driver’s license. When image quality may be poor, it can lead  

to an incorrect reading of details and misspelled names and dates. 

Tests indicated up to 10% of words contain errors and that diacritics 

are usually ignored. When reading the chip, you are certain that all data 

is correct and has not been tampered with. Signed by the correspon-

ding authorities, no mistakes possible. ➔

Wil has worked as an advisor, researcher, and entrepreneur in digital innovation. Over the years he 
wrote over 70 publications in magazines and newspapers. He studied Computer Science at the 
University of Eindhoven and obtained a PhD from the University of Twente. In 2013 he founded 
InnoValor together with Maarten Wegdam.

Dr Wil Janssen  Co-founder & CMO  InnoValor

Change Your IDV Approach to Prevent Fraud and Reduce Churn

ReadID
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ReadID is the leading NFC-first identity verification technology. It allows users to verify 
identity documents such as passports, ID cards, and driving licenses by means of NFC 
on the smartphone. We orchestrate with optical and facial verification partners for non-
chipped documents and holder verification. ReadID combines the highest conversion and 
100% security.

readid.com

NFC has better conversion
Optical identity verification can go wrong quite easily. Someone may 

have held a thumb over vital information while taking a photograph. 

Or the sun or light caused glare on the ID card’s plastic, making 

the displayed information unreadable. People will break off their 

IDV process halfway if they are unhappy about going through the 

same process again.

NFC, on the other hand, offers a secure, incorruptible link between 

an identity document’s chip and our technology. This makes for quick 

and fault-free data transfer. Anyone can do it, and most of the time, in 

one go. Our customers have created conversion percentages of over 

95%. How much will you save if you get to 95% the first time right?

Fluctuating demand requires full automation
Identity verification requests can come in peaks that are difficult 

to predict. Some optical verification methods still require staff to 

validate exceptional cases by hand. They simply cannot handle a 

sudden spike in requests, nor can you quickly grow your staff. Fully 

automated solutions can grow and shrink with demand, almost 

unlimited. NFC has proved capable of effortlessly and flawlessly 

handling hundreds of thousands of scans per day. In the age of the 

instant internet, slow processes and manual steps inevitably lead 

to losing potential clients and high costs.

Global coverage: NFC-first, not NFC-only
More than 160 countries and regions currently issue passports 

and identity cards with chips, and this number is growing rapidly. 

Europe and North America are fully covered already, as are Australia 

and New Zealand, as well as most of South America. Many other 

countries are considering it, too.

But you want the remaining no-chip countries covered as well. That is 

why we advocate an NFC-first approach, not NFC-only. For the cases 

without chipped identity documents, ReadID also offers traditional 

optical verification through our partners. 

It may be less secure, not as user-friendly, but fine as an alternative. 

So, combine NFC-based with your preferred optical solution, or have 

us orchestrate the combination if you really want 100% coverage. 

Time to change
Switching to NFC-based identity verification creates a 100% secure, 

100% automated, scalable IDV process that creates conversion. 

ReadID is the leader in NFC-based identity document verification, 

orchestrating with face verification partners and optical back-ups. 

Follow a best of both worlds NFC-first strategy by introducing 

ReadID technology and growing trust through identity verification.

Click here for the company profile

https://www.readid.com/
https://www.readid.com/
https://thepaypers.com/company/readid/135
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There is typically an imbalance between the amount spent to combat 

financial fraud and the losses incurred from fraud – the costs are high, 

and the preventative ability is still too low. In addition to the monetary 

costs, the user experience of Know Your Customer (KYC) processes 

is overall fairly negative, marked by long processing times, manual 

and in-person document checks, questionable privacy practices 

around data capture and storage, and repetition.

When we consider the reason for the existence of KYC – preventing 

international financial crime through assessing the risk a potential 

customer poses to a financial institution – it should come as little 

surprise that successful KYC utilities are not more common. The goal  

is to determine the level of risk that would be incurred by the bank 

onboarding the customer, not the risk to the international banking 

community. The orientation is on the individual institution, and so 

it is only logical that common platforms that share information and 

reduce repetitive processes are far and few between. 

What are KYC utilities
A new model for conducting KYC processes should be considered, 

and the KYC utility – a platform approach to doing KYC – has 

made its debut. It enables financial institutions to access a single 

platform for KYC information on (potential) customers. Financial 

institutions also may input customer information into the database 

for use by other institutions. The KYC utility leaps from protecting 

a single financial institution from risk to protecting the community 

by sharing valuable insights and reducing the costs to provide 

additional protection. 

It goes almost without saying that data standardisation and alignment 

on international KYC requirements are essential for success. There are  

a small number of functioning KYC utilities, typically limited by region 

and the participating financial institutions such as in the Nordics and 

in Singapore, which offers advantages. But rather than focusing on 

these limited capacities of today, KuppingerCole Analysts suggests 

considering the potential of tomorrow: a reusable, verifiable identity.

A reusable, verifiable identity
Cross-institutional KYC with trust and collaboration between banks 

has been a barrier to successful KYC utility services. Much of that 

is the unwillingness to accept the risk of relying on the decisions 

of other institutions for one’s own KYC responsibilities – be it 

accepting the decisions of other banks, or from the multiple third-

party vendors that could make up a managed KYC utility solution. 

But the challenge of standardising international requirements and 

lack of quick and affordable verification has up until this point been 

a hindrance. 

But the status quo is changing: imagine an example of KYC Utility 

that could soon become reality; one that is immutable, reusable, 

verifiable, and connected by common standards. Banks onboard 

and conduct KYC on their incoming customers. From here, multiple 

technological methods emerge: the customers receive verifiable, 

reusable credentials which they hold, or their bank acts as an identity 

provider for other relying parties. In both the decentralised and 

federated scenarios, the customer can present those credentials 

to other financial institutions and undergo a rapid verification which 

confirms that the verifications done earlier are still valid. ➔

Anne Bailey works as an analyst for KuppingerCole Analysts covering emerging technologies such 
as decentralised identity and artificial intelligence, as well as information protection topics including 
privacy and consent management. Her current research can be found at kuppingercole.com.

Anne Bailey  Analyst  KuppingerCole

A Potential Model for KYC Utilities

KuppingerCole
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KuppingerCole, founded back in 2004, is a global, independent analyst organisation 
headquartered in Europe. We specialise in providing vendor-neutral advice, expertise, 
thought leadership, and practical relevance in Cybersecurity, Digital Identity & IAM, Cloud 
Risk and Security, and Artificial Intelligence, as well as for all technologies fostering Digital 
Transformation.

kuppingercole.com

These solutions cover the identity verification aspects of KYC and 

make huge strides to reduce the workload and cost of repetitive 

actions, and they can be combined with ongoing transaction 

monitoring and other Anti-Money Laundering controls. 

Decentralised scenario
A new customer onboards with a bank and undergoes a remote 

identity verification of their documents and person. The results are 

stored as a Verifiable Credential, an emerging standard that issues 

a tamper-evident claim that can be cryptographically verified can 

be linked to a Decentralised Identifier (DID), and includes proof of 

who issued it. The customer is now equipped with their Verifiable 

Credentials and can share them with the financial institution to 

access the services they need.

When an interaction between a customer and a bank – any bank 

– triggers a KYC process, the customer is prompted to share the 

credentials with the bank. The bulk of the verification steps have 

already been completed at onboarding, so this interaction only 

requires verification that the Verifiable Credentials are still valid, 

and any security uplift that the bank decides the customer needs. 

Federated scenario
GAIN is an international collaboration to leverage the trusted 

iden ti ties issued by financial institutions for reuse in any industry. 

This means it could be used between banks as the identity verifi-

cation aspect of a KYC utility. users can access their verified 

identity from financial institutions and use it to authenticate with 

other organisations that they interact with to government entities, 

employers, service providers, health providers, and more. It is a net -

work to provide trust in identity transactions; to ensure that individuals 

are who they claim to be while interacting digitally. 

The benefits of such a KYC Utility are many. The credentials are 

easily and quickly verified without consuming resources to collect 

and check paper documents against public sources. The costs 

of verifying and onboarding customers are drastically reduced 

due to the reusability of the credentials issued to customers. 

The common standard allows banks to onboard and accept the 

verifiable credentials issued by other institutions and adjust to 

their own risk capacity by security adding uplifts. This is a privacy-

preserving method that is in contrast with current methods of 

sending hard copies, emailed scans, and other semi-digitalised 

methods of proving an identity. Minimal data collection and sharing 

are possible, protecting the individual and banks from the risk of a 

data breach that normally accompanies KYC utilities initiatives – 

where a honeypot of personal data is created, not just from a single 

bank, but from many. Duplication of work is also reduced and time 

to onboard new customers is saved, and potential dropout from too 

much time lost until access to services granted is reduced.

Decentralised and federated identity verification and reuse may solve  

the KYC business requirements better than other options, becoming 

an enabler of KYC utilities.

 

https://www.kuppingercole.com/
https://www.kuppingercole.com/
https://www.kuppingercole.com/insights/decentralized-identity 
https://gainforum.org/GAINWhitePaper.pdf
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Take a look at any regtech map and you will likely find it full of 

companies pitching KYC solutions. And for good reason. KYC and 

AML compliance has been extremely costly to financial services 

companies and massively inconvenient to customers. So, the 

prospect of technological solutions that reduce operational costs 

and improve user experience is very welcome. The current wave of 

solutions, however, should be seen as a step towards fully digital 

KYC in the future. We are not quite there yet, but we are on our way.

It’s all about documents and data
KYC processes rely on two sources of information – documents 

and data. Customers are required to present documents that are 

compared to various data sources. It is more complex than that, of 

course. A lot depends on the context – local AML/KYC regulations 

vary between jurisdictions and the documents and data that are 

available to support the KYC processes also vary. 

The need to present physical documents – whether they be perso nal 

documents for retail customers or corporate documents for business 

customers – immediately introduces friction into the KYC process.  

It also introduces cost and risk, as documents may be fraudulent 

and they can only be spotted by people who have received specialist 

training.

Data sources have significant challenges too but this article focuses 

on the document issue.

Digitising documents is the first step
The first step in making KYC processes digital is already well 

underway. Digital onboarding using a mobile phone is becoming 

commonplace. This begins to address some of the issues arising 

from the need to present documents. It is no longer necessary to 

present a document in person at a bank branch or send the document 

in the post to be checked. Instead, documents can be scanned via a 

mobile app and facial biometrics used to verify that the correct person 

is presenting the document. The ‘video identification’ processes used 

in some European markets achieve a similar objective – allowing 

physical documents to be presented and checked through a digital 

channel.

At Consult Hyperion, we refer to these mobile onboarding solutions 

as ‘digitised’ identities. The identity evidence being presented is still 

physical and paper-based. Mobile solutions provide a bridge to the 

digital world. Don’t get me wrong they are a huge step forwards, but 

there can still be issues with user experience and security. Working 

out which vendor best meets your needs can also be a challenge. 

As yet there are no clear industry standards that can be used to 

measure the user experience, security, or reliability of the numerous 

solutions on offer. 

 

Digital credentials will do away with the need for 
physical documents
In the future, it will not be necessary to present physical documents 

at all. Instead, we will all have digital versions of ‘credentials’, 

available on our devices, that we can use to get access to services. 

An early example of these is mobile driving licenses that are being 

pursued in several countries. They provide drivers with a digital 

alternative to a physical licence document, using cryptography so 

that the digital driving licence can be verified when presented and 

key management to ensure that only the holder of the licence can 

present it. ➔

Steve is Managing Director at Consult Hyperion, a leading independent payments and identity 
consulting firm. He advises payment schemes, banks, and governments around the world on digital 
identity strategy and implementation having worked on several ground-breaking digital identity 
programmes. Steve is active in the industry as a speaker and contributes to standards and trust 
framework development.

Steve Pannifer  Managing Director  Consult Hyperion

The Future of KYC

Consult Hyperion

https://www.thalesgroup.com/en/markets/digital-identity-and-security/government/driving-licence/digital-driver-license
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Being fully digital, these credentials can be used in both face-to-

face environments (using digital technology) and in online channels 

too. Mobile driving licences have interesting privacy characteristics 

too, ensuring that the holder’s consent is obtained before any 

information is released.

Over the past few years, a group at the W3C – the international 

standards body for the web – has been developing a general-purpose 

standard for digital credentials. These ‘verifiable credentials’, as 

they are known, have already found use in several of the Covid 

passport implementations. The possibilities however are much wider 

including providing individuals and businesses with a fully digital way 

to securely present the information needed when going through a 

KYC process.

This is more than just theory. A large part of the proposed update 

to the EU’s flagship identity regulation – eIDAS – is about how to  

enable citizens to obtain and use digital credentials. And you can  

expect the EU to recognise these credentials in its AML regulations 

much as it recognised the first iteration of eIDAS in the 5th AML  

directive (See Article 1 point (8) of eIDAS 1.0). Similarly, govern-

ment organisations in Canada, such as in Ontario, intend to issue 

verifiable credentials to their citizens, to be used to access services 

in the digital economy.

Banks will be able to issue verifiable credentials too, for example, 

to provide their customers with digital versions of bank statements. 

In fact, anyone can issue a verifiable credential – and because they 

are verifiable, any organisation that needs to rely on them will be 

able to confirm cryptographically that they come from a known and 

trusted source.

So what does this mean for KYC?
In the future, prospective bank customers will be able to present 

digital credentials obtained from any number of sources, such as 

the government or other banks, to securely and seamlessly provide 

the information needed to complete the KYC process.

Will banks be ready to accept these digital credentials?

In its guidance, FATF suggests that reliable digital identity systems 

which are supported by appropriate governance frameworks 

have the potential to be lower risk than current methods of KYC, 

especially for remote onboarding. In other words, digital identity 

should be better than the KYC tools we have today. Even if the tools 

are better, there will also need to be appropriate liability frameworks 

in place so that when things go wrong it is clear who will pick up 

the pieces.

The liability question has often been a sticking point in digital 

identity circles. However, given it has been solved for digitised 

identity (otherwise no bank would be using the technology) surely 

it can also be solved for digital identity. After all, we are talking 

about technology that, when implemented well, will both improve 

security and lower cost.

 

https://chyp.com/
https://chyp.com/
https://eur-lex.europa.eu/legal-content/EN/TXT/%20HTML/?uri=CELEX:32018L0843
https://www.ontario.ca/page/ontarios-digital-id-technology-and-standards
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Guidance-on-Digital-Identity.pdf
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They Happen



Designing Successful Compliance 
Programmes

‘Compliance must not be an excuse for poor processes that are solely designed to 
meet the regulatory rules. In our digital age, institutions must continuously look for 
ways to derive more value and increase competitiveness at every touchpoint to win 
and retain customers. With the compliance function often the initial customer gate-
way, it needs to evolve into a strategic catalyst that taps into the power of data and 
technology to streamline convoluted processes and improve customer satisfaction.’ 

Dr. Tarek Nechma, ComplyCube
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Richard Harris  SVP Strategy and Advisory  Feedzai

The banking and fintech world has seen major 
changes in the last 24 months. What big shifts are 
happening and why?
First, we see an increase in the speed and amount of data 

processed in real-time. The expectations of retail banking 

customers have increased exponentially through daily inter-

actions with the likes of Google and Amazon. At the same time, 

data generated has increased massively. Conducting an 

in-person transaction at a bank might create a few entries at a 

branch. Transacting online could generate more than 5,000 rows 

of behavioural and transactional data. using this instantly to meet 

customer experience expectations creates a significant challenge.

The second big trend that isn’t going away is solving for identity.  

In a pre-digital world to get a bank account would just require 

paper – e.g. passport or driving licence. Online identities are 

more complex. 

The modern generation doesn’t have one identity per platform,  

it has multiple identities even on the same platform, across multiple 

devices. The average American now accesses the digital world 

through 10 or more devices. Identity is broken in that there is never 

going to be a simple centralised solution. To work out if you are who 

you say you are now requires a continuously evolving behaviour-

based view.

And lastly, the newest trend is collaboration across teams.  

Financial crime traditionally was solved by putting people into the 

same building and via face-to-face interactions. Now, with many 

banks having shifted their operations online, this approach is much 

harder than it used to be - and the legacy systems in place were 

not built to support it.

What are the risks facing traditional and new FIs?
We have seen a drastic rise in fraud levels from 2019 to 2021,  

a trend highlighted in the recent Feedzai Financial Crime 

Report. The biggest story of 2021 was the substantial increase 

in online fraud attacks. While online transactions increased by 

an impressive 65%, this number was dwarfed by online fraud 

attacks, which grew 233% from 2019 through 2021. Our data 

predicts that this trend will continue.

Another trend is an increase in an older demographic using 

electronic banking. What we find when talking with clients is that 

multiple groups are more vulnerable to scams, and typically it is 

about the experience, not age. So, this isn’t a demographic risk 

at all, it’s more about digital financial literacy. ➔

To prevent fincrime, the banking industry needs to have a modern, holistic, risk-based approach, suggests Richard Harris,  

SVP Strategy and Advisory at Feedzai

Feedzai

 A RiskOps approach 
allows Financial Institutions to 
seamlessly handle the challenges 
of identity, real-time data, and 
collaboration across teams and 
deliver better services to their 
customers.

https://feedzai.com/resource/feedzai-q2-2022-financial-crime-report/
https://feedzai.com/resource/feedzai-q2-2022-financial-crime-report/
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Feedzai is the world’s first RiskOps platform for financial risk management, and market 
leader in safeguarding global commerce with today’s most advanced cloud-based risk 
management platform, powered by machine learning and artificial intelligence. Feedzai is 
securing the transition to a cashless world while enabling digital trust in every transaction 
and payment type. The world’s largest banks, processors, and retailers trust Feedzai to 
protect trillions of dollars and manage risk while improving the customer experience for 
everyday users, without compromising privacy. Feedzai is a Series D company and has 
raised $282M to date. With a valuation of +$1.5B, the company’s technology protects  
900 million people in 190 countries.feedzai.com

Click here for the company profile

In Compliance, we see less drastic changes, but crypto is a rising 

concern for many, even though the impact in terms of volume 

remains low. The core challenges remain that with the increased 

volume of payments, and complexity around identity, finding the risk 

amongst the ordinary is increasing the challenge to find suspicious 

behaviour. It’s more important than ever to be able to be efficient 

at investigating and helping teams work together.

What are the main ingredients of a new approach 
to tackling fincrime: tech, people, talent, expertise, 
approach, all?
Tech is the baseline – you need the right data at the right time. 

With attack levels rising, what is needed is an integrated approach 

to dealing with financial crime. It is no longer enough to have 

different teams focus on specific challenges. To defeat scams, 

online fraud, and maintain compliance while still delivering a 

seamless onboarding customer experience, a native integrated 

approach is needed. RiskOps is just that – a single coherent 

approach to beating financial crime that seamlessly handles the 

challenges of identity, real-time data, and collaboration across 

the customer lifecycle while increasing productivity and delivering 

better services to customers.

What advice would you give banks to get prepared 
for the next 5 years?
The first point – be flexible. If your solution is not flexible or under 

your control, whether that’s rules or models, then that’s a major 

issue. The good news is that people in the business of stopping 

fincrime are very motivated and creative. 

Secondly – focus on communication with customers. I recommend 

FIs send out more personalised alerts and warnings that apply to 

their users and their habits as individuals. 

Thirdly – consider how you collaborate, internally and externally. 

With staff – using a single system provides the opportunity to work 

smarter. With partners and providers consider ways to share best 

practices and know-how. 

Fourth – don’t be afraid to share innovative ideas and new 

approaches. Living in a culture of caution and fear is not going 

to move the needle. The new RiskOps age presents a fantastic 

opportunity to turn the tide against criminals.

And finally – be fair. Access to banking services is paramount 

today and protection from financial crime must be done in a fair, 

accountable, and transparent way, and Artifficial Inteligence, or any 

other form of tech, should not be detrimental to consumers. 

https://feedzai.com/
https://feedzai.com/
https://thepaypers.com/company/feedzai/68
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3.5 million fraudulent accounts at Wells Fargo. A uSD 2.3 billion 

‘accounting error’ in the balance sheet of the now-defunct Wirecard. 

11 million Volkswagen vehicles with rigged emissions levels. uSD 877 

million GDPR fine for Amazon. And the list goes on.

These are some of the major corporate scandals that made global 

headlines. A quick Google search will reveal that this is only the tip 

of the iceberg, with most cases never reported publicly.

Though these scandals vary in nature and business sector, they 

are attributed to compliance and misconduct failures. This article 

explores why the corporate world is rife with such failures and 

attempts to draw lessons.

What is Compliance? 
Lawmakers enact rules and laws to regulate how organisations 

operate, protect consumers, and promote fair competition. 

Consequently, organisations must invest time, capital, and human 

resources to understand and implement the new rules, thus achieving 

regulatory compliance.

A costly burden
Firms spend millions of dollars on compliance programs, training, 

technology, and other efforts to ensure adherence to laws, regula-

tions, and company policies.

While the cost of financial crime compliance alone reached USD 

213.9 billion in 2021, compliance failures and fraud cases continue 

to be regularly reported. That is why executives often intimate 

frustrations about the growing compliance costs for which they do 

not see ‘tangible’ benefits. And yet they continue to invest, fearing 

exposing their organisations to greater liability should they fail to 

spend enough.

To make matters worse, a survey by EY of 3000 executives 

showed that malfeasance remains deeply entrenched, with 42% 

of respondents indicating they could justify unethical behaviour to 

meet targets, putting themselves and their companies at the risk 

of legal proceedings, hefty fines, tarnished reputation, and eroding 

customer trust in the process.

The regulatory silos
Much of today’s regulatory landscape evolved due to significant 

events. For instance, Enron’s collapse inspired the Sarbanes-Oxley 

Act to improve corporate governance and transparency. The 2008 

financial crisis led to multiple regulations such as MiFID II and Dodd-

Frank to protect the financial markets, investors, and consumers. 

The emergence of cryptocurrencies pushed several countries 

to overhaul AML/CTF laws, whereas geopolitical flashpoints 

accelerated the pace of Sanctions.

Most firms address emerging regulatory requirements through 

‘minimal viable compliance’ (MVC) by allocating a specialised team 

with the sole mission of ‘do whatever it takes to keep regulators 

at bay’. Every time a new rule is enacted, the MVC process kicks 

in, ultimately leading to a siloed compliance environment where a 

team is responsible for FATCA (Foreign Account Tax Compliance 

Act), another for Dodd-Frank, a department for Sanctions, and so 

forth. ➔

Dr. Tarek Nechma is the founder and CEO of ComplyCube, an award-winning AML/KYC compliance 
platform. Prior to ComplyCube, Dr. Nechma held senior roles in financial services, most recently as 
the Head of Enterprise Data Tools and Insights at Barclays bank, where he oversaw the buildout of 
innovative platforms to uncover insights and unleash business value.

Tarek Nechma  Founder and CEO  ComplyCube

Don’t Do Compliance for the Sake of It

ComplyCube

https://hbr.org/2018/03/why-compliance-programs-fail
https://hbr.org/2018/03/why-compliance-programs-fail
https://www.corporatecomplianceinsights.com/ey-publishes-global-fraud-survey/
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ComplyCube is an award-winning identity verification platform for automating AML and 
KYC compliance. The platform combines cutting-edge Artificial Intelligence, trusted data 
sources, and expert human reviewers to enable businesses to effortlessly achieve global 
AML/CTF compliance, convert more customers, prevent fraud, and cut costs.

complycube.com

Click here for the company profile

This fractured methodology also treats compliance as a box-

ticking exercise in which employees sit through mindless training, 

complete overarching attestations, conduct touch-and-go audits 

– and crucially fail to implement adequate KPIs (Key Performance 

Indicators) and KRIs (Key Risk Indicators) that measure the 

effectiveness of the compliance regime.

The MVC approach may work in the short term but is not sustainable, 

especially as the regulatory landscape continues to widen. Besides, as  

a company grows, it will yield a spaghetti of incompatible and 

inefficient processes that compete over finite resources and impede 

business productivity, further increasing the compliance burden.

The data lens
New regulations not only add a significant cost burden but also create 

new data requirements for granular data sets and reference data. 

Hence, compliance teams must quickly interpret changes and ensure 

that corresponding data requirements are acted upon. They must  

also ensure good data quality, consistency, and completeness to 

maintain the integrity of the compliance framework. Processing 

these data sets manually or in isolation rapidly becomes impractical 

even for small firms while the non-compliance risks exponentially 

increase.

Therefore, companies increasingly turn to technology solutions to 

manage data more efficiently and implement best practices such as 

metadata dictionaries, data maps, and audit trails. Firms can also 

leverage a standardised and scalable data service to swiftly extract 

attributes needed for each regulation.

Embracing the opportunity
Compliance must not be an excuse for poor processes that are 

solely designed to meet the regulatory rules, do not improve the  

business, and often increase user friction. In our digital age, institu-

tions must continuously look for ways to derive more value and 

increase competitiveness at every touchpoint to win and retain 

customers.

With the compliance function often the initial customer gateway, it 

needs to evolve into a strategic catalyst that taps into the power 

of data and technology to streamline convoluted processes and 

improve customer satisfaction.

For example, institutions are increasingly revamping their Know 

Your Customer (KYC) operations, shaping onboarding processes 

around compliance. However, KYC onboarding should be regarded 

as the first step in making an excellent first impression, setting up a 

long-lasting business relationship, and an opportunity to understand 

the client’s needs better.

Therefore, firms must stop implementing stop-gap compliance 

measures. Instead, they should take advantage of technology and 

business transformation budgets to re-engineer processes and clean 

up data quality issues. This may take more time and money in the 

short term, but companies that make this strategic investment will 

be rewarded with a significant competitive edge in the medium and 

long runs.

At ComplyCube, we have made it easy for businesses to re-engineer 

onboarding processes, achieve Single Customer View (SCV), and 

reduce Total Cost of Ownership (TCO) while achieving global AML/

CTF compliance.

 

https://www.complycube.com/
https://www.complycube.com/
https://thepaypers.com/company/complycube/310
https://www.complycube.com/
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A frictionless, fast, and painless customer onboarding expe-

rience. Ensure appropriate due diligence, aligned to local 

and international standards, and compliant with regulations.  

Help consumers access innovative financial services conve-

niently and safely. 

Sounds easy when you say it, and bread-and-butter to any regtech 

firm worth their name, right? Easy to say, not as easy to do!

The boom in digital financial services is great for consumers, a 

headache for regulators, and challenging for the breed of firms that 

we call ‘fintechs’. The egalitarian vision of providing financial services 

to so-called ‘unbanked’ or ‘thin-file’ consumers who have previously 

been ignored by traditional banking institutions is admirable - but not 

without its challenges. 

What has ensued over the last handful of years is a financial services 

revolution which is fast redefining what ‘financial services’ means. 

The tired and outdated ‘traditional’ providers are fast disappearing 

in the rear-view mirror.

However, what is a constant is the ever-present - and innovative 

as ever – criminal element that strives to part consumers with their 

money. The impact remains constant: an undermining of the integrity 

of the financial services, consumer confidence is being shaken, and 

a real impact on people’s lives.

So, that’s been the problem cornered, but how does Railsbank 

address the challenges?

At Railsbank we understand these challenges - we have a deep 

under standing of our customers, the end-users they seek to serve, 

and of course, the often unique and revolutionary products which 

our customers bring to market. Now, wrap around these elements 

a swath of regulation - the aim of which is ultimately to protect 

consumers - and you have a lively and robust ecosystem that market 

participants are starting to appreciate, and access, more and more. 

Sounds sensible, but it is a vastly under-appreciated concept! 

It seems that just about everything these days happens at break-neck 

speed, and the ambition for customers to access embedded, cutting-

edge technology swiftly and safely, is no exception. This matches 

our ambition at Railsbank: focus on the customer, provide innovative 

solutions, and balance our risk management with our industry-leading 

technology to launch and scale financial products that are directly 

embedded within the customer’s own user experience. 

Our onboarding and due diligence protocols include cross-

jurisdictional requirements, and our software deployment includes 

eID and document verification, PEP, sanction, and adverse media 

screening at the entry point, at the same time generating a customer 

risk-score which influences our ongoing monitoring obligations. We 

try to do as much as we can ourselves, with as minimal disruption 

to the customer as possible. Gone are the days of a heavily manual 

customer onboarding process that leaned heavily on ‘traditional’ 

data to perform checks, multiple form-filling, hardcopy files, manual 

verifications, and ‘live’ identification checks. ➔

Walter Hogg is the Global Head of Compliance and Risk at Railsbank. A Qualified Accountant, Walter 
has more than 30 years of experience in Compliance, Anti-Financial Crime, Operational Risk and Audit 
disciplines within complex global financial institutions.

Walter Hogg  Head of Compliance and Risk UK & Europe  Railsbank

Financial Crime Threats: How is Railsbank Ensuring AML & KYC Compliance and 
Protecting Digital Services?

Railsbank
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Railsbank is the global leader in Embedded Finance Experiences. It is passionate about 
enabling brands to build relevant finance experiences to drive customer engagement and 
loyalty. Railsbank was founded in London (HQ) in 2016 and operates throughout the UK, 
Europe, APAC, and the US.

railsbank.com

‘Financial inclusion’ is not just a buzzword to Railsbank. By way of 

example, when almost 3 million young adults just in the UK (aged 

20-34) still live in their parent’s home, the industry needs to find 

a solution for these would-be consumers who would traditionally 

find it challenging to ‘qualify’, simply because they are unlikely to 

be named on a utility bill or a mortgage deed. Now extrapolate 

this globally.

Is the lack of the ‘right’ documentation in the ‘right’ format required 

by legacy financial service providers to assess creditworthiness 

and perform consumer due diligence reason enough not to service 

a consumer? This is 2022 - we live in the digital age, and time and 

convenience are commodities. Safety and robust risk controls do 

not have to be sacrificed in favour of speed and a good customer 

experience.

Tech is in Railsbank’s DNA, and we use it for the mutual benefit of 

the customer experience and in meeting our regulatory obligations. 

That said, behind the ‘tech’ we recognise that experience and human 

instinct are invaluable in the fight against financial crime. The ability 

to analyse data and trends and determine the ‘why, what, when, and 

where’ is most effectively used when experienced financial crime 

professionals use their shared experiences and ‘war-wounds’ to dig 

deep into the ‘nitty gritty’ of customer behaviour.

 

Railsbank has invested heavily in creating an integrated and 

coordinated financial crime prevention approach. Firstly, customer 

engagement and initial assessments of suitability are managed by our 

highly skilled customer success and sales teams… ‘are we a good 

match for our prospective customer, and can we make this work for 

them’. This customer engagement is underpinned by appropriate 

control measures of due diligence, performed by our customer launch 

team, without compromising on the customer experience. Where we 

don’t compromise is in meeting our internal standards and in meeting 

regulatory expectations. Our risk assessment process is crucial in 

establishing ‘what comes next’.

Once we’re over the hurdle of ‘are we dealing with good guys or 

bad guys’, our compliance functions augment the work of our 

‘launch’ colleagues, with dedicated resources pointed at transaction 

monitoring, financial intelligence analysis, compliance, AML, and 

ongoing customer supervision. 

Railsbank places emphasis on collaborative thinking and always 

being curious to solve issues and deal with problems. The various 

teams work seamlessly to leverage technology and human ingenuity 

to solve the day-to-day challenges of how to disrupt the bad guys 

– ‘the whole is greater than the sum of its parts’. 

 

https://www.railsbank.com/
https://www.railsbank.com/
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Regulators are imposing new and amended regulations on financial 

organisations to effectively fight financial crimes such as fraud, 

money laundering, and terrorist financing. But compliance is no 

longer ‘just’ about meeting regulatory requirements; it is also about 

demonstrating the overall good business conduct that is expected 

in today’s digital world. Accelerated by the COVID-19 pandemic, 

the explosive growth of digital transactions is presenting financial 

organisations with the even bigger task of establishing trust-

based relationships with their customers, partners, employees, 

and investors. Therefore, it comes as no surprise that the cost 

of compliance as a share of revenue is increasing – and many 

organisations are rapidly approaching their limits. To sustain the 

growth curve, they need to implement a compliant-by-design 

operating model that can manage the constant changes effectively. 

But what does ‘compliant by design’ mean, exactly?

The growing wave of compliance to fight financial 
crime
The complex compliance landscape aimed at fighting financial 

crime will continue to evolve in the years to come. A few of the key 

developments include:

• Parts of the existing AML Directive will be turned into a regulation,  

making it directly applicable in the Member States. Eu-level 

supervision will be implemented by an Eu-wide AML authority, 

which will develop regulatory technical standards to improve 

harmonisation. The full rulebook, including the technical standards,  

is expected to be in force by the end of 2025. All organisations 

will be required to review their AML controls, with limited room 

for flexibility.

• The EU Digital Identity Wallet, building upon the existing eIDAS 

regulation, will allow Europeans to store identity-related data and 

official documents – such as driving licences and educational 

qualifications – in electronic format. These documents can then 

be used as digital proof of identity when accessing public and 

private services.

• Whereas the extent to which regulations affect financial organi-

sations was previously largely determined by the risk profile and 

impact on the financial system, the Digital Finance Strategy 

introduces a new ‘same activity, same risk, same rules’ principle. 

This means that all entities involved in a specific regulated activity 

should be subject to the same rules, regardless of their nature or 

legal status.

• On top of complying with the regulations, a growing number of  

orga ni sations are self-regulating, meaning they are asking more 

from their partners than the regulator does. This is aimed at mini-

mising their own risks since they have realised that their reputation 

is only as strong as the weakest link in the chain.

➔

If You Want to Remain Successful as a Fintech, Take a Closer Look at Your Organisation 

INNOPAY

At INNOPAY Josje is heading the strategy execution practice, supporting banks and fintechs with their 
digital transformation. Her key speciality is combining regulatory requirements, customer preferences, 
and organisational capabilities. Key topics of interest are AML, KYC, Authentication, Licensing, 
Payments, and Open Banking. 

Josje Fiolet  Senior Manager  INNOPAY

Marnix is Senior Consultant at INNOPAY. Through various projects, he gained broad knowledge in the 
banking, pensions, and insurance sector. He has a strong background in strategy execution projects, 
incl. complex regulatory implementations (eg BASEL, ECB requirements).

Marnix de Kroon  Senior Consultant  INNOPAY
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and contribute to its success. The operating model is made up of 

eight elements, as visualised in Figure 1. 

Figure 1: Examples of compliance-by-design operating model choices.  

Source: INNOPAY, Crosslinx ® 

Let’s take a closer look at how compliance can be embedded 

in the various operating model elements, and how this drives 

organisational performance: 

Figure 2: Overview of how compliance capabilities drive organisa-

tional performance. Source: INNOPAY, Crosslinx ® 

Organisations that view a compliance requirement in isolation are 

actually only taking a short-term ‘band-aid’ approach which will hold 

back their growth in the long term. When organisations have a holistic 

view and understanding of the interrelationships between all the 

operating model elements, they can turn the elements into concrete 

levers to achieve their ambitions. For example, when working with  

fintechs and scaling organisations, we see that they often make 

compliance the responsibility of a single staff function. ➔ 

• Customers are also increasingly aware of how their data is used,  

and they expect organisations to handle their data and privacy 

with care. This is driving demands for transparency and accounta-

bility on corporate values. 

Why fintechs are insufficiently prepared to handle 
the growing wave of compliance
We believe that these developments are likely to have a dispropor-

tionate impact on fintechs for the following four reasons:

1. Fintechs have grown organically and tend to lack a clearly 

defined organisational structure. As they increase in size, they 

need to overcome the loss of social coherence by implementing 

a sustainable operating model.

2. Having outgrown their startup status, they need to settle into 

their new position in the ecosystem. They are now expected to 

perform just as reliably as their more established competitors, 

with a mature organisation and stable performance.

3. Fintechs tend to have fewer financial assets and resources, 

making it harder for them to bear the cost of compliance.

4. Shareholders and investors expect a rapid return on their 

investments, whereas trust and compliance require fintechs to 

play the long game.

What we often see when working with fintechs is that compliance 

requirements tend to be addressed via point solutions. This soon 

results in a big stack of inefficient and incoherent (and often manual) 

controls. The organisation quickly loses its ability to scale up and 

execute its strategy, leading to rapid growth in both complexity and 

the cost of compliance as a share of the revenue. 

A compliant-by-design operating model to fix the 
problem
We advise fintechs to embed compliance capabilities across their 

organisation and to embrace a compliant-by-design operating  

model that enables them to implement new compliance require-

ments efficiently and effectively – without losing the ability to scale 

up, execute their strategy and capitalise on future growth.

“A compliant-by-design organisation is structured in such 
way that it can implement new compliance requirements 
efficiently and effectively, without losing its ability to scale 
up and execute its strategy”

A company’s operating model details how it is internally organised 

to deliver the agreed strategy and envisioned value. It is the repre-

sentation of all the relevant structures that constitute an organisation 
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INNOPAY is an international consultancy firm specialised in digital transactions. We help 
companies anywhere in the world to harness the full potential of the digital transactions’ era. 

We do this by delivering strategy, product development and implementation support in the 
domain of Digital Identity, Data Sharing, and Payments. Our services capture the entire 
strategic and operational spectrum of our client’s business, the technology they deploy, 
and the way they respond to local and international regulations.innopay.com

The first step towards a compliant-by-design 
operating model
To remain successful, fintechs must stop viewing compliance as a 

cost burden and start seeing it as a potential value driver. If they 

don’t have a clear view of their operating model and how the various 

components work together, they will continue to rely on point solu-

tions. Therefore, they need a pragmatic, future-proof solution that can 

grow with them and continue to keep all their stakeholders happy.  

By developing a compliant-by-design operating model, fintechs will 

remain scalable – enabling them to capitalise on future growth –  

and be able to save costs in the long term. Perhaps even more 

importantly in this era of digital transactions, the model will facilitate 

the development of trust within their ecosystem.

INNOPAY’s experienced consultants in Operating Model Design can 

help you to define how your organisation can deal with compliance 

requirements without losing your key strengths and scalability. If you 

would like to discuss the opportunities, feel free to reach out to us.

However, if you want to embed compliance as a value driver in your 

modus operandi, it must also be fully embedded in your culture, 

tools & technology, processes, governance, and ways of working. 

It is only by addressing all the elements in the operating model that 

you can build a sustainable compliance capability that allows you 

to manage requirements and convince the ecosystem that you’re 

committed and able to live up to expectations.

Fight financial crime, save costs, and support growth
Fintechs that are bold enough to make the necessary investment in 

the short term will enjoy diminishing compliance costs as a share  

of revenue in the long term. Besides enabling them to fight financial 

crime in line with the regulations, in a broader perspective, a com pliant-

by-design operating model also helps them to meet the expectations 

of their ecosystem and build trusted relationships. This will lead  

to strategic advantage, improved competitive positioning, and better  

shareholder value. Figure 3 lists the characteristics of a ‘Best in Class’  

compliant-by-design organisation. 

A ‘Best in Class’ compliant-by-design organisation… 

Figure 3: Example characteristics of a Best in Class compliant-by-

design organisation. Source: INNOPAY

https://www.innopay.com/en
https://www.innopay.com/en
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Following another year of uncertainty, working from home and 

increased pinot grigio and crisp consumption (I am pretty sure I was  

not the only one!), financial crime remained a constant. In fact, it 

was almost perversely comforting that there was something still 

operating ‘normally’ whilst the rest of us continued to use kitchen 

counters as workstations, bemoan the intrusion of work into our 

homes, and yet appreciate not having a 5-hour daily round trip to 

the office. 

Year-on-year regulators globally continue to impose enforcement 

actions and sanctions on regulated entities for non-compliance 

with their AML (and wider financial crime prevention) obligations 

and 2021 was no exception.

AML penalties in Europe surpassed those issued in the united 

States although, to be fair, it was a quiet year for the uS enforcement 

agencies, and the UK claimed its first high profile corporate scalp 

in a criminal laundering case.

The world of AML regulation continues to evolve and to present a 

challenge for regulated entities navigating the complexities of the 

legal framework whilst balancing their duty of care towards their 

clients.

So, looking ahead to 2022 and beyond, what should firms prioritise 

to create and/or maintain a well-designed and effective AML (and 

wider financial crime prevention) programme? Here are a few of the 

items on top of my list.

understanding risk
This is the big one for me. As illustrated most recently by the criminal 

prosecution of Nat West by the uK Financial Services Authority, 

understanding risk, to identify and mitigate it, is a key requirement 

although, let’s be honest, relevant UK firms have been expected 

to adopt a risk-based approach since the implementation of the 

Money Laundering Regulations 2007 with understanding risk central 

to this approach. Given the number of enforcement actions where 

lack of understanding or identification of risk has been a factor 

though, this continues to be a key element of a firm’s governance 

and control framework to be addressed with FCA enforcement 

actions against firms such as Sapien Capital Limited and Sunrise 

Brokers LLP are a good measure of what not to do.

The concept of risk is multi-faceted and there is a renewed focus on  

risk-based procedures such as obliged entities aligning their risk 

assessments to national AML priorities (typically published in a 

juris  diction’s National Risk Assessment) and increasing infor mation 

exchange between interested parties such as the UK Joint Money 

Laundering Intelligence Taskforce (a partnership between law enforce-

ment and the financial sector to exchange and analyse information 

relating to money laundering and wider economic threats), and the 

proposed sharing of SAR (suspicious activity report) information 

between uS entities and foreign branches; and, of course, the utilising  

of technology to increase the effectiveness of AML efforts which, 

depen ding on the nature, scale, and complexity of an organisation, 

➔

Dawn is an AML professional with 20+ years’ experience in AML and wider financial crime prevention roles. Starting out 
wishing to work in HR, her journey into AML was accidental and the best thing that happened career-wise.

With a background covering MSBs, securities and investment, prime brokerage, and a stint at one of the ‘Big 4’ consultancy 
firms, Dawn is so passionate about the AML effort she spent five years globetrotting as a course director and tutor for the 
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could involve the use of vendor solutions to undertake ID&V (identity 

and verification) and adverse media checks rather than relying on 

Google searches, to the use of AI to monitor client transactions, 

under  take KYC due diligence, or screen for potential sanctions 

breaches. 

In respect of undertaking due diligence, financial service organi-

sations have been experiencing high demand for remote customer 

onboarding solutions for some years with this trend accelerated by 

COVID-related travel restrictions, leading to the European Banking 

Authority (EBA) wishing to provide competent authorities and obliged  

entities with in-depth knowledge of the remote solutions they could 

leverage whilst being cognisant of AML/CFT risks arising from the 

use of such tools and remaining compliant with relevant legislation. 

Therefore, a public consultation was launched on 10 December 2021 

on draft Guidelines to set out shared Eu standards on the develop ment 

and implementation of safe, risk-assessed customer due diligence  

policies and processes in the remote customer onboarding context. 

In addition, FinCEN has proposed new regulations in the united 

States that would compel obliged entities to complete risk assess-

ments and align their programmes with national interests with the 

stated goal to explicitly link procedures to relevant risks and provide 

government authorities with valuable intelligence.

Identifying the UBO (Ultimate Beneficial Owner)
Intrinsically linked to the concept of risk identification and under-

standing is the requirement to identify the natural person who ulti-

mately benefits from the relationship with an obliged entity – the UBO.  

How much emphasis is put on this law depends on the jurisdiction 

an entity operates in and how easy this is, eg there has been an 

obligation to identify the uBO in the uK legislative framework 

since I was a baby AML person and despite these youthful good 

looks it has been 20 years plus since I jumped into this with both 

feet, whereas in the uS, this is a relatively new requirement with 

the 2016 implementation of the Client Due Diligence Rule, which 

requires cus tomer verification, and a series of bills passed at the 

end of 2020/start of 2021, such as the Anti-Money Laundering Act 

2020 and the Corporate Transparency Act, making changes to the 

US AML rules such as a national beneficial owner registry thus 

aligning US regulation with existing EU regulations. Understanding 

the requirements in the jurisdictions in which an entity operates, and 

aligning global policy to the highest standard is key.

understanding emerging technologies
On 28 October 2021 the Financial Action Task Force published 

updated guidance for a Risk-Based Approach to Virtual Assets and 

Virtual Asset Service Providers (VASPs). The guidance aims to help 

VASPs and their supervisors understand the relevant anti-money 

laundering and counter-terrorist financing (AML/CTF) requirements 

under FATF’s standards. It provides important clarifications con-

cerning evolving areas, such as stablecoins, peer-to-peer (P2P) 

transactions, and non-fungible tokens (NFTs).

As well as VASPs and their supervisors, participants in the more 

traditional banking space would be well advised to familiarise 

themselves with guidance to help inform their risk identification 

and risk management frameworks as many more traditional entities  

will have clients that interact in the virtual asset space and de-risking  

or declining business through ignorance or unwillingness to under-

stand is not taking a risk-based approach.
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NFTs - a need for RegTech? 
‘There are always two sides to a coin’ – The media hype surrounding 

the topics of NFT and the Metaverse has never been greater and 

almost no day goes by without these trends hitting the headlines. 

In addition to the opportunities that arise from the technologies, 

the risks associated with the use cases from a financial crime 

perspective increase. Digitisation advances at a rapid pace and 

probably no one will have missed the name change from Facebook 

to Meta last year and the associated entry into the metaverse.  

But even before that, it was possible to connect with others in a 

virtual space, such as Fortnite or Minecraft. As in real life, it is part 

of the process that various assets can be traded via the digital 

world. One possibility is the trading of NFTs, which allow for the 

exchange of digital assets combined with an authentic certificate 

based on blockchain technology. Even well-known companies 

have taken advantage of the hype and released their own NFT for 

trading. But are people and companies aware of the risks as well 

as the opportunities? From a compliance perspective, there are still 

some unanswered questions to be clarified. 

Rapidly growing technologies also cast their 
shadows from a compliance perspective
According to the 2022 Crypto Crime Report by Chainalysis, 

two main forms of illicit activity were observed in the past year: 

Wash trading to artificially increase the value of NFTs and money 

laundering through the purchase of NFTs. In principle, these scams 

are not new, however, the fast pace of technological applications 

poses a serious threat due to the still inadequate regulations. 

Wash trading is the practice of purchasing and selling assets in 

a manner that is intent on manipulating or misleading the market 

supply and demand. In this case, the seller is on both sides of the 

executed transaction with the goal to make one’s NFT appear more 

valuable than it really is. Many NFT trading platforms allow their 

users to trade by simply connecting their wallets to the platform 

without any identification process. Therefore, there is no special 

effort needed to operate wash trading with NFTs. ➔

RegTech in the Metaverse

Deloitte

Jan is a Consultant at Deloitte and elaborates on innovative processes and approaches. He deals with 
the topic of strategic trends that occupy our work and how we can unleash our creative potential.
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and trend screening in the RegTech environment. As part of the trend scouting team in the RegTech 
Lab, he has experience with innovative solutions for upcoming compliance topics.
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In particular, from a compliance perspective there is enormous 

potential for improvement in the identification and verification 

of market participants in order to eliminate initial fraud risks. 

Customized KYC processes can help to detect and reduce 

transaction risks between multiple addresses and identify the 

actors behind them. This need is also underscored by the report 

from blockchain platform Chainalysis, which states that 262 users 

were identified as having sold an NFT more than 25 times to a 

self-financed address, making a collective profit of nearly USD 8.9 

million from wash trading activities. 

Future outlook – in risk lies opportunity
The increasing usage and adoption of NFTs pose a substantial risk 

for financial crime, making tighter KYC/AML protocols a necessity. 

But what does the current regulatory landscape regarding NFTs 

look like?

The latest Financial Action Task Force (FATF) guidelines have 

outlined that NFTs are not directly affected by AML restrictions as 

they are not seen as ‘Virtual Assets’. However, the FATF stresses 

that already existing AML regulations should apply to NFTs if the 

usage falls into particular categories, such as usage for payment, 

storing of value, or other investment purposes. Beyond that, NFTs 

are interlinked with the crypto ecosystem that is facing an increase 

in regulations. Based on this dependency, regulations are about to 

spill over to the NFT space.

All this uncertainty revolving around NFTs bear risks, but also huge 

potential for the compliance industry. As mentioned, NFTs are still in 

their infancy, creating substantial KYC and AML risks. Additionally, 

regulators are struggling to meet the fast-paced technological 

advances, which creates uncertainty in the market. 

Since the industry expects future regulations to be implemented, it 

is advisable that players in the crypto and NFT space pre-emptively 

adopt internal fraud and AML programmes. Especially now is the 

chance to proactively address underlying risks of NFTs and to 

establish a sustainable business by pre-emptively adopting risk 

mitigation measures. 

This opens up the potential for RegTech use cases and solutions 

to shine. Agile RegTech solutions enable companies to tackle the 

challenges of a rapidly changing regulatory landscape and stay 

ahead with technological advances. 

Especially in the fast advanced fields of technology and regulation, 

continuous networking and sharing of best practices are key. 

For further expertise or insights on the NFT ecosystem and 

Metaverse don´t hesitate to contact the RegTech Lab. 

 

http://www.deloitte.com/de
http://www.deloitte.com/de
http://www.deloitte.com/de
https://www2.deloitte.com/de/de/pages/risk/articles/regtech-lab.html


A Regional View on Compliance

‘RegTech is often ‘born global’ and with good reason. Regulated entities operate  
in a global context and although regulation may vary by jurisdiction, global best  
practices tend to align, particularly among Tier 1 financial institutions. In the world  
of financial crime compliance where the Financial Action Task Force plays an  
overarching role, this is very much the case.’  

Alex Ford, The RegTech Association
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Over the past three decades, the European union has steadily 

improved its framework to fight money laundering and terrorist 

financing (ML/TF). So far, the EU’s action has focused on the 

prevention, investigation, and prosecution of these harmful practices. 

This article elaborates on the potential effects of the EU’s legislative 

proposals on industry players and suggests that the EBA’s draft 

guidelines could serve as the first stepping stone to future legally 

binding measures.

In July 2021, the European Commission (EC) presented a package 

of legislative proposals constituting an ambitious set of measures 

to modernise the AML/CFT regime over the coming years. They are 

divided into six pillars (see Figure 1), of which three require legislative 

actions and the other three are already being implemented. There are  

two key focal points for these legislative actions. The first is a proposal 

to turn parts of the existing AML Directive (AMLD) into a regulation 

that will therefore become directly applicable in the member states. 

The second is to implement Eu-level supervision with an Eu-wide 

AML authority, which will develop regulatory technical standards 

to improve harmonisation. The poster below summarises the key 

components of the legislative proposals and the surrounding context. 

Figure 1: The six pillars of the EC’s legislative proposals for 

modernising AML/CFT.

Key changes of the legislative proposals
Single EU rulebook introduces AML Regulation for sake 

of harmonisation

Pillar 2, establishing a single EU rulebook on AML/CFT, is reflected 

in legislative proposals 1, 2, and 3 (see Figure 2), also referred to 

as ‘the single EU rulebook’. The EU single rulebook on AML/CFT is 

changed by introducing an AML Regulation alongside the existing 

directive. This means there will now be a harmonised set of rules 

applying to all private parties in all Eu member states, whereas the 

directive contains provisions (eg on national supervisors and FIus) 

that subsequently need to be transposed into national law. This 

change fits with the overall trend of harmonising rules to establish 

an Eu digital single market and to minimise fragmentation that 

hinders ML/TF from being tackled effectively. It is no surprise, 

therefore, that its content is aligned with the eIDAS Regulation and 

with the directive on combating money laundering through criminal 

law (implemented in June 2021). 

Additionally, with legislative proposal 3 (see Figure 2 the next page) 

the Regulation on Transfer of Funds has been revised to include 

crypto assets and crypto-asset service providers (CASPs). This 

is in line with the activities covered in the proposed Regulation on 

Markets in Crypto Assets (MiCa). 

Figure 2: ➔
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EU security Union Strategy 
(‘importance to enhance the 
EUs framework for AML and 

CFT) (July 2020) 

Digital Finance Strategy 
(‘establish a sound legal 

framework for interoperable 
use of digital ID solutions’) 

(Sept 2020)

FATF recommendations 
(October 2020)

Highlighted regulatory 
motivations & influences  

Influence
content

AML regulation

A new EU AML/CFT authority (AMLA)

AML6 Directive (‘mechanisms to be put in 
place by Member States’)

Revision regulation transfer of funds for 
crypto-assets

New regulation 

  Implementation of pillar 2, contributing to pillar 6

• List of obliged entities in scope is expanded (a.o. crypto asset 
service providers, crowdfunding platforms, residence scheme 
operators)

• Risk-based approach third countries introduced next to FATF 
assessment

• Red-flags for suspicious transactions are clarified, AMLA creates 
common template for reporting

• Policy requirements and compliance function requirements are 
clarified

• More granular CDD measures, with clearer requirements according 
to risk level and RTS incl. standard data set for CDD, and CDD 
Measures for lower risk

• Requirements for processing of certain categories of personal data 
are introduced, incl. shorter retention limit for personal data (in line 
with EU data protection rules)

• Harmonised rules to clarify type of information needed to identify 
UBOs

• Requirements on UBO disclosure for nominees and for non-EU 
entities that have a link with EU and for nominees

• Prohibition of bearer shares that are not intermediate
• EU wide limit of EUR 10.000 to large cash payments
• Definition PEP changes, member states to provide categories of 

PEPs, and PEPs require enhanced CDD on a risk-based approach
• Specifies conditions for CDD reliance and outsourcing of functions 

to third parties
• Conditions for use of electronic identification means as set in eIDAS 

are clarified (e.g., for cases where remote customer onboarding is 
performed)

eIDAS regulation in relation to framework for a European Digital Identity Directive on combating money laundering through criminal law 
(implementation since June 2021)

Activities covered in MiCA (part of EU digital finance package)

Source:
• INNOPAY analysis
• European Commission
https://ec.europa.eu/info/publications/210720-anti-money-laundering-countering-financing-terrorism_en  

New authority, in addition to national supervisors and FIUs. Start 2023, start activities in 2024 and start supervision with full resourcing 2026 

  Implementation of pillar 3,4

• Replaces national supervisors as a supervisor for selected obliged entities in financial sector entities in the highest risk category
• Indirect supervision of non-selected obliged entities and non-financial obliged entities 
• Periodic reviews of financial supervisors
• Coordinate peer-reviews of supervisory standards and practices for SRBs
• Facilitate cooperation FIUs 
• Tasked to adopt and implement regulatory technical standards (RTS)

• Standard data sets for identification
• Clarification of reliable and independent sources of information
• List of CDD attributes to be collected
• Simplified CDD measures that apply for lower risk 
• Higher risk obliged entities, sectors or transactions
• Criteria to identify linked transactions
• Risk variables for conducting CDD
• Criteria for identification of PEPs and level of risk associated with particular categories of PEPs
• Data exchange formats for FIUs
• Duties of home and host supervisors
• General conditions on supervisory colleges
• Characteristics of risk-based supervision
• Indicators to classify level of gravity of breaches

• Takes over management of two existing infrastructures
• AML/CFT database (currently managed by EBA)
• Secure communication network for FIUs

Replacing the existing Directive 2015/849 (4th AMLD, amended by 5th 
AMLD – 2018/843)

 Implementation of pillar 2, contributing to pillar 6

• New sectors brought into the scope (crypto asset service providers, 
currency exchange and cheque cashing offices, and trust or 
company service providers must be subject to either licensing or 
registration requirements; gambling service providers must be 
regulated) 

• A Commission Implementing Act on the format for submission of 
UBO information to registers

• Central registers or data retrieval systems must be kept up to date 
and provide for cross-border interconnection

• Powers for UBO registers to check information
• clarification of FIU power and tasks and the minimum set of 

information they should be able to access
• Framework for joint analyses for FIUs is laid down 
• Clarification of tasks and powers of supervisors
• Oversight of SRBs (self-regulatory bodies) by a public authority 
• Other administrative measures other than sanctions are clarified
• Cooperation with AMLA is added, financial supervisors report to 

AMLA on cooperation with other authorities 

Amendment to Regulation 2015/847, transfers of funds

 Implementation of pillar 2

• Extends scope to transfers of crypto-assets made by Crypto-
asset Service Providers (CASPs) and aims to reflect the FATF 
recommendation 15 on new technologies to cover ‘virtual assets’ 
and ‘virtual asset service providers’

• Full information about the sender and beneficiary of crypto 
transfers to be included by crypto-asset service providers with 
all transfers of virtual assets, just as payment service providers 
currently do for wire transfers (‘travel rule’) 

• CASP of originator to ensure that transfers of crypto-assets include 
name of the originator, address, official personal document number, 
customer identification number or data and place of birth, and the 
name of the beneficiary and beneficiary’s account number

• CASP of beneficiary to implement effective procedures to detect 
whether information is included

The single EU rule book (expected end 2025, incl RTS)

Highlighted regulatory alignments

Supervision, coordination  & RTS

1

4

2 3

EU package of legislative proposals 
to strengthen EU AML/CFT rules (July 2021)

3. Bringing about EU-level AML/CFT supervision

2. Establishing a single EU rulebook on AML/CFT 

1. Ensuring effective implementation of existing EU AML/CFT framework

EU action plan for comprehensive policy on preventing 
money laundering and terrorism financing (May 2020), existing of 6 pillars:

4. Establishing a support and cooperation mechanism for FIUst

Currently being implementedRequire legislative action

6. Strengthening the international dimension of the EU AML/CFT framework 

5. Enforcing EU-level criminal law provision and information exchange
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Support and cooperation mechanism & super vision

Bringing about EU-level AML/CFT supervision and establishing a 

support and cooperation mechanism (legislative proposal 4, see 

figure 2) for FIUs is embodied in the new EU AML/CFT authority 

called AMLA. This new authority will be fully effective in 2026 and 

will:

• harmonise and ease implementation of the regulation by develo-

ping regulatory technical standards (RTS) that provide, among 

other things, for standard datasets required for identification, 

simplified CDD measures and criteria for suspicious transactions 

and PEPs;

• supervise selected high-risk entities directly, replacing national 

supervisors;

• enhance cooperation of FIus.

The full rulebook, including the technical standards developed by 

AMLA, is expected to be in place and apply by the end of 2025.

EBA Guidelines on Remote Customer Onboarding 
In the meantime, the EBA Guidelines on Remote Customer 

Onboarding (2022) seem to serve as a first stepping stone to the 

future legally binding Regulatory Technical Standards on CDD 

measures. The draft EBA guidelines were published in December 

2021 and were open for consultation until 10 March 2021. When 

exactly the guidelines will enter into force depends on the feedback, 

iteration, and translation process, but a rough estimate is late 2022/

early 2023. Although the guidelines will not be legally binding, every 

competent authority and financial institution must make every effort 

to comply.

The guidelines set common Eu standards on:

• the steps that financial operators should take to comply with AML 

obligations when performing the initial customer due diligence to 

onboard new customers using remote channels

• policies, controls, and procedures that financial sector operators 

should put in place in relation to CDD when the CDD measures 

are performed remotely

• the steps financial sector operators should take when relying on 

third parties.

More specific details can be seen in Figure 3.

Figure 3: Details of the standards in the draft EBA guidelines.

Impact on the industry: save time and money and 
be more effective
Financial institutions currently face differences in local implemen-

tations, as the AMLD has no direct applicability in the member 

states. This leads to confusion on the requirements, resulting in 

costly cross-border compliance processes, and making oversight 

complex for competent authorities. 

Although it might require changes to current processes and solut ions, 

this harmonised package of legislative proposals and guidelines 

will give industry players more clarity, ultimately making life easier 

and (cross-border) compliance less costly for them. Equally 

importantly, it will make the fight against money laundering and 

terrorist financing more effective.

https://www.innopay.com/en
https://www.innopay.com/en
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The EBA leads the Eu financial sector’s fight against money 

laundering and terrorist financing (ML/TF). On 31 January 2022, it 

launched its central Eu anti-money laundering and countering the 

financing of terrorism (AML/CFT) database, EuReCA. Various ML/

TF scandals in Europe have shown that cooperation and exchange 

of information are key in the field of AML/CFT and that there was a 

need for a tool to ensure that it was effective. EuReCA will be key 

to strengthening the EU’s fight against ML/TF as the Commission’s 

AML/CFT Package is taking shape. 

EuReCA stands for European Reporting system for material AML/

CFT weaknesses. It brings together in one place information from 

competent authorities (CAs) across the Eu that relates to serious 

AML/CFT shortcomings in individual financial institutions, and to the 

measures CAs have taken to rectify those shortcomings. Examples 

of such shortcomings include the lack of adequate AML/CFT 

policies and procedures, for instance, the absence of transaction 

monitoring systems at the group level or the absence of policies 

and procedures for high-risk customers, which increase the ML/

TF risk associated with the financial institution. It also includes 

internal audit findings identified by a prudential authority during 

an on-site inspection about which the management body of the 

senior management appeared to have been informed and decided 

not to remediate.

For this reason, CAs that report into EuReCA include not only 

those that are responsible for AML/CFT supervision but also those 

authorities that are otherwise involved in the fight against financial 

crime. These include prudential CAs such as the European Central 

Bank (ECB), resolution authorities including the Single Resolution 

Board (SRB), payment institutions authorities, consumer protection 

authorities, and Deposit Guarantee Schemes. As ensuring that the 

information contained in EuReCA is up-to-date is key, competent 

authorities have also to report the subsequent development 

regarding that shortcoming. Similarly, if it appears that the short-

coming has been reported to the EBA by mistake or that it does 

not exist anymore, the EBA needs to be informed to ensure that the 

information remains accurate in the platform. 

The EBA published draft Regulatory Technical Standards (RTS) 

that define key terms and set out which competent authorities 

are within the scope of EuReCA. Once adopted by the European 

Commission, these RTS will become a Regulation and will be 

directly applicable in the laws of Member States.

Access to EuReCA is restricted to EBA staff due to the sensitivity 

of the data it contains, but competent authorities can request 

information from it on a need-to-know basis and confidential 

basis, to support them at all stages of the supervisory process. 

For example, in situations where a competent authority plans an 

inspection of a financial institution, it can ask the EBA to consult 

EuReCA to see if material CFT/AML weaknesses have been reported 

regarding branches and subsidiaries of that financial institution by 

other European CAs. Consequently, the CA’s understanding of the 

risk associated with that institution is increased and its inspection 

can be more informed and targeted and, therefore, more effective.

The EBA uses information from EuReCA to inform its view of 

ML/TF risks affecting the EU financial sector and to disseminate 

information to CAs as necessary, should specific ML/TF risks or 

trends emerge. In this regard, EuReCA acts as an early warning tool, 

which enables the EBA, and competent authorities, to act before 

ML/TF risk crystallise. 

Information from EuReCA also supports the EBA’s overall work and 

approach to setting EU-wide AML/CFT standards, which already 

comprises close to 30 regulatory instruments that set out what 

supervisors should do and what financial institutions should do 

to tackle ML/TF consistently and effectively - not only through 

the lens of AMLD but as well as from a prudential, payments or 

consumer perspective, and from authorisation through to resolution.  

For example, should the EBA identify ML/TF risks regarding a 

specific product, the EBA will use that information to consider how 

to guide CAs and financial institutions on how to manage that ML/

TF risk in a way that ensures convergence of national practices and 

reinforces the fight against ML/TF. ➔

EuReCA

Raphaelle Stremsdoerfer  AML/CFT Policy Expert

European Banking Authority

https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Draft%20Technical%20Standards/2021/1025576/RTS%20on%20AML%20CFT%20central%20data%20base.pdf
https://www.eba.europa.eu/regulation-and-policy/anti-money-laundering-and-countering-financing-terrorism


88 FINANCIAL CRIME AND FRAuD REPORT 2022 | A REGIONAL VIEW ON COMPLIANCE

The European Banking Authority (EBA) is an independent EU Authority that works to 
ensure effective and consistent prudential regulation and supervision across the European 
banking sector. Its overall objectives are to maintain financial stability in the EU and to 
safeguard the integrity, efficiency, and orderly functioning of the banking sector.

eba.europa.eu

This means that EuReCA will be key to strengthening AML/CFT 

supervision and coordinating supervisory efforts across the EU. 

Going forward, AMLA will take over the management of EuReCA 

that will support the work of the future EU AML/CFT supervisor.

 

https://www.eba.europa.eu/
https://www.eba.europa.eu/
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Over half a century ago, the uS Congress passed the Bank Secrecy 

Act (BSA) to govern how banks, regulators, and law enforcement 

agencies combat financial crime. Financial companies have spent 

the five intervening decades seeking to follow its anti-money 

laundering (AML) requirements. 

Unfortunately, their efforts have produced very low rates of success. 

The united Nations has estimated that less than 1% of the worldwide 

flow of illicit money is captured and stopped, despite the industry 

spending tens of billions of dollars each year complying with the law. 

AML is estimated to be the single most expensive realm of financial 

regulation, accounting for more than half of banks’ compliance costs.

Two recent developments have the potential to turn this tide. One is  

the emergence of digital Regulatory Technology (regtech) firms that  

are offering data-driven solutions for every facet of the AML com-

pliance process. The second, in the uS, is the enactment of the 

Anti-Money Laundering Act of 2020 (AMLA), which is the deepest 

reform of the BSA since the uSA PATRIOT Act became law in the 

wake of 9/11. As if scattering seeds of innovation, Congress has 

infused this new law with encouragement for the government to 

deploy new technology.

Regtech as a new tool for AML
The same technology that is transforming finance in the digital age 

is also transforming financial regulation. Digitisation is opening the 

ability for both regulators and industry risk managers to access 

vast volumes of information. It is simultaneously enabling them 

to analyse this new data with algorithmic tools that did not exist 

until recently. This wave of technology change has led to the rise 

of fintech and, following in its wake, the emergence of Regulatory 

Technology, or regtech. 

AML is arguably the leading use case for regtech in the uS and 

globally due to the widespread agreement that the current system  

is failing at a high cost. The AML regtech market includes large, 

publicly-traded firms specialising in customer relationship 

management (CRM), but most of the innovation has been driven by 

newer startups. After being valued at over uSD 5 billion in 2019, the 

total size of the global regtech market is projected to exceed USD 

28 billion by 2027. In recent years, some startups in the AML space 

have achieved valuations exceeding USD 1 billion. 

The BSA requires banks to perform a range of activities. Before 

accepting new customers, a bank must perform due diligence 

to confirm their identities and ensure that they are not subject to 

government sanctions. Once a customer is onboarded, the bank 

must monitor the person’s transaction activity for suspicious 

behaviour. When suspicion is flagged, the bank must investigate 

and, if warranted, file a Suspicious Activity Report (SAR) with the 

Financial Crimes Enforcement Network (FinCEN). In addition, 

institutions must file Currency Transaction Reports (CTRs) for cash 

transactions exceeding USD 10,000. Depository institutions filed 

over 1.4 million SARs in 2021, about 18% higher than 2020. ➔

Jo Ann Barefoot is AIR’s CEO & Co-founder and Senior Fellow Emerita at the Harvard Kennedy 
School Center for Business & Government. She was the first female Deputy Comptroller of the 
Currency, partner at KPMG, Co-Chairman of Treliant Risk Advisors, and staff member at the US 
Senate Banking Committee.

Jo Ann Barefoot  CEO and Co-founder  AIR — Alliance for Innovative Regulation

A New High-tech Era for AML Compliance in the US

AIR

https://www.unodc.org/documents/hlr/FactSheets/Money_Laundering.pdf
https://www.alliedmarketresearch.com/regtech-market
https://www.alliedmarketresearch.com/regtech-market
https://techcrunch.com/2021/09/30/alloy-raises-100m-at-a-1-35b-valuation-to-help-banks-and-fintechs-fight-fraud-with-its-api-based-platform/
https://www.fincen.gov/reports/sar-stats
https://www.fincen.gov/reports/sar-stats
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AIR is a nonprofit, non-membership organisation working to make the financial system 
fully inclusive, fair, and resilient through responsible use of new technology. By connecting 
regulation, finance, technology, and society, AIR drives global innovation and collaboration 
to overcome the system’s legacy shortcomings and prepare it for rapid technology change.

Follow us on Twitter and LinkedInregulationinnovation.org

Regtech firms have emerged to help with each facet of these 

requirements. Some focus on the Know-Your-Customer rules, 

helping with screening new customers. KYC firms allow banks 

to make automated customer onboarding decisions while still 

complying with government-required sanctions screening and 

beneficial-owner rules. They also employ application programming 

interfaces (API) to let financial institutions use software tools from 

technology partners, such as digital identity verification providers.

Another class of AML regtech firms provides smarter digital trans-

action monitoring. Traditionally, monitoring has favoured casting 

as wide a net as possible and is largely rules-based, programmed 

to generate alerts if certain types of situations arise. Those alerts 

produce a shockingly high 90% false-positive rate. Banks resort 

to adding staff to manage an endless paper chase, investigating 

large volumes of flagged situations that turn out to be benign. Digital 

regtech firms, in contrast, are bringing artificial intelligence to this 

process. They utilise tools like Machine Learning (ML) and Natural 

Language Processing (NLP) to analyse transaction patterns that 

may contain subtle signs of crime, reducing both false positives 

and false negatives.

The third class of regtech solutions specialises in investigations 

and case management. These firms integrate data from across the 

bank’s records and from outside sources, often using AI to detect 

patterns of crime and connections between accounts. In the uS, 

for example, transactions may occur near the southern border 

in amounts that match the going price for cross-border human 

trafficking. In another example, vendors offer AML software that 

monitors cryptocurrency transactions to detect when a money 

launderer is mixing crypto funds with other types of money flows 

to obscure their source.

The impact of the new uS AML Act
These technology advances, meanwhile, are being reinforced by the 

new legislative reforms in the AMLA, which became law as part of a 

broader US defence spending package on 1 January 2021. The statute  

could lead to lasting changes in KYC compliance, greater visibility 

for regtech solutions, and reforms in how suspicious transaction 

reporting is used by law enforcement. The law requires FinCEN and 

other uS agencies to set up technology advisory panels and appoint 

people to lead innovation work. It requires heightened collaboration 

between FinCEN and the uS bank regulatory agencies to tighten the 

correlation between BSA compliance and actual crime prevention.

Another reform is a mandate for FinCEN to set up feedback mecha-

nisms with the industry. Today, banks file SARs and usually have 

no way to know whether the report is useful. This opacity makes it  

difficult for their systems to get ‘smarter’, and even hinders the ability  

of Machine Learning tools to gain accuracy. The creation of feed-

back loops has huge potential to cut down both on high rates of 

false positives and, again, on the false-negative scenarios in which 

crime goes undetected.

The market for vendors specialising in KYC will evolve further after 

the passage of AMLA. The new law requires companies to identify 

their ‘true owners’ directly to FinCEN, rather than to their financial 

institution, a provision that will create a centralised database showing 

the ‘beneficial ownership’ of businesses and will almost certainly 

spark more technology innovation.

Finally, AMLA also requires FinCEN to hire a BSA Innovation Officer 

and report to Congress on the use of emerging technologies, and 

instructs Treasury to study the impact of fintech on AML compliance.

The combination of emerging digital innovation and government 

mandates for better technology opens real possibilities for progress 

in the fight against financial crime.

https://regulationinnovation.org/
https://twitter.com/AIRinnovate
https://www.linkedin.com/company/alliance-for-innovative-regulation/
https://regulationinnovation.org/
https://www.americanbanker.com/news/banks-feel-more-pressure-to-upgrade-aml-tech-after-fincen-files
https://www.americanbanker.com/news/cryptocurrency-aml-software-vendor-elliptic-gets-23-million-in-funding


While the pandemic has driven many economic shocks around the 

world, regtech has thrived and has seen the appetite for the solutions’ 

growth, job creation, and experience significant new capital flowing 

into the sector. There has also been a shift in Government thinking 

around RegTech as it expands its remit beyond traditional financial 

services into other regulated industries.

RegTech themes in 2022
Founded in Australia, the third-largest RegTech hub in the world, The  

RegTech Association (RTA) has a growing global remit and presence 

with 150 member organisations. From discussions with our mem bers, 

going into 2022, we think the following themes will be continuing  

throughout the year:

1. The top risk areas addressed by RegTech in financial services will 

be Conduct Risk and AML/CTF and Sanctions Risk; 

2. Institutions will show a strong preference for buying rather than 

building solutions;

3. There will be a growing demand for the best in breed RegTech 

vendors to address each category of risk;

4. Increasing trust between supply and demand sides of the market, 

shortening of the sales cycle, and reduction in the time to value;

5. The pitch to win ratio from founders to institutions will be increasing;

6. More institutional (including corporate VC) and professional capital 

flowing in;

7. New demand from non-traditional sectors of RegTech (Energy, 

Telco);

8. The RegTech family will expand to include workforce management 

solutions and other new applications.

All in all, favourable investment conditions, growing recognition of new  

market segments as customers for RegTech, shortening of the sales 

cycles, increased education, and development of a common langu-

age by established RegTech taxonomies (like RTA’s), and access 

to a directory of vendors will be all assisting and enabling speedier 

commercial outcomes.

 

FinCrime spotlight across Asia and the globe
RegTech is often ‘born global’ and with good reason. Regulated 

entities operate in a global context and although regulation may 

vary by jurisdiction, global best practices tend to align, particularly 

among Tier 1 financial institutions. In the world of financial crime 

com pliance (FCC) where the Financial Action Task Force plays an 

overarching role, this is very much the case. Some key areas for 

focus in Asia, also playing out globally in 2022 include:

Customer experience/compliance ‘trade-off’ remains a challenge. 

FIs need cross-functional approaches to implementing technology ➔  

The RegTech Growth Corridor: 2022 Trends Spanning Asia and Across the World

The RegTech Association

Deborah Young is the founding CEO of the RegTech Association. She is passionate about building 
a community that accelerates the deployment of technology that drives productivity and superior 
consumer outcomes.

Deborah Young  CEO  The RegTech Association

Alex Ford is a Non-Exec Director of The RegTech Association and President of Encompass 
Corporation, North America. She partners with global FIs automating KYC.

Alex Ford  Non-Exec Director & Industry Expert  The RegTech Association
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Since establishing in 2017 as a non-profit, The RegTech Association’s (RTA) mission 
and vision have been to accelerate the adoption of RegTech and create a global centre 
of excellence. Founded in Australia, the third-largest RegTech hub in the world, the 
organisation has a growing global remit and presence with 150 member organisations.

regtech.org.au

ESG is a major theme – The financial services industry is seeing 

increasing public discourse around climate change, environment, 

social and governance (ESG), diversity, and inclusion (D&I), and 

corporate social responsibility (CSR). Governments and regulators 

are taking note and even proposing guidelines as well as regulations 

to address the various green initiatives. Investors and the public are 

increasingly demanding that companies identify climate-related 

risks in their financial results. ESG non-compliance will result in 

penalties on financial institutions that violate these new regulations, 

therefore requiring policies and processes to be in place, such 

as additional workflow processes and data sources among other 

measures.

Regulators continue to convene and engage FIs, fintech, and 

RegTech communities and facilitate conversation and innovation. 

For example, MAS’ Sandbox Plus is a recent enhancement enabling 

ongoing regulator and industry collaboration to raise awareness 

and understanding of how RegTech and fintech solutions can be  

utilised. Another example is The City of London Corporation/RegTech  

Associates report issued April 2021 and the Kalifa Review of uK 

Fintech issued Feb 2021 that are both calling for more active involve-

ment by regulators within the RegTech community, including actions 

to strengthen FI and RegTech partnerships. Innovate Finance has  

taken the initiative to convene a dialogue with their RegTech members  

to address the priorities raised in these reports, along with improving 

outreach to uK-based regulators. In the uSA, federal regulators, 

through their innovation teams, have also esta blished outreach 

programmes to better understand the latest techno logy trends that 

impact regulatory compliance issues. 

Overall, we predict significant growth during 2022 as Tier 1 and Tier 2 

financial services firms are turning their digital transformation efforts 

to RegTech to bring productivity and efficiency, helping their teams 

surface risks earlier and use these tools to make better business 

decisions while protecting consumers. Furthermore, we would expect 

that RegTech will be reasonably high on the agenda for Governments 

and regulators as they seek to reduce red tape, get faster access 

to transparent data, and safeguard the stability of their economies.

so their risk-based approach and resulting policies prove effective 

while leveraging tech to optimise customer experiences.

The sanctions landscape is shifting – existing sanctions on China 

and the evolving situation between Russia and ukraine require 

FIs operating globally to be prepared with risk assessments and 

their risk operations to adjust and respond with agility as new 

requirements become clear.

Perpetual KYC (pKYC)/event-based KYC is an evolving picture 

with varying levels of maturity across financial institutions across 

the globe and even within FIs across divisions. The retail/consumer 

challenges with ID+V are varied and different from the complex 

world of corporate KYC which demands a more sophisticated 

architecture and integrated internal and external systems.

Tech-first approaches dominate strategy – unsustainable, ongoing  

investment in processes that depend on people are being re- 

examined in favour of ‘tech-first’ strategies. Today’s investments in 

infrastructure reduce tomorrow’s customer friction while eliminating 

inhibitors to cost and scale. FIs are using digital transformation 

initiatives as an opportunity to review old ways and simultaneously 

uplift compliance.

Crypto and MSBs continue to be in the spotlight. This means that  

customer due diligence on those parties transacting via these plat-

forms requires further investigation given the increased risk profile 

when dealing with non-fiat-based digital currencies. As crypto is  

not a central bank-issued currency, the value of crypto has increased  

exponentially and as the popularity of crypto grows as an investment 

class, governments and regulators are increasingly concerned 

over the potential impact on monetary policy and risk of money 

laundering when using crypto.

Convergence of traditional data teams, MDM, and FinCrime 

objectives - ‘Having the data is not enough’ – ensuring it’s the right 

data, it’s current, it’s independent, and that it can be fully leveraged 

across multiple systems and processes remains a challenge.

https://regtech.org.au/
https://regtech.org.au/


The Benefits of Industry Collaboration

‘Collaboration between the public and private sectors is essential if we are  
to reduce economic crime. The public sector needs more investment in both  
people and technology and the regulators need to drive the private sector to  
adopt technology to reduce the manpower burden and make their human  
processes more effective.’  

Jane Jee, The Payments Association
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How big an issue is financial crime? 
Financial crime is very much a hot topic at present. The pandemic 

has accelerated the move to online and the digitisation of services 

and greatly increased the opportunities for fraud and cybercrime. 

Patterns of crime have changed recently: the Office of National 

Statistics reported in January 2022 that ‘Estimates from the Crime  

Survey for England and Wales (CSEW) for the year ending September  

2021 compared with the pre-coronavirus year ending September 

2019 show: a 14% increase in total crime, driven by a 47% increase 

in fraud and computer misuse’. The true extent of fraud is difficult 

to quantify: we know that fraud is greatly underreported – it is 

estimated that presently, only around 15% of victims report being 

defrauded either to the police or Action Fraud.

On 10 February 2022, a parliamentary report was published entitled 

‘Economic crime in the UK: a multi-billion-pound problem’. That 

report states that ‘The precise scale of economic crime in the uK is 

unknown, but it could run to tens or hundreds of billions of pounds 

per year’. The fact that we cannot quantify accurately, in monetary 

terms, the extent of the harm and costs that financial crime causes 

should not be a deterrent to efforts to reduce the incidence.

Action Fraud launched 110 investigations related to online fraud in  

2021 with account takeover being the most common one. This figure  

was revealed through a Freedom of Information (FOI) Request 

submitted to the City of London Police (CoLP) by Money Marketing 

on 11 January 2022. The most common category of online fraud 

was account takeover. It was followed by identity fraud, bank card 

fraud, click fraud and domain name scams.

The harm caused by economic crime is widespread; the conse-

quences are felt well beyond financial loss and the economic well-

being of society. We all want to live in a fair and just society and, 

if economic and financial crimes are not prevented, people begin 

to feel increasingly resentful and lose trust in the government and 

each other.

The Treasury Committee on economic crime 
On 2 February 2022, the Treasury Committee called for additional 

Government action to combat fraud and scammers as it published 

its long-awaited report on economic crime. The report states that 

‘economic crime seems not to be a priority for law enforcement. 

The number of agencies responsible for fighting economic crime 

and fraud is bewildering’. 

In a series of recommendations, the report calls for law enforcement 

to be appropriately resourced to tackle the scale of the problem, 

for the Government to consider whether a single law enforcement 

agency with a clear responsibility to fight economic crime would 

be more effective and for proper regulation to be introduced to 

protect consumers from fraud and money laundering in the crypto 

asset industry.

The Committee also advocated higher company formation fees and 

Companies House reform to prevent fraudsters from hiding their 

identities behind uK businesses to launder money and conduct 

crime and pushes for the Government to set out the legislation it is 

currently working on in an Economic Crime Bill. ➔

Fellow of the International Compliance Association, Jane has broad experience in all types 
of payments and has undertaken a broad range of legal and compliance work for a variety of 
companies. In 2014 Jane obtained a Post Graduate Diploma in Governance, Risk, and Compliance 
from the International Compliance Association (ICA) and is a Fellow there. Jane was CEO at 
Kompli-Global and is the lead at Project Financial Crime for the Payments Association. 

Since 1 October 2021, Jane has been a freelance consultant specialising in anti-money laundering 
and fraud prevention.
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Why Aren’t We - the Good Guys - Currently Winning the ‘War against Financial Crime’?
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In common with many commentators in this field, the Committee 

also acknowledges the huge and constantly evolving challenge of 

economic crime and acknowledges that there is no ‘silver bullet’ 

solution.

What can be done to stem the rising tide of financial 
crime? 
Whilst there is no silver bullet, there is also widespread agreement 

that new technologies will play a crucial role in reducing financial 

crime. The last decade has seen an explosion in financial technology 

across all sectors including insurance, payments, and banking. 

These technologies are already helping companies to automate 

processes, improve their services, and onboard more customers. 

Digital transformation and the move online by customers have 

created many more data points that companies can use to better 

understand how their customers handle money – how they receive, 

move, and spend it. 

What are the barriers to preventing financial crime? 
The reasons for our failure as a country to achieve success in the 

battle against financial crime are highly complex and interrelated. 

On the one hand, criminals are using increasingly sophisticated 

methods; they manage to own and control payment institutions, 

gaming operators, card issuers, and precious metals and stones 

dealers. Criminals can, and do, exploit the latest technology. Nor 

are they constrained by geographical boundaries or concerns about 

breaking laws, least of all data privacy, as they ruthlessly mine 

the loopholes in data security. On the other hand, some regulated 

entities are complicit - wittingly or unwittingly – in enabling financial 

crime. The supervision of all regulated entities - not only financial 

institutions but also solicitors and accountants etc. – needs to be 

improved as the Treasury Committee makes clear. ‘We recommend 

that the review (by the Treasury of AML supervision) should not shy 

away from considering radical reforms, including a move away from 

the self-regulatory model and the creation of a new supervisory 

body, potentially independent of the FCA.’

We know that a huge sum of money is expended by both the public 

and especially the private sector in trying to reduce financial crime. 

However, underpinning all other issues is a sense that the balance 

between what the public sector does, versus the burden currently 

placed on the private sector, is not fair. A huge amount of regulation 

has been imposed and will continue to be imposed, upon the private 

sector at enormous cost to businesses and the public at large.  

No single public sector entity is concerned with reducing this burden 

or these costs hence the Treasury’s call for a single government 

entity to be responsible. 

While regulation has prevented some financial crime, it has also 

driven criminals to become more adept and it is nowhere near as 

effective as those in the public sector, responsible for imposing it, 

hoped it would be. AML Regulation must be improved, and we hope 

the current Treasury review can achieve some of what is required. 

The Treasury is analysing feedback from 2 consultations and is 

committed to publishing a full review report by 26 June 2022. 

Not all is negative in the fightback - numerous public sector 

committees do sterling work such as JMLIT and JMLSG, and the 

Joint Fraud Taskforce etc. although their membership rarely includes 

any regtech representatives. There seems to be a fear that criminals 

may infiltrate such bodies but that is not a reason to exclude those 

who know about and can explain, how technology can help.

One irony is that the public sector has not been obliged to abide by 

the anti-financial crime laws it so happily imposed upon the private 

sector. The huge number of loans and grants that the public sector 

issued to those committing fraud could have been prevented by 

better due diligence. Government backing for loans meant those 

businesses granting them did not feel concerned about the rigour 

of their due diligence.

Anyone reading the LinkedIn posts about the lack of checks for new 

companies can only cringe at the laissez-faire approach. Companies 

House reform is long overdue: as the Treasury Committee made 

clear reform of Companies House is essential if uK companies 

are no longer to be used to launder money and conduct economic 

crime. 

Collaboration between the public and private sectors is essential 

if we are to reduce economic crime. The public sector needs more 

investment in both people and technology and the regulators 

need to drive the private sector to adopt technology to reduce the 

manpower burden and make their human processes more effective. 

Which technologies should be adopted? 
Given how important accessing and using the right data is to reduce 

financial crime, AI and machine learning can do much of the heavy 

lifting when it comes to sifting and sorting relevant data. ➔

https://www.gov.uk/government/consultations/call-for-evidence-review-of-the-uks-amlctf-regulatory-and-supervisory-regime
https://www.gov.uk/government/consultations/call-for-evidence-review-of-the-uks-amlctf-regulatory-and-supervisory-regime
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The Payments Association (previously the Emerging Payments Association or EPA) is 
a community for all companies in payments, whatever their size, capability, location, or 
regulatory status. Its purpose is to empower the most influential community in payments, 
where the connections, collaboration and learning shape an industry that works for all.

thepaymentsassociation.org

These aids can free up analysts’ time so they can make the best use 

of their skills and judgement, and we know that upskilling such staff 

is vital to identify patterns and activities which signal financial crime. 

For their part, regulators can recommend types of technology– 

eg real-time data, knowledge graphs, and some types of artificial 

intelligence but they cannot recommend any specific proprietary 

technology. Again, the words ‘we support regtech’ come cheap 

especially when many deserving companies will not get the backing 

they deserve. The market incumbents who for example, provide 

data to the banks, retain their position; no one ever got fired for 

using them and supervisors rarely encourage better data sources. 

In other words, there is no incentive to use better data and/or new 

technologies, only a fear of being fined, if not by the FCA or HMRC 

then possibly by the ICO. 

Conclusion 
The current pressure to improve the legislation and regulator and 

law enforcement actions to prevent financial crime gives us hope 

and a reason to be optimistic for the future. Standards in anti-

financial crime are being driven up: in January the FCA published 

a webpage containing guidance on how FCA-authorised firms 

should consider and demonstrate the competence and capability of 

prospective heads of compliance and money-laundering reporting 

officers (MLROs) before seeking FCA approval for such individuals 

to perform the senior management functions of compliance 

oversight (SMF16) and MLRO (SMF17). Despite the huge cost 

in money and manpower, the FCA is exploring further use of its 

criminal powers that led to a landmark conviction of NatWest in 

December 2021.

Although the public sector – law enforcement and regulators - 

have been slow to acknowledge the value of anti-financial crime 

technologies and encourage their use, this attitude is gradually 

changing especially when they see the value of the technology 

helping them fulfil their own supervisory role.

In the Autumn 2021 Budget, the Government announced it would 

introduce a new levy to raise approximately GBP 100 million per 

year to help fund anti-money laundering and economic crime 

reforms. The Treasury Committee which reported in February said 

‘We welcome the Government’s undertaking to be accountable 

for spending the money raised by the Economic Crime Levy in the 

way in which it is intended. We recommend that the Government 

publishes an annual account of its spending on economic crime, 

including an account of how the yield from the Economic Crime 

Levy has been spent, and an evaluation of its effectiveness’. 

They added a cautionary note ‘Given the scale of the problem and 

the speed at which it is growing, we remain to be convinced that 

this extra resource [the Levy] will enable a sufficient response in 

the absence of a substantial reform of the anti-fraud infrastructure’. 

We need greater impetus and speed in making changes if we are 

to catch up with criminal behaviour, let alone overcome it. If the 

Treasury Committee’s recommendations are actioned promptly, we 

can expect a significant bolstering of the UK’s anti-financial crime 

capability and a long-awaited reduction in financial crime. 

https://thepaymentsassociation.org/
https://thepaymentsassociation.org/
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Investigative journalism is not as easy as one might think, beyond 

the many well-known consequences that it might have, for example 

for someone’s personal life. Also, even in times of new legislation 

around whistleblowing and far-reaching compliance and 

transparency. One would think that this legislation would support 

investigative journalism even more than in previous times, right? 

But a recent example shows quite the opposite.

The Dutch union NCF filed a police report against investigative 

broadcast Boos (literally translated as Angry) in the case of this 

childcare benefits scandal because Boos asked for the names 

of the officials involved who misbehaved. As far as we (the public) 

know, the team of Boos did not violate any laws and were just doing 

their job. We’ll have to wait and see what will happen next.

Now, I know from up close how some solid and highly valued 

investigative journalists from all around the globe deal with their 

more than sensitive job, for example, because of my relations 

with the Risk & Compliance Platform Europe. Also, I have been 

following different stories myself, for example around financial crime 

and AML. Of course, I would never pretend to be a true, full-time 

investigative journalist myself. I just made sure that some voices of 

victims who suffered from big trading scams and others were heard. 

Because here’s the thing: I create my path and change the world 

through vision and storytelling. That’s my purpose, not just being 

a media professional with a strong focus on journalism and a 

corporate consultant but being a whistleblower myself – namely 

around breaking open closed-up communities. This topic has 

massive global urgency, as children’s and human rights breaches 

continue to take place on a sustaining basis, while some closed-up 

communities continue to grow and move around the globe. Those 

community leaders do so to hold on to their power structures and 

rules, instead of complying with the generally applicable laws and 

legislations. I have discussed my work as a whistleblower in my 

TED talk.

So, as a whistleblower in support of investigative journalism and 

qualitative reputation and stakeholder management, I do notice that 

more and more cases with a lack of morals, ethics, and integrity 

are being discussed in the public debate. Greenwashing, Me Too, 

corruption, exclusion, opportunism in the broadest sense and so 

much more; it seems that more and more of us are finally willing 

to act on our enhanced awareness, by standing for what is right, 

even when there are consequences for going against the existing 

power structures. 

Yet progress is fragile. Change needs to continue as this report 

will come out and long after. Let’s hope that this will just be the 

beginning of a new phase, in which a lack of morals, ethics, and 

integrity will no longer be possible, in which bravery and zero 

tolerance towards inhumane practices will be the norm and in which 

women will take a major role in solving the largest issues of our time. 

Yes – women specifically. ➔

Dina-Perla is a speaker and the author of the biography Exodus from the lighthouse, Shadow behind 
and face towards the sun. She speaks and writes about what she calls living gracefully, namely 
integrity, mind building and personal growth, also in the business world. Dina-Perla loves storytelling, 
especially sharing personal tales that break taboos. 

Dina-Perla Portnaar  Speaker, Author

The Role of Investigative Journalism in Supporting the Fight against Financial Crime

Dina-Perla Portnaar

https://whistleblowingmonitor.eu/
https://whistleblowingmonitor.eu/
https://en.wikipedia.org/wiki/Dutch_childcare_benefits_scandal
https://www.riskcompliance.biz/?s=dina-perla
https://www.youtube.com/watch?v=8W37m3-ytdk&list=PLQXJI3Q38phl8MTMzLwjmRttow7j5PlD1
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Nothing is worth losing our integrity and humanity for. Welcome to The Integrity Talks. Sharing thoughts, from a variety 
of closed-up communities to all sorts of business ecosystems and from individual and autonomous choices to joint risk, 
governance, or compliance agreements. The Integrity Talks connects reputation management to wellbeing and integrity 
when working on top-level consultancy programs. Posts are in English, Dutch, and French.

theintegritytalks.com

As a true freethinker due to my own early life experiences within a 

closed-up community in Amsterdam, the Netherlands (as an artist 

being included in the ‘Freethinkers exhibition’ in the Amsterdams 

Museum called ‘From Spinoza until now’), I have never been 

able to observe injustice and stay unaffected, silent, and passive.  

And boy have I seen some issues, a lot in the domain of reputation 

and stakeholder management mind you; matters that could never 

align with my values. Again, here’s the thing: ‘lived with integrity’ 

will be stated on my gravestone. To me, integrity means holding 

on to your inner compass. Also, it is your attitude and behaviour 

towards others when you are not around them – even your thoughts 

about them. 

Though the sentiment of progress, through investigative journalism 

and a speaking-up culture can be noticed, all those smaller day-to-

day and interpersonal choices can be discussed even more, also 

in the financial sector. We still don’t talk, well not enough, within 

the sealed ecosystems of the business world, in which different 

interests and power structures play a role. When we talk, we do so 

about our successes and celebrations mostly, to enhance reputation 

and stakeholder management. The ethical barometer of Marianne 

Jennings is an example of how to make those smaller day-to-day 

and interpersonal choices go badly more concrete.

This brings me to the monthly ‘I f*cked up meeting’ phenomenon 

that some daring and avant-garde business ecosystems have in 

place. It allows people to share their mistakes, vulnerabilities, or any 

other pain points with each other and to learn. It allows people to 

completely be transparent and to exclude opportunistic probabilities 

of a lack of morals, ethics, and integrity a bit more. 

That is why I started The Integrity Talks: to discuss integrity from all 

angles and in a multidisciplinary manner through video recordings. 

The conversations are low-key, like those ‘I f*cked up gatherings’, all 

while working on wellbeing and reputation/stakeholder management 

constructively. 

There’s a lot of hand-wringing going on about the death of journalism 

and particularly the death of investigative journalism. What I see is 

that there is more need than ever to have experienced information 

processors - people who can look through this mass of data ~ 

Heather Brooke

 

https://www.theintegritytalks.com/
https://www.theintegritytalks.com/freethinkers-from-spinoza-until-now-dina-perla/
https://www.theintegritytalks.com/the-ethical-barometer-by-marianne-jennings-dina-perla/
https://www.theintegritytalks.com/the-ethical-barometer-by-marianne-jennings-dina-perla/
https://www.youtube.com/c/TheIntegrityTalks/playlists
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‘The same technology that is transforming finance in the digital age is also  
transforming financial regulation. Digitisation is opening the ability for both  
regulators and industry risk managers to access vast volumes of information.  
It is simultaneously enabling them to analyse this new data with algorithmic  
tools that did not exist until recently. This wave of technology change has led  
to the rise of fintech and, following in its wake, the emergence of Regulatory  
Technology, or regtech.’  

Jo Ann Barefoot, Alliance for Innovative Regulation
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An internationally-recognised thought leader in digital identity and 

financial services, UK-based, holds a speech for the Colombia 

Fintech Association. The payment is blocked when the organisers 

try to pay him, though both parties are respected entities.

Bradford jeweller, Fowler Oldfield’s predicted annual turnover was 

GBP 15 million when first taken on as a client by NatWest in 2011. 

However, over the next five years, Oldfield deposited GBP 365 

million with the bank, including GBP 264 million in cash, some of 

which were brought into a branch in bin bags. 

Therefore, it seems that law-abiding citizens are getting blocked 

from accessing the financial services system, while nefarious actors 

such as terrorists, money launderers, drug dealers, or corrupt 

politicians are getting inside. How is this happening? The money 

laundering/terrorist financing regime is virtually non-effective in 

disrupting illicit finances and serious crime, with the Financial Action 

Task Force (FATF) identification guidelines and practices resulting 

in a ‘largely bureaucratic’ process that does not guarantee that 

identity fraud will be prevented effectively. Moreover, the current 

enterprise-wide risk assessment is too prescriptive and less agile 

than is required in the current business environment. 

On the other hand, compliance costs for banks and other businesses 

could be more than 100 times higher than the amount of laundered 

loot seized and it has been found that worldwide spending on AML 

and Sanctions compliance by financial institutions exceeds USD 

180 bln annually. In Britain for instance, the authorities have 

received more than 50,000 reports of potential misuse of its ‘Bounce 

Back Loans’ and furlough schemes.

We cannot conclude but quote financial-crime expert Ronald Pol 

that the global AML system could be ‘the world’s least effective 

policy experiment’.

But not all is gloom and doom. At the other end of the spectrum, we 

are living in a world of data science, machine learning, and artificial 

intelligence (AI) that could detect any anomaly in real-time. Digital 

KYC and AML solutions can automate processes and eliminate 

manual and paperwork. Plus, they enable businesses to establish 

customer identities, categorise them by risk profile, and monitor 

their transactional behaviour for suspicious activity before nefarious 

actors can convert illegal funds or move them into the legitimate 

financial system. By coupling these solutions with expertise coming 

from skilled financial crime fighters, dedicated associations, private 

and public partnerships, as well as numerous regtechs that have 

started to take seriously on illicit finance, we could create a faster, 

more cost-effective, and more transparent approach to our global 

AML system.

As regtechs and fraud prevention companies play a crucial role 

in fighting financial crime, it makes a lot of sense to discuss what 

happened in this space in 2021 and try to envisage what is coming up 

next. So, let’s discuss the reasoning behind these investments, what 

were some of these investments, M&As, and hot companies to watch 

out for in different geographies – Europe, Americas, and Asia. ➔

Mirela Ciobanu is a Senior Editor at The Paypers and has been actively involved in drafting 
industry reports, carrying out interviews, and writing about innovation in payments and fintech. 
She is passionate about finding the latest news on AI, crypto, blockchain, DeFi and she is an 
active advocate of the need to keep our online data/presence protected. Mirela has a bachelor’s 
degree in English language and holds a master’s degree in Marketing. 
She can be reached at mirelac@thepaypers.com or via LinkedIn.

Mirela Ciobanu  Senior Editor  The Paypers

Regtech M&As. Taking on the Global War of Money Laundering

Mirela Ciobanu

https://www.youtube.com/watch?v=jXSA_vfNoAE
https://www.youtube.com/watch?v=jXSA_vfNoAE
https://www.thetelegraphandargus.co.uk/news/19781518.natwest-hit-264m-fine-case-linked-bradford-jeweller-fowler-oldfield/
https://www.thetelegraphandargus.co.uk/news/19781518.natwest-hit-264m-fine-case-linked-bradford-jeweller-fowler-oldfield/
https://ewnews.com/op-ed-how-effective-are-aml-ctf-regimes
https://ewnews.com/op-ed-how-effective-are-aml-ctf-regimes
https://www.prnewswire.com/news-releases/financial-services-firms-spend-180-9-billion-on-financial-crime-compliance-according-to-lexisnexis-risk-solutions-global-study-301036194.html
https://www.prnewswire.com/news-releases/financial-services-firms-spend-180-9-billion-on-financial-crime-compliance-according-to-lexisnexis-risk-solutions-global-study-301036194.html
https://mobile.twitter.com/chris_skinner/status/1382362982466908163?lang=bg
https://www.forbes.com/sites/davidbirch/2021/05/03/im-anti-the-anti-money-laundering--rules/
mailto:mirelac%40thepaypers.com%20?subject=
https://www.linkedin.com/in/mirela-c-33781741/
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Regtech (regulatory technology) investment more 
than doubled in 2021
Investment in the regtech sector more than doubled year on year 

to hit USD 18.9 billion in 2021, beating the previous high of USD 

7.8 bln set in 2020. The huge investment growth was driven by 61 

deals valued at uSD 100 million or more, compared to just 24 such 

transactions recorded in 2020. The biggest deal so far in 2021, in 

terms of companies servicing the financial sector, was completed 

by US-based identity platform Acuant, bought by uK-based 

fraud prevention company GBG for USD 736 million to expand 

into the uS.

What drives investments and M&As in regtechs and  
fraud prevention companies?
1.  Taking advantage of the new complex regulations – remote KYC, 

GDPR, data privacy, etc.

Customers who reported a better-than-expected compliance 

onboarding experience were much more likely to remain loyal, 

according to RegTech Associates, a uK-based research 

company. This enhanced experience of compliance onboarding 

leads customers more likely to recommend their provider, more 

likely to buy more products, less likely to make a complaint, and 

also less likely to switch providers.

2. Adoption of digital channels and rise of virtual KYC that demand 

new technology.

92% of firms said that the pandemic has positively impacted the 

adoption of cloud-based products, according to a survey conducted  

by ClauseMatch. The most dominant trend throughout the 

pande mic was the increase in remote compliance, with 92% 

of organisations shifting to a remote working model during the 

pande mic. Because of this, many employees have turned to 

unmonitored communication apps such as WhatsApp to share 

sensitive information. Plus, the pandemic has caused a rise in 

virtual Know Your Customer (KYC) checks.

3. Increased use of AI to fight fraud, while solving and bringing 

efficiency to outdated compliance processes – hence partnering 

with an AI provider.

A recent blog post by OneSpan has underlined five key trends 

that the industry should watch out for in 2022 in the security and 

fraud detection space and why they will be important. Besides 

the growth of digital identity initiatives and keeping an eye on 

security measures and fraud prevention for embedded finance 

offerings, the final trend outlined by OneSpan is that AI will lead 

the regulatory agenda in 2022. One of their surveys revealed that 

32% of FIs are putting AI in place to comply with regulations, 

implying that policies and legislation about the use of AI will lead 

to regulations in 2022 and beyond.

4. The good guys getting together to fight the bad guys.

In an age where more and more people are moving online, the  

importance of security and fraud detection has expanded drama-

tically. Phishing, social engineering, identity theft, ransomware, 

ATO, APP fraud, and other types of fraud have soared during 

the COVID-19 crisis, as millions of people have been working 

from home. Thus, one solution for businesses to take on these 

threats and up their game is to enhance their capabilities by 

joining forces with other players in the industry.

5. The emerging types of fraud and the need for blockchain analytics 

solutions to fight them. 

The mystery and newness of crypto make scams related to this new 

type of asset highly appealing to fraudsters. Australian Federal  

Police reported a 172% rise in cryptocurrency scams from 

January to November 2021. Fraudsters lure victims into get-rich-

quick schemes using social engineering tactics to target their 

victims’ lifestyles or demographics. Fraudsters will use high-

pressure tactics to convince victims that a once-in-a-lifetime, low-

risk high-reward opportunity is available to them. Cryptocurrency 

scams are becoming increasingly popular with fraudsters for these 

types of schemes, notably in the Asia-Pacific region. Moreover, 

the regulatory demand around cryptocurrencies and the 

addition of digital currency products might escalate the regtech 

demand, plus the need for blockchain analytics companies.

6. Early-stage funding.

Even if investments in the top 10 most valuable firms alone hit 

over uSD 5 billion in 2021, early-stage funding was also strong, 

suggesting that the market has yet to consolidate. If we look 

beyond the huge funding numbers, the regtech sector saw strong 

levels of deal activity at the early-stage segment of the market 

with 348 deals under uSD 50 million recorded in 2021, a growth 

of 12.9% YoY. ➔

http://to hit USD 18.9 billion in 2021
https://member.fintech.global/2022/01/12/regtech-funding-more-than-doubled-in-2021-led-by-large-cybersecurity-deals/
https://member.fintech.global/2022/01/12/regtech-funding-more-than-doubled-in-2021-led-by-large-cybersecurity-deals/
https://thepaypers.com/digital-identity-security-online-fraud/gbg-to-acquire-identity-platform-acuant--1252941
https://thepaypers.com/digital-identity-security-online-fraud/gbg-to-acquire-identity-platform-acuant--1252941
https://thepaypers.com/payments-general/new-research-reveals-role-of-kyc-compliance--1251743
https://thepaypers.com/digital-identity-security-online-fraud/financial-institutions-to-accelerate-spending-in-regtech-clausematch-survey-shows--1250685
https://member.regtechanalyst.com/security-and-fraud-detection-trends-to-watch-out-for-in-2022/
https://www.eba.europa.eu/eba-report-identifies-key-challenges-roll-out-big-data-and-advanced-analytics
https://www.eba.europa.eu/eba-report-identifies-key-challenges-roll-out-big-data-and-advanced-analytics
https://www2.deloitte.com/ch/en/pages/financial-advisory/articles/covid-19-operating-in-the-new-normal-fraud-risk.html
https://www2.deloitte.com/ch/en/pages/financial-advisory/articles/covid-19-operating-in-the-new-normal-fraud-risk.html
https://feedzai.com/blog/these-fraud-trends-will-shape-2022/
https://feedzai.com/blog/these-fraud-trends-will-shape-2022/
https://www.financemagnates.com/fintech/is-2022-going-to-be-the-year-of-the-regtech/
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7. using your talent to help others in your community.

Another investment driver is Frances Zelazny’s reason to found 

Anonybit, a company that develops decentralised biometrics, 

which is to do with what you are passionate about and bringing 

your input to society. ‘The time has come for me to step into the 

founder role and bring my passion and know-how into a space 

that I know intimately well and to address how our data is stored and 

managed.’, says Frances. So, we need strong and good passio nate 

people, especially in the fraud prevention space, we need people 

who sense ‘how precious our identity is and what an awesome 

responsibility the industry at large has to put safeguards in place 

to protect the data that was being collected and analysed by our 

customers’.

Regions where regtech exploded
Most of the M&As activity continues to take place in big technology 

and innovation centres or major financial services hubs located in 

London, San Francisco, and New York battling for the top spot. In 

2020, London recorded the most deals with 33 transactions, while 

the other two cities saw 25 and 29 funding rounds, respectively.

In 2021, New York drew level with London at the top spot as regtech 

companies based in the two major cities completed 39 transactions 

each. With a strong financial services sector and the natural first 

step to expand into the US for many European companies, New York  

is fostering a strong regtech ecosystem. Interestingly, Tel Aviv was 

the only city outside of the uS and uK to record more than 10 regtech  

deals in 2021. The city is home to Cappitech, a regulatory reporting 

company acquired in January 2021 by IHS Markit, and Cobwebs 

Technologies, an anti-money laundering intelligence solution, which 

were both recognised as regtech100 companies previously. The 

largest deal this year was raised by Aqua Security, a cybersecurity 

platform, which completed a USD 135m Series E round in March 

2021.

Overall, it seems that the regtech space is filled with opportunities, 

as for the last few months we have witnessed a sharp rise in spen-

ding on regulatory solutions, due to changes in working practices, 

the rise of (emerging types) fraud, market consolidation, tapping 

into new markets and technologies. And we cannot conclude by 

wondering as Amy Gavin, Senior Strategist at 11:FS ‘I don’t think 

the investing trend will go away. I think people are quite hooked 

on it now. And that will continue but I think it will be about - can 

these firms that did get that huge growth…can they retain those 

customers, that new generation?’. It remains to be seen.

Next, we depict the big players in regtech and IDV (identity verifi-

cation) providers in Europe, the Americas, and Asia, along with 

companies and industry unicorns with high potential to watch and 

make our bets for the whole of the 2022 year.

Stay tuned.

https://www.linkedin.com/pulse/why-anonybit-now-frances-zelazny/?trackingId=sXAkLcRkSK%2BaYPUHImV6PQ%3D%3D
https://www.linkedin.com/pulse/why-anonybit-now-frances-zelazny/?trackingId=sXAkLcRkSK%2BaYPUHImV6PQ%3D%3D
https://member.fintech.global/2021/07/21/global-regtech-investment-continues-to-set-records-in-2021-fueled-by-larger-deals/
https://www.finextra.com/pressarticle/85645/ihs-markit-acquires-regtech-vendor-cappitech
https://cobwebs.com/
https://cobwebs.com/
https://www.aquasec.com/customers/
https://www.aquasec.com/news/aqua-security-announces-135-million-in-series-e-funding-at-a-1-billion-valuation/
https://info.11fs.com/hubfs/Pulse%20report%202022/11fs-pulse-report-2022.pdf?utm_campaign=Pulse%20Report%202022&utm_medium=email&_hsmi=201294032&_hsenc=p2ANqtz--CJiAPxjIN9qYCbJxWe6wQNImgz2MfhtS3TjszgCXEtF8t6WcDNLpmTPVT99AFSmt_qrqia_PhPgxK5-9B5t-yzltk0Q&utm_content=201294032&utm_source=hs_email
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Key Solution Providers Featured in the Financial 
Crime and Fraud Report 2022

Fraud and financial crime hub – decisioning platform Transaction fraud

Financial crime data provider and intelligence

ATM fraudAccount fraud

AML transaction monitoring
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Digital identity service provider

KYC remediation

Authentication

KYC / CDD

Identity verification

Key Solution Providers Featured in the Financial 
Crime and Fraud Report 2022

proov

proov

proov
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‘Every company with a payments component faces the same problem: 

the momentum-killing wait time between when the customer transfers 

money to your platform and when they can use that money on your 

service to transact’ Angela Strange, General Partner at Andreessen 

Horowitz, a private American venture capital firm.

Consumers expect transactions to happen anytime, anywhere, real-

time, without thinking about all the processes behind them. But for a 

financial institution, this ‘simple’ task translates into many aspects. 

Let’s name but a few: transaction authorisation, settlement, security, 

compliance, user experience, etc. which leads us to questions 

like: how can we trust the other person we are transacting with? 

How do you spot payment anomalies? Is the transaction compliant 

with AML regulations? What solution or with what provider should 

I partner to solve fraud and security issues associated with my 

transactions, while staying compliant? 

Over the next articles, we will be presenting companies that deal 

with detecting and preventing fraud, onboarding customers, 

and monitoring transactions. Plus, we will be revealing what is 

influencing the speed of growth of the regtech and identity 

verification (IDV) industry and lastly the promising players to watch 

for across Europe, the uK, North America, and Asia. In this article, 

we are going to explore regulatory trends in Europe and the UK 

and the potential regtech unicorns and IDV kings that enable 

high-growth firms/fintechs/banks to build effective compliance 

programmes and manage fraud in these regions. 

The uK
With companies in the uK completing more than half of all 

investment and M&As transactions in regtech in the region to date, 

the European regtech industry has been heavily dominated by 

the uK. The Kalifa Review of UK Fintech, published in February 

2021, spurred this activity because it focused on retaining fintech 

businesses in the uK beyond the startup stage, aiming to create 

more homegrown global champions. The Review recommended 

several changes to the uK Listing Rules amid concerns over the 

uK’s declining status as a venue of choice for global IPOs, following 

Brexit. These included removing restrictions on certain dual-class 

share structures and reducing the proportion of shares required to 

be in public hands. Both measures were intended to favour founder-

led companies, by allowing founders to retain a greater degree of 

control after a floatation. The recommendations were echoed in 

Lord Hill’s UK Listings Review, which was published around the 

same time. Another British initiative that might stimulate regtech 

adoption is FCA’s letters to all UK financial institutions, warning 

them about the obligation to register, track, and trace ultimate 

Beneficial Owners (UBOs). The purpose of this initiative is to put 

an end to Russian criminals using the British financial system to 

their advantage. 

Europe
Regtech companies across the channel have also increasingly 

attracted attention from investors. In 2021 the European regtech 

ecosystem outside the uK recorded some uSD 200 mln+ deals, 

including Collibra, Belgian data security and compliance 

platform, announcing it raised uSD 250 mln in November 2021. 

Overall, companies on the mainland raised USD 910.9 mln, 

registering a growth of 31.2% compared to 2020. The growth in 

the M&As and investments activity in Europe has been influenced 

by the European legislative landscape, not only by local initiatives, 

payments digitalisation, increased use of remote identification 

processes, etc.

Regional regulatory trends – AML, Crypto, AI, BNPL, 
ESG
Successive anti-money-laundering directives (AMLDs) are 

the backbone of the EU regulatory framework around AML/

CFT. On 20 July 2021, the European Commission presented a 

package of legislative proposals that aim to prevent the use of 

the financial system for money laundering or terrorist financing. 

This can be achieved by an EU ‘single rulebook’ on AML/CFT and 

an EU regulatory framework on AML/CFT that keeps in step with 

technological innovations and related new forms of crime. ➔

UK’s and Europe’s Regtech Unicorns and Hot Identity Verification Providers to Watch 

The Paypers, Mirela Ciobanu, Senior Editor

https://www.bloomberg.com/press-releases/2022-02-10/sardine-closes-19-5-million-in-series-a-funding-from-andreessen-horowitz-and-nyca-as-it-sets-a-new-standard-in-fraud
https://www.linklaters.com/en/insights/blogs/fintechlinks/2022/january/the-kalifa-review-of-uk-fintech-one-year-on
https://www.gov.uk/government/publications/uk-listings-review
https://www.finextra.com/blogposting/22008/fca-warns-uk-financial-institutions-of-ubo-adherence
https://www.collibra.com/us/en/company/newsroom/press-releases/collibra-raises--250-million-in-funding-round-led-by-sequoia-cap
https://www.collibra.com/us/en/company/newsroom/press-releases/collibra-raises--250-million-in-funding-round-led-by-sequoia-cap
https://www.linkedin.com/posts/fintech-global_fintech-regtech-research-activity-6894223204198551552-aP-E/
https://www.linkedin.com/posts/fintech-global_fintech-regtech-research-activity-6894223204198551552-aP-E/
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Therefore, the AML/CFT landscape in the EU will continue to pro-

gress. The most significant change expected in 2022 is the potential 

adoption of four legislative proposals that would strengthen AML/CFT 

regulations within the region through specific actions to be taken:

• the creation of a new anti-money laundering authority (AMLA) that 

will oversee AML/CFT efforts across the entire region;

• the establishment of a new Sixth Anti-Money Laundering Directive 

(6AMLD) on mechanisms that Eu member states must implement 

or clarify to prevent money laundering and terrorist financing;

• the development of an Eu-wide master rulebook, which will not 

need to be transposed into national law by each member state. 

Instead, it will be directly imposed across the bloc. 

• the update of regulations regarding funds transfers to bring VASPs 

(Virtual Asset Service Providers) into the scope and incorporate 

travel rule changes.

The Eu countries must issue their regulatory requirements for 

crypto assets following some overarching guidelines. Thus, three 

regulatory initiatives compelled European countries in the last few 

years to implement regulations at the local level:

• the guidance for virtual asset service providers (VASPs) 

published by the intergovernmental Financial Action Task Force 

(FATF) in 2019;

• AMLD5, an anti-money laundering directive issued by the 

European union that required VASPs to register with their local 

government. AMLD5 came into effect in 2020, and as with all EU 

directives, it laid out a goal that Eu countries had to achieve but 

left it up to individual countries to create and implement their laws.

• the European Commission’s Regulation of Markets in Crypto-

assets (MiCA) is a regulatory framework developed in 2018 to 

help regulate currently out-of-scope crypto-assets and their 

service providers in the Eu as well as to provide a single licensing 

regime across all member states by 2024. The crypto law would 

eventually apply to the 27 Eu states. As such, once a crypto 

company is licensed in an Eu member state, under MiCA it 

would become ‘passportable’, meaning it could be set up in 

another Eu nation without having to obtain approval or additional 

licences from the local government.

The European Commission’s adoption of MiCA, alongside a plan 

to widen the scope of VASPs and update the travel rule, is an 

attempt to harmonise regulation and promote market integrity while 

supporting innovation. This might intensify workaround regtechs 

and blockchain analytics companies offering services to crypto 

providers. Compliance, however, won’t be cheap — one-off costs 

for crypto firms could go as high as EUR 16.5 mln, according to an 

impact assessment by EU officials. All in all, costs in this ballpark 

‘could prove insurmountable’ for startups, warns Patrick Hansen, 

head of blockchain at Bitkom, a German digital industry association.

As financial institutions have started to adopt artificial intelligence 

(AI) to cope with financial services regulations, the European 

Banking Authority (EBA) said that ‘new rules might be needed to 

account for the ‘further adoption’ of AI and other forms of machine 

learning (ML)’. For the last two years, the European Banking 

Authority (EBA) has launched several consultation papers on the 

need to educate and inform regulators as well as supervisors on 

the usefulness and transparency of using Big Data and Advanced 

Analytics in financial services. As such, it is crucial to ensure that AI 

solutions respect and integrate ‘elements of trust’ such as ethics, 

explainability and interpretability, fairness and avoidance of bias, 

traceability and auditability, data protection, data quality, security, 

and consumer protection. Gradually EBA starts to move from 

consultation to creating a potential framework to regulate these 

techs, a move that has the potential to intensify the activity in the 

regtech M&A space.

Since the COVID-19 pandemic started, the BNPL payment method 

has been very successful due to the absence of regulation around 

offering and using this model. Currently, there are no hard credit 

checks for point-of-sale financing in Western Europe. The booming 

of this market and the increased demand for this payment method 

from consumers, however, are raising concerns over the lack of 

information for consumers around the features of BNPL, the lack of 

consumer creditworthiness assessment, and the potential creation 

of over-indebtedness, according to the Financial Conduct 

Authority (FCA) in the UK. As a result, the European union is 

tightening its rules on consumer credit to provide more protection 

for consumers, and a Europe-wide regulation is expected to come 

into effect in 2022 or 2023.

Since the banking sector needs to focus also on objectives related 

to a more sustainable economy and mitigating risks stemming 

from climate change and broader environmental, social, and 

governance (ESG) factors, this is one of the EBA’s multiannual 

priorities. Therefore, the ESG disclosure obligations under Level 1 

of the Sustainable Finance Disclosure Regulation (SFDR)6 that have 

applied since 10 March 2021 might influence work in this sphere. ➔

https://www.coindesk.com/policy/2021/11/02/unpacking-europes-looming-mica-crypto-regulation/
https://sifted.eu/articles/cryptocurrency-rules-europe-startups/
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Overall, a lot is happening in the regulatory space, not to mention the 

fraud challenges we covered in our previous instalment (phishing, 

social engineering, identity theft, ransomware, ATO, APP fraud, 

and other types of fraud have soared during the COVID-19 crisis), 

but there is hope at the end of the tunnel. Technology providers 

can assist businesses to effectively comply with regulations by 

monitoring real-time transactions that take place online, identifying 

issues or irregularities in the digital payment sphere, automating 

manual work, generating reports, etc. As a result, we will see more 

investment pouring into these types of solution providers. 

The Regtechs
ComplyAdvantage - Founded in 2014 with a mission ‘to neutralise 

the risk of money laundering, terrorist financing, corruption, and 

other financial crime’, the London-based regtech announced a 

new investment led by Goldman Sachs in May 2021, as previously 

covered in our regtech M&A. ‘Fuelled by an expanded portfolio of 

global crypto, fintech, and banking customers including Gemini, HTB 

and TransferMate and key strategic partnerships with blockchain 

data and BaaS providers including Elliptic and Raisin Bank’, the 

regtech says 2021 brought record growth of 80% in annual 

recurring revenue. Moreover, in 2021, the company’s platform 

facilitated more than one billion searches across 150 million entities 

that are monitored daily. ComplyAdvantage anticipates its growth 

momentum to continue in 2022 and will be increasing the team to 

nearly 500 people by the year-end. Now, it has four main hubs in 

New York, London, Singapore, and Cluj-Napoca (Romania).

Another regtech player coming from the uK market, PassFort, 

announced in September 2021 a Series A funding of uSD 

16.2 million. The round follows customer acquisitions for 

PassFort, including Curve and WorldRemit. Two months later, 

PassFort partnered with financial market data firm Refinitiv 

to establish a digital Know Your Customer (KYC) solution for 

challenger institutions. But the biggest announcement yet came 

at the beginning of 2022 when PassFort partnered with identity 

verification company Trulioo to digitalise KYC and KYB processes 

for businesses around the world.

In July 2021, Quantexa added an extra USD 153 mln from 

Warburg Pincus and later, BNY Mellon also completed a strategic 

investment in the regtech. Other notable achievements for the 

company include the RegTech Award for Data Analytics & 

Visualisation at Regulation Asia Awards for Excellence 2021.

In May 2021, Astorg and Bridgepoint expressed their decision 

to sign an agreement to acquire Fenergo, an Irish provider of 

client onboarding lifecycle management software for corporate, 

investment, and private banks. And even if there weren’t too many 

announcements about Fenergo since the COVID-19 crisis began, the 

Irish fintech unicorn has recorded 40 new client bookings. Speaking 

to The Irish Times, co-founder and chief executive Marc Murphy 

said he expected the company to record ‘modest profitability’ in 

the coming years, with the primary focus on reinvesting revenue to 

further grow the business. ‘We’ve signed up for a four-year sprint in 

which the focus is transforming the business into a pure software-

as-a-service [Saas] company’, he said. 

Regulatory and compliance software for regulated industries 

Ideagen got GBP 100 million. Following this funding, in November 

2021, the company stroke GBP 57.7 million deal to buy Sydney-

based CompliSpace to extend its capabilities to Australia. The 

acquisition is Ideagen’s 24th since its admission to the Alternative 

Investment Market (AIM) on the London Stock Exchange, continuing 

what it said had been a successful strategy of growth via strategic 

acquisitions.

Among regtech British players, worth mentioning is also intelligent 

compliance technology company Napier which strengthened its 

foothold in APAC in May 2021, and had numerous partnerships 

across the globe with the likes of Australia Post, Australia-based 

financial services company ClearView, cross-border payment 

specialist ONEPIP, and Lithuanian Electronic Money Institution 

(EMI) Satchel. Besides these partnerships, the company is very 

active in protecting the crypto space, as it teamed up with Simplex, 

a fiat infrastructure for the crypto industry.

With larger investors warming to crypto, DeFi, NFTs, and digital 

assets in general, and growing regulatory scrutiny on these 

businesses, blockchain analysis firms are in high demand. In 

October 2021, cryptocurrency researcher Elliptic raised USD 

60 million from SoftBank and Wells Fargo’s venture capital arm. 

London-based Elliptic was established in 2013 and it tracks the 

movement of cryptocurrencies on blockchain to help financial crime 

compliance. Elliptic’s clients include traditional financial firms, fintech 

and crypto companies, as well as government agencies. Two-thirds 

of crypto volume worldwide passes through exchanges that use 

the firm’s software, it said. The company has four locations so 

far: London, New York, Singapore, and Tokyo. Last summer, the 

company completed a pilot project with Santander, Spain’s 

largest bank, to detect suspicious activity linked to digital assets. ➔
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Germany- based onboarding and monitoring solution provider Web 

Shield joined ZignSec, a Sweden-based regtech company known 

for its global identity verification platform, to create a one-stop-

shop KYC, due diligence, and monitoring solution. Another German 

player, deploying AI to catch up to 90% of false positives is Hawk:AI 

that got USD 10 mln to help financial institutions combat money 

laundering. It works with financial institutions and partners such as 

North American Bancard, Ratepay, and Modularbank. The raised 

funds supported the AI company to strengthen its European and uS 

footprint, while also expanding to Singapore and the United Arab 

Emirates. Additionally, Hawk:AI also expects to double its employee 

headcount by the end of 2022.

One cannot talk about digital onboarding and KYC and not 

mention identity verification providers. Onfido, iProov, Veriff, 

Callsign, IDNow, and Signicat, are just a few of the Europe-based 

players hot to watch out for.

Battling with other leading global IDV platforms, Onfido has the 

potential to make headlines in 2022 as the competitive landscape 

expands to adjacent market segments, including fraud/risk 

scoring and authentication. While they were relatively quiet on 

the M&A front in 2021, according to Liminal, the company might 

receive some funding in 2022, as buyers continue to demand full-

stack solutions.

At the beginning of 2022, online biometric face authentication 

company iProov announced a USD 70 million growth investment 

from Sumeru Equity Partners. The company has seen a lot of 

business traction so far in its home market of the uK, and now it 

plans to use capital specifically to continue building out its presence 

in the uS and other international markets where it’s already started 

to get a foothold. iProov’s customer base currently includes the 

US Department of Homeland Security, the UK’s Home Office, and 

National Health Services (NHS), the Australian Taxation Office, 

GovTech Singapore, and banks Rabobank and ING. According to 

TechCrunch, iProov said 2021 was a bumper year for the company: 

it tripled its revenues over the year before (although it’s not disclosing 

how much that works out to in actual terms).

By pioneering digital trust through proprietary technology that 

uniquely mimics the way humans identify each other in the real 

world, Callsign is another company that has the potential to make 

the M&As headlines in 2022. In 2021, Visa chose UK-based digital 

trust provider Callsign to be its preferred behavioural biometric 

digital and device intelligence identity provider. Furthermore, the 

company has been invited to join WEF global innovators programme 

in which they are working with the cohort on Digital Identity. 

Recently, the company opened an office in Singapore and grew its 

presence in the UAE with that office. 

One of the most promising pieces of news on IDV M&As, however, 

came from Estonia-based identity verification company Veriff since 

2022 started. The company, valued now at uSD 1.5 billion, raised 

USD 100 million in Series C to expand its global customer base, 

develop new products, and invest in R&D.

Scandinavian identity provider Signicat, which expanded its 

agreement with If’s (an insurance company) to grow its customer 

operations in the Baltic states, has also plenty of potential to 

sign more deals in the customer authentication space. In 2021, 

the company acquired Norwegian Encap Security, the Spanish 

digital identity player, Electronic Identification, and Lithuanian 

electronic signing provider Dokobit, to strengthen its position in 

the European regtech market. In March 2022, for the second year 

in a row Signicat has been named on The Financial Times’ FT1000 

list, which recognises Europe’s fastest-growing companies across 

several industries. And last, but not least, Germany-based Platform-

as-a-Service provider for identity verification IDnow partnered with 

UK-based Sphonic to develop new fraud platforms and tools that 

meet the varying obligations that exist right across Europe. 

Conclusions
Going through so many funding rounds and acquisitions we 

can rightfully conclude that there is a lot of activity and demand 

happening in the financial crime and fraud prevention space. Many 

players are looking to present their solutions, expand globally, 

solidify their partnerships, and overall aim to make the financial 

world a safer, more regulated, and responsible ecosystem. In 2022 

we expect more partnerships between regtechs and financial 

institutions, to enable FIs to cope with sanctions, monitor crypto 

transactions, detect uBOs, and most importantly spot fraudulent 

activity. When it comes to IPO-ing, many big names will be on 

a standby position, as many seek to further consolidate their 

products, teams, services, adjusting them to the new realities: 

businesses adopting hybrid working environments, banks shutting 

down branches, financial institutions needing to pay more attention 

to their transactions (do lots of sanctions screening and detecting 

UBOs). Over the next articles, we will be focusing on what is 

happening in America and Asia. 
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As the global regtech industry matures, some cosmopolitan cities 

are battling for the top spot in terms of deal activity. Among those, 

we find London, New York, San Francisco, Palo Alto, Tel Aviv, 

Boston, Seattle, etc. As we can notice, the cities coming from 

the uS dominate the charts. This is unsurprising given the strong 

fintech innovation hubs established in San Francisco and New York.

Reducing fraud and AML with better data is something that 

fintechs and regulated entities are looking at to boost confidence 

when accepting payments/transactions while mitigating risk and 

staying compliant. Another major issue on the US financial industry’s 

agenda is preventing and fighting cybercrime with companies 

like JP Morgan Chase investing USD 600 million per year to 

strengthen their cyber defences. On top of these challenges, the 

pandemic has increased the activity of fraudsters trying to take 

advantage of compromised systems. Overall, with financial service 

providers being entrusted with personally identifiable information 

and the rise in the use of digital channels, the demand for fraud 

prevention providers will continue to grow.

Investments in fintech and regtech have also been spurred by 

the evolution of technology and the financial risk related to 

the new ways of transacting via crypto, NFTs, stablecoins, plus 

the increased activity of US regulators to modernise AML/CFT 

regulations and guidance, and crypto assets.

Next, we will be delving into some regulatory updates happening 

in the US and Canada that financial institutions need to consider, 

boosting investments and partnerships around risk and compliance 

management. Plus, we will highlight some crypto initiatives in the 

uS, that are spurring blockchain analytics companies’ activity 

around tracing crypto transactions, to conclude with the most 

important players that made the headlines in terms of funding and 

partnerships in 2021.

Drivers of regtech adoption in the uS - AML regula-
tions
While many of the regulatory efforts may be in the preliminary 

stages, North American watchdogs are poised to make significant 

changes to the AML/CFT, the Ultimate Beneficial Owner (UBO), 

sanctions, and crypto-assets regime. 

Continuing the work on the Anti-Money Laundering Act of 2020 

(AML Act) - in June 2021, FinCEN issued a government-wide list 

of AML/CFT priorities intended to help financial institutions better 

marshal their limited compliance resources to fight threats such as 

corruption, cybercrime, domestic and international terrorist financing.

Ultimate Beneficial Owner (UBO) is gaining momentum – with the  

Corporate Transparency Act becoming law on January 1, 2021, steps 

have been taken to implement the beneficial ownership amend-

ments of the act. As a result, the agency issued a notice which offers 

more details around who must file reports with FinCEN that provide 

beneficial ownership information, when to file those reports, and what 

information is required. Also, in December 2021, FinCEN issued a 

Request for Information (RFI), seeking input on ways to modernise 

the country’s AML/CFT approach and identify outdated or redundant 

provisions that do not align with international standards or a proper 

risk-based approach. 

The uS published a sanctions review in October 2021 that reite-

rated the importance of sanctions to the advancement of national 

security interests and identified challenges and risks associated with 

new payment systems, the use of digital assets, cybercriminals, and 

the need to ensure a flow of legitimate humanitarian need. OFAC also  

published new sanctions compliance guidance for the virtual 

currency industry that offers an overview of the requirements, proce-

dures, and best practices crypto firms should follow. This includes 

an emphasis on cybersecurity, the need to monitor IP addresses 

using geolocation tools, screening against sanctions lists, and 

carrying out ongoing transaction monitoring. ➔

The Regtech M&A Market in the US and Canada

The Paypers, Mirela Ciobanu, Senior Editor
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Furthermore, the evolving situation between Russia and ukraine and 

existing sanctions on China demand businesses to adjust their risks 

operating globally and respond with agility as new requirements 

become clear.

In Canada, significant changes made to Canada’s AML/CFT frame-

work on June 1, 2021, as laid out in the Proceeds of Crime (Money 

Laundering) and Terrorist Financing Act (PCMLTFA), are wide-

reaching. The areas covered include beneficial ownership due 

diligence and transparency, virtual currency transaction reporting, 

new travel rule requirements and obligations for foreign money 

services businesses and concerning prepaid cards. Moreover, there 

were amendments to the 24-hour rule and updates to customer 

screening, ongoing monitoring, recordkeeping, employee training, 

CDD/KYC requirements, and PEP onboarding requirements.

Crypto adoption
Stablecoins and maybe CBDCs could be a vector by which the uS 

will implement regulations on cryptocurrencies directly. The current 

regulatory framework in place does not address the potential risks 

posed by stablecoins, hence last year’s President’s Working Group 

report on stablecoins recommended that Congress pass a law 

specifically addressing stablecoin regulation. The key question for 

lawmakers may well boil down to just how they define stablecoins 

for legislation. ‘A key question that the FDIC has been carefully 

exploring’ is whether a stablecoin or its reserves qualify as 

‘deposits’ that could be protected by the Federal Deposit Insurance 

Corporation (FDIC). Regarding the development of CBDCs, at the 

beginning of March 2022, President Biden signed a long-awaited 

crypto executive order on ‘Ensuring Responsible Innovation in 

Digital Assets (Order)’. The Order places ‘urgency’ on the research 

and development of a CBDC and it focuses on the growth of the 

crypto economy and the need for uS technological leadership. 

Furthermore, the Order directs interagency and international 

coordination to combat illicit finance and national security risks 

and it focuses on financial inclusion.

In January 2021, the Office of the Comptroller of the Currency (OCC) 

published a letter clarifying national banks’ and federal savings asso-

ciations’ authority to participate in independent node verification 

networks (INVN) and use stablecoins to conduct payment activities and 

other bank-permissible functions. Many of these tokens are offered  

and sold as securities, which means that these products are subject 

to the securities laws and must work within uS’ securities regime.

The American public is buying, selling, and lending crypto on 

trading, lending, and DeFi platforms, and there are significant gaps 

in investor protection, the OCC continued. under uS laws, securities 

on these trading platforms must register with the Commission 

unless they meet an exemption. If a lending platform is offering 

securities, it also falls into SEC jurisdiction.

So, while crypto is regulated from many angles, no single framework 

governs all of it and we might expect things to happen in 2022, 

influencing fraud prevention, KYC, and identity checks providers to 

intensify their activity on these markets.

This leaves us to Jumio’s CEO, Robert Prigge, remark: ‘I think 

the big thing is that the foundation of the internet is identity, not 

anonymity. It’s been a big shift over the last couple of years. People 

wanted to originally hide behind anonymity, but now identity is the 

keystone. Whether it’s online banking or social networks, you need 

to be able to establish trust remotely’. 

All in all, regulatory efforts and initiatives around AML/CFT, the 

Ultimate Beneficial Owner (UBO), sanctions, and the crypto-assets 

regime, not to mention some of the fraud happening in financial 

services (covered in our first instalment) push further investment in 

regtechs and IDV providers. Now let’s see who the knights are that 

are protecting our identities and the online space in North America.

Identity and trust, not anonymity
The biggest deal so far in the identification and background checks 

sector was completed by Socure, which raised USD 450 million. 

Next in line came Canada’s unicorn, Trulioo, which got USD 394 

million to build trust online so that businesses and consumers can 

transact safely and securely. 

Socure has earned the highest valuation for any private company 

in the identity verification space, at a USD 4.5 billion valuation, from 

several of the world’s best growth equity and public market investors.  

The company achieved this valuation just seven months after its uSD 

1.3 billion Series D, on the back of 500% year-over-year bookings 

growth and nearly uSD 1 billion of investment demand. Moreover, 2021  

results show that the company achieved five consecutive quarters 

of growth, 159% bookings growth year-over-year, tripled customer 

count, and had a best-in-class customer retention rate of 174%. ➔
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Also, the company plans to accelerate its investments in product 

innovation to address identity verification challenges across the 

entire digital consumer journey, penetrate new markets including 

the public sector, as well as continue to attract and retain the best 

product, data science, and engineering teams in the world. Among 

Socure’s fully-automated ID+ platform users, the company is trusted 

by large banks and credit card issuers, Buy Now, Pay Later (BNPL) 

providers, investment management firms, crypto exchanges, and 

the majority of large fintechs. 

using API integration, Trulioo provides real-time verification of 

5 billion consumers and 330 million business entities worldwide. 

In our previous Regtech M&As and investments under the 

microscope, we saw Trulioo joining Canada’s rapidly growing 

elite ranks of ‘unicorns’. What has the company done lately? It has 

added several payments providers, global customers in the 

remittance sector, and crypto enablers to its client roster. Also, 

it received approval from German authorities to verify users’ age 

and enhanced its identity verification services in Ireland through 

Trulioo GlobalGateway, a network of identity data and services.

In March 2021, Jumio, a provider of AI-powered identity verification 

and eKYC solutions, secured a USD 150 million investment 

from Great Hill Partners. The funding was used to automate its 

identity verification solutions, expand the breadth of Jumio’s KYX 

Platform, and grow its suite of AML compliance services. After 

the announcement, Jumio partnered with Idemia and Microsoft 

for the rollout of its Azure Active Directory verifiable credentials, 

with iProov to roll out Liveness Assurance and Genuine Presence 

Assurance to enterprises, with uK-based Veridium to create a 

Trusted Digital Identity for user access to business-critical data, 

applications, and systems. So it ended 2021 by acquiring identity 

verification company 4Stop while planning to redefine the end-to-

end identity industry. Overall, Jumio is notable among the group of 

companies providing ID verification tools both for being one of the 

bigger and older players. It’s also distinctive for having developed a 

platform approach, where it offers a range of different kinds of tools.

In 2021, ID.me became another identity unicorn with a USD 1.5 

billion valuation and an additional USD 100 million in financing 

from Fortress Investment Group. This came on the heels of the 

company solidifying new partnerships across 6 federal agencies 

and 27 states to improve civilian identity. ID.me is steadily growing 

traction in both federal and private sector applications and across 

both B2B and B2C use cases. Therefore, we expect to see ID.me 

continue improving what many consider to be the largest Personal 

Identity Ecosystem (‘PIE’) in the uS. Still, the company has made 

the headlines over its agreement with the US Internal Revenue 

Service to be the sole provider of identity authentication for online 

access to key tax services via biometric selfie signup. According 

to Biometric update ‘ID.me’s privacy policy reveals that it could 

potentially create an ‘inferred citizenship’ status for users’, causing 

a group of Senate Republicans to raise their concerns and ask 

a series of questions about how the partnership with ID.me will 

affect civil liberties. But the company explained it is not creating a 

database based on citizenship or nationality; plus, it also pushed 

back on allegations that it seems willing to share this data with other 

government agencies. Yet it remains to be seen if the company 

proves its reliability.

In September 2021, uS-based identity platform Acuant partnered 

with Atala PRISM to eliminate bad actors and strengthen security 

by integrating fraud prevention and AML technology. Two months 

later, the uK-based fraud prevention company GBG announced 

plans to buy Acuant for USD 736 million to expand into the US. 

The acquisition accelerates the rollout of GBG’s identity and fraud 

solutions globally. 

Digital identity command centre Alloy secured USD 100 million in 

its Series C funding round, bringing its valuation to uSD 1.35 billion. 

The company hopes to expand its product offerings to help more 

fintech companies and banks improve their protections against 

fraud.

San Francisco-based Incode Technologies raised a uSD 220 

million Series B funding round, giving the company a uSD 1.25 billion 

valuation—less than seven months after its uSD 25 million Series A 

round. This was led by General Atlantic and SoftBank, with additional 

investment from JP Morgan, Capital One, Coinbase, and others. 

Incode is one of several companies trying to eliminate the hassles 

of real-life verification for things like online banking and ecommerce. 

The company’s AI-based digital identity platform uses biometrics and 

automated document verification to help facilitate the verification of 

customers.

Another US player that aims to fight fincrime using AI, Feedzai 

announced that it ended its fiscal year with +40% year-over-year 

growth. Last year the company received a USD 200 million Series 

D investment that gave it ‘unicorn company’ status and allowed it 

to acquire Revelock, a behavioural and biometrics platform, later 

in the year. ➔
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In 2021 the company defined RiskOps as a new approach to risk 

management. Feedzai’s technology now reaches over 900 million 

consumers worldwide, up from 800 million a year ago. This equates 

to about 19 billion transactions tracked during the year and over 

1.7 trillion dollars protected for some of the world’s largest banks, 

fintechs, and merchants. 

US-based private equity firm K1 Investment Management invested 

uSD 120 million in New York-based Compliance Science (ComplySci).  

ComplySci is a developer of regulatory and employee compliance 

software for wealth management firms and other financial services 

enterprises, serving broker-dealers, registered investment advisers, 

hedge funds, private equity firms, investment advisers, venture 

capital firms, etc. The K1 investment will support Comply-Sci to 

build out its platform. This includes processes to verify political 

contributions, compliance program management, and recently 

launched products to track employee activities to identify potential 

conflicts of interest and market abuse. 

In finance, we always have to ‘Know your Customer’, which means 

that a person has to reveal their legal, government-issued identity to 

interact with the world of financial services. This is the primary way 

the industry prevents, detects, and reports any fraud happening. 

Reducing fraud and AML at the source with better data is something 

the fraud and compliance platform for fintechs Sardine aims to 

achieve. In February 2022, the company announced USD 19.5 

million in Series A funding from Andreessen Horowitz, NYCA, 

and Experian Ventures to enable companies to protect customers 

from financial fraud. Additionally, the company extended its 

industry-leading fraud prevention platform to enable instant bank 

ACH transfers for crypto on-ramps.

Main blockchain analytics players in the uS
The addition of digital currency products over the last few years has 

increased the demand for blockchain analytics companies. As a 

result, Chainalysis, one of the largest uS cryptocurrency investigation 

firms building software to untangle messy blockchain transaction 

histories, raised USD 100 million. Government agencies use its 

products to bust Bitcoin-linked crime rings while exchanges turn to it 

for help vetting and sometimes freezing stolen crypto. The company’s 

client base includes government investigators, crypto exchanges, 

and even financial institutions. According to records reviewed by 

CoinDesk the FBI, Internal Revenue Service (IRS), Department of 

Homeland Security (DHS), and other federal offices spent over USD 

10 million on Chainalysis in 2020. But the company is also pursuing 

international deals, especially in Asia, where CEO Michael Gronager 

plans to resurrect a pre-pandemic expansion playbook by investing in 

its Tokyo and Singapore outposts. Amid the current surge of crypto, 

DeFi, and NFTs usage and scams, the company’s annual recurring 

revenue has more than doubled year-over-year. Capitalising on the 

growing market for crypto intelligence is also a security company 

that tracks crypto crimes: CipherTrace. The company closed a 

uSD 27.1 million Series B round of funding led by Dan Loeb’s Third 

Point Ventures, according to CoinDesk, and later was acquired 

by Mastercard. 

CipherTrace sells compliance solutions to crypto exchanges, govern-

ment investigators, and banks. It compiles intelligence on wallets 

to help organisations track transactions but doesn’t share data on 

individuals. ‘It’s a good time to be in our space’, CipherTrace CEO 

Dave Jevans told CoinDesk in an interview. Hence, the company 

plans to double its 100-person operation by June 2022.

Conclusion 
To sum up, three big things make uS cities dominate the top spot 

in terms of M&As and funding. The first is the rise in digital channels 

that has increased the activity of fraudsters trying to take advantage 

of compromised systems. The second is the evolution of technology 

and the financial risk related to the new ways of transacting via 

crypto, NFTs, stablecoins. And third, the increased activity of uS 

regulators to modernise AML/CFT and crypto-assets regulations 

and guidance, with lots of initiatives around sanctions screening, 

especially in the light of the Ukrainian war. As a result, financial 

institutions in this region are advised to pay close attention to the 

AML/CFT, the Ultimate Beneficial Owner (UBO), and sanctions 

legislation, but also to devise strategies to implement any changes 

quickly and efficiently.

Given these highlights, we forecast increased demand for: 

• regtechs that are delivering accurate transaction monitoring and  

sanctions screening services for entities transacting across juris-

dictions;

• blockchain analytics companies that are tracking crypto trans-

actions;

• fraud prevention companies that are successfully applying AI, 

machine learning, biometrics, to spot and stop fraudsters;

• identity verification companies that are developing user-friendly 

identification systems, aiming to achieve trust in good consumers.
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Asia-Pacific is expected to become the new engine of regtech 

growth and innovation over the next years. The rapid development 

of emerging Asian markets and their financial systems and increased 

investment in new technologies and digital transformation are driving 

this trend.

As the global regtech market is projected to grow at a rate of over 20% 

per year to uSD 16 billion by 2025, up from uSD 6.3 billion in 2020, 

the APAC region is expected to have the highest growth rate.

When it comes to regtech innovation in Asia, Singapore and Hong  

Kong are leaders, while developing economies, such as Laos, 

Myanmar, and Cambodia, or rapidly growing economies, like Vietnam,  

Indonesia, Thailand, and the Philippines have been slower to adopt 

regtech. The lack of general interest in these markets for regtech 

solutions stems from regulatory inertia and a marked difference in 

behaviours and attitudes. In these regions, AML controls are more 

governed by a desire to meet the basic minimum and are using 

technologies that have been around for a long time.

All in all, challenges and barriers faced by regtechs in APAC vary 

by market and can be divided into those of developed economies 

and the more emerging economies.

Regtech drivers in Singapore
Singapore is considered a fintech hub with a maturing regtech market 

due to the grants and guidance provided by the Monetary Authority 

of Singapore (MAS), strong government support, availability of talent 

and capital, plus the impact COVID-19 had on the digitalisation of 

financial processes. Yet, there are other initiatives that foster regtech 

growth in the area:

• The MAS announced an SGD 42 mln grant program, the Regulatory  

Technology grant scheme and the Digital Acceleration Grant 

scheme, designed to ‘accelerate technology adoption in the financial  

sector’. The grants aim to promote risk management and com-

pliance functions, plus encourage the adoption of digital solutions 

to enhance productivity, cybersecurity, and operational efficiency. 

• As remote KYC creates a higher risk of fraudulent activity such as 

identity theft and the forging of documents, in March 2021, MAS 

and the Association of Banks in Singapore (ABS) issued a report 

exploring the AML/CFT risks created by increased levels of 

remote working.

• In December 2021, the uK and Singapore signed a Memorandum 

of understanding to strengthen the two countries’ collaboration on 

addressing legal and regulatory issues around digital identities. 

• Also in 2021, the MAS announced a centralised digital platform, the 

Collaborative Sharing of ML/TF Information and Cases (COSMIC), 

that aims to facilitate the sharing of customer and trans action 

information among financial institutions. The MAS is developing 

the platform with input from six commercial banks — DBS Group, 

Oversea-Chinese Banking Corporation, united Overseas Bank, 

Standard Chartered Bank, Citibank, and HSBC, and it is expected 

to launch in 2023. COSMIC will enable financial institutions in 

the country to digitally warn each other about unusual activity in 

customers’ accounts. ➔
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• Other key regulatory announcements from MAS that are likely to 

help shape the compliance landscape in 2022 include strengthe-

ning AML/CFT controls of digital payment token service providers 

and setting out MAS’ expectations on AML/CFT controls for the 

digital payment token sector.

Regtech solutions players in Singapore
There are over 21 regtechs in Singapore, with prominent regtechs 

including Centenal, Cynopsis, Dathena, Silent Eight, Tookitaki, and 

Merkle Science.

Silent Eight creates custom compliance models for financial institu-

tions globally. It aims to empower its clients in their fight to eliminate 

financial crime. What’s more, the company has global hubs in New 

York, London, and Warsaw. In 2020, the company completed its 

early-stage funding round and the next year, it partnered with 

HSBC to boost the bank’s compliance operations. At the beginning 

of spring, Silent Eight closed a USD 40 million Series B funding 

round to further develop its technology. Concurrently, the firm 

expects to hire over 150 data scientists, developers, and engineers 

in 2022.

So who wants ‘to build the infrastructure necessary to ensure the 

safe and healthy growth of the crypto industry — starting with  

under standing the risks associated with cryptocurrency trans-

actions’? predictive blockchain monitoring and investigative plat-

form Merkle Science raised USD 5.75 mln in September 2021 and 

launched into the uS market, due to the surging institutional interest 

for cryptocurrencies and compliance in this region. With clients  

across APAC, Europe, and North America, Merkle Science has 

grown its revenue by over 900%, and its headcount has tripled in 

size since its launch in 2018. 

Dathena is an innovator in artificial intelligence-powered data 

protection, which in 2020, raised USD 12 million to help companies 

protect against breaches while remaining in compliance with GDPR, 

the California Consumer Privacy Act (CCPA), and other such 

regulations. Later, it was acquired by US-based cybersecurity 

and compliance company Proofpoint to strengthen its enterprise 

information protection offering. 

Regtech drivers in Australia
Australia has also started to intensify its activity around regtech. 

Currently, there are 80 regtechs, with names such as Identitii, OCR 

Labs, Auraya, Simple KYC, First AML, Verifier. But things haven’t 

been like this all the time. Australia’s fragmentary domestic invest-

ment has prevented the growth of regtech in the market. Most of the  

industry is being self-funded by Angels and high net worth individuals, 

with venture capital and corporate venture capital lagging. This resul-

ted in 70% of regtech firms being bootstrapped by their funders, 

directors, or employees. According to Enterprise Ireland, this invest-

ment gap is preventing mainstream adoption of regtech despite an 

increase in global demand. 

Still, the Australian government is supportive. In September 2019, 

the Senate established a Select Committee on Financial Technology 

and Regulatory Technology to investigate the size and scope of the 

opportunity for Australian consumers and businesses arising from 

fintech and regtech and any related matters.

With opportunities arising from technology, also come risks, espe   cially 

in remote identification, a need spurred by COVID-19. Australia’s  

regulator, the Australian Transaction Reports and Analysis Centre  

(AuSTRAC) released a report on how to comply with KYC regula-

tions during the pandemic. The report included recommen dations 

on using alternative proof of identity processes and disclosure 

certificates for corporate customers. The documentation also 

addresses dealing with customers in isolation, customers with no 

access to technology, and situations in which front-line staff are 

unable to verify documents as they would in person.

Another aspect that will stand the development of the regtech 

sector in good stead is the emergence of Open Banking and 

the Consumer Data Right (CDR). These significant microeconomic 

reforms allow customers to instruct their bank to send their data 

to a competitor, who could use it to price or create better services. 

For instance, local regtech company Adatree was born out of the 

Open Banking system, taking companies through the technical and 

security compliance involved in becoming an accredited customer 

data recipient. ➔
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Regtech solutions players in Australia
London headquartered, identity verification provider OCR Labs 

received uSD 30 mln in Series B funding from New York-based 

Equable Capital to expand its team in North America and EMEA. 

OCR Labs solves challenges such as identity fraud and regulatory 

compliance, using its proprietary technology. The company was 

originally founded in 2016 by Matthew Adams and Daniel Aiello and 

launched its first product in 2018. Since announcing its Series A in 

2021, OCR Labs has continued to scale into the uK and European 

markets. As part of its Series B, it is bolstering its international 

growth with a new office in North America. Thus, OCR Labs has 

raised uSD 46 mln through its combined Series A and B while 

investors include OYAK and Halkin Ventures.

Founded in 2017, anti-money laundering startup First AML entered 

Australia in May 2021, after experiencing demand from the nation’s 

VC community for solutions that help them manage compliance 

requirements. Then six months later, the company got USD 21 mln 

in Series B to expand into international markets, starting with the 

uK, while also looking to go to Singapore and the uS. The company 

also plans to double its employee count from 90 to 180.

First AML’s regulatory technology platform streamlines AML 

compliance for financial service providers, law companies, real 

estate agencies, and accountants. The company’s end-to-end 

Customer Due Diligence platform automates the identity verification 

of customers and includes biometric identification for remote 

verification and new visual tools to help users understand the 

ownership of company structures. First AML is also building a 

database, which currently has more than 350,000 verified entities.

According to TechCrunch, one of the main ways First AML is 

different from other digital ID authentication startups (like Jumio, 

Onfido, ForgeRock, etc.) is that instead of individual end-users, it 

focuses on complex entities and transactions. 

Identitii’s Software-as-a-Service Regulatory Reporting platform helps  

financial institutions automate AML/CTF reporting to reduce the risk 

of non-compliance with financial crime regulations. Initially available 

for AuSTRAC reporting in Australia, the Identitii platform adapts for 

regulatory requirements in other countries, with New Zealand and 

Canada among the jurisdictions to be added soon. In August 2021,  

the company’s share price has been a major performer on the  

Australian broad indices, with a market capitalisation of approxi-

mately uSD 33.5 million at that time. Identitii shares have been on the 

move since the company made two major announcements. First was  

an announcement that the company had been granted a patent 

on its intellectual property (IP) in the US. Next was the company’s 

earnings release, where the company recognised a 45% year-on-

year increase in revenue to uSD 1.4 million. As a result, Identitii 

increased its turnover to uSD 2.7 million. Finally, the company 

reported that Citibank signed a letter of intent with the company to 

potentially licence its flagship product- the Overlay+ platform for 

AuSTRAC reporting standards. At the end of 2021, Identitii joined 

the NICE Actimize X-Sight Marketplace.

Therefore, not only is Identitii doing well. But Complii reported a 

significant jump in revenue for the December 2021 quarter with 

its acquisition of PrimaryMarkets in November 2021, expected 

to provide even further opportunity for growth. The company 

specialises in Software-as-a-Service (SaaS) based technology 

that digitises compliance, capital raising, and operational functions, 

assisting Australian financial services licence (AFSL) holders to 

meet their regulatory obligations. Hence, it achieved a cash flow 

positive quarter (excluding research and development receipts) 

with group gross revenue increasing by 370% from the previous 

quarter to uSD 2.58 million. Moreover, in 2022, Complii plans to 

release a new staff trading module for AFSL clients this quarter and 

will focus its resources on onboarding new clients and projects, in 

connection to its expansions plans across the financial services 

sector in Australasia, as well as in Singapore and Hong Kong.

Finally, another Australian company on our radar is the end-to-end 

workflow solution for KYC, Simple KYC. The company announced 

a partnership with Kyckr to launch ‘uBO Verify’, which automatically 

analyses cross-border ownership structures and allows easy ultimate 

Beneficial Ownership (UBO) calculation. We expect this topic, UBO, 

to gain momentum in 2022, following FATF’s consultation in 

2021, regarding ultimate beneficial ownership. The proposed UBO 

revisions, outlined in 2021, would require banks and other financial 

institutions to retain beneficial ownership information in a registry 

(or alternative mechanism) and ensure that beneficial ownership 

information is ‘adequate, accurate, and up to date’ and ‘sufficient 

to identify the natural person(s) who are the beneficial owner(s)’. ➔

https://techcrunch.com/2021/06/15/australian-id-verification-startup-ocr-labs-raises-15m-series-a-to-expand-into-uk-turkey-europe/
https://techcrunch.com/2021/06/15/australian-id-verification-startup-ocr-labs-raises-15m-series-a-to-expand-into-uk-turkey-europe/
https://techcrunch.com/2021/11/01/new-zealand-based-customer-due-diligence-platform-first-aml-gets-21m-series-b/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAAMKXYCI1-WG32I5L3ndySqlKQYIFT8YAELk35c-60nnXhvnb5K6_JDVzjxyfKwYH7KUbUXpCA_pkzA4KNyi3FaT12mnZ-Y1ZE-57mrJUo-9t5vHw1P3KVRt7fMTfgOek2eYl1-DX1QpclQhPoV7rIe4ZqHCTReaKKB2hz5I9mwZR
https://www.fool.com.au/2021/09/07/why-the-identitii-asxid8-share-price-has-surged-180-in-a-month/
https://www.fool.com.au/2021/09/07/why-the-identitii-asxid8-share-price-has-surged-180-in-a-month/
https://www.finextra.com/pressarticle/90660/identitii-joins-nice-actimize-x-sight-marketplace
https://www.finextra.com/pressarticle/90660/identitii-joins-nice-actimize-x-sight-marketplace
https://smallcaps.com.au/complii-fintech-solutions-posts-increase-revenue/
https://smallcaps.com.au/complii-fintech-solutions-posts-increase-revenue/
https://ripjar.com/the-importance-of-understanding-ultimate-beneficial-owners-ubos/
https://ripjar.com/the-importance-of-understanding-ultimate-beneficial-owners-ubos/
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Regtech solutions players in Hong Kong
CRIF, a global company specialising in credit bureau and credit 

solutions, announced a global commercial partnership with regtech 

company Know Your Customer underpinned by a strategic finan-

cial investment into the firm. The partnership will enable Know Your 

Customer to leverage CRIF’s customer network across 40 countries 

and 10,500 financial institutions to accelerate growth in new and 

existing global markets. 

HK-based Blockpass offers digital identity verification for busi-

nesses that participate in regulated industries, including crypto 

wallets and exchanges, virtual banks, traditional financial institu-

tions, and gaming. Though the company didn’t announce any big 

investment, Blockpass has plenty of potential to grow as it serves 

the nascent industry of NFTs and the metaverse. In November 

2021 Blockpass announced providing essential KYC services 

for the Polygon protocol, while in December the company started 

providing KYC & AML screening for Bonuz Ecosystem, a new 

ecosystem for creators, celebrities, brands, and other people of 

fame to engage with fans on Solana.

In 2021, AML RightSource, a firm focused on fighting financial 

crime, acquired Honk Kong-based Blue Umbrella, a regtech 

SaaS solutions provider that offers third-party compliance techno-

logy. Digital identity, eKYC & data portability provider, Chekk had 

been selected for its solutions by Ripple and was also named 

‘Compliance Firm of the Year – KYC’ in the RAW Compliance 

Awards in 2021. 

Conclusions
Currently, many offerings in the Asian regtech market are at a relati-

vely low level of maturity, with a lot of the focus around automating 

compliance processes. But the landscape is beginning to change 

significantly and grow, especially with the Asia-Pacific regulators’ 

encouraging attitude towards building new solutions on innovative 

technology platforms that enable deeper and more sophisticated 

collaborations between regulators and financial institutions.

Furthermore, if we think about the flourishing crypto market, the 

nascence of Web 3.0, the emergence of CBDCs trends that are so 

embedded into the Asian financial market, regtech is a space to 

watch out for.

 

https://thepaypers.com/digital-identity-security-online-fraud/crif-partners-know-your-customer--1251286
https://thepaypers.com/digital-identity-security-online-fraud/crif-partners-know-your-customer--1251286
https://www.blockpass.org/2021/11/08/blockpass-completes-integration-with-polygon-enhancing-cross-chain-kyc-offering
https://www.blockpass.org/2021/11/08/blockpass-completes-integration-with-polygon-enhancing-cross-chain-kyc-offering
https://www.blockpass.org/2021/12/13/blockpass-provides-kyc-aml-screening-for-bonuz-ecosystem-on-solana
https://www.prweb.com/releases/aml_rightsource_expands_into_corporate_compliance_technology_with_acquisition_of_blue_umbrella/prweb18051739.htm
https://www.prweb.com/releases/aml_rightsource_expands_into_corporate_compliance_technology_with_acquisition_of_blue_umbrella/prweb18051739.htm
https://www.chekk.me/2021/12/10/ripple-is-a-new-customer-of-chekk/
https://www.chekk.me/2021/12/10/ripple-is-a-new-customer-of-chekk/
https://www.chekk.me/2021/12/16/chekk-named-compliance-firm-of-the-year-kyc-in-raw-compliance-awards-2021/
https://www.chekk.me/2021/12/16/chekk-named-compliance-firm-of-the-year-kyc-in-raw-compliance-awards-2021/
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Financial Crime and Fraud Prevention Technology 
Providers Landscape for Financial Services

Fraud and financial crime hub - decisioning platform Transaction fraud

Financial crime data
provider and intelligence

ATM fraudAccount fraud

AML transaction monitoring
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Financial Crime and Fraud Prevention Technology 
Providers Landscape for Financial Services

KYC / CDD KYC remediation

Digital identity service provider Identity verification

Authentication

proov

proov

R

proov



Company Profiles



Company Callsign
Callsign has a simple vision: we want to make digital identification seamless and 
secure. Our unique positive identification approach balances high security and user 
experience, allowing customers to interact online safely, with minimal friction, while 
ensuring that bad actors are blocked to protect customers’ identities and business 
interests. 

Background information

Year founded 2012

Website https://www.callsign.com/

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

Banks/FS 
Fintech 
Merchants/ecommerce  
PSP/acquirers 
Telecom 
Other (marketplaces – regulated entities)

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact sales@callsign.com

Company’s motto It’s time to put identity at the heart of every experience. 

Member of industry association and/or 
initiatives

UK Finance, Merchant Risk Council, British Retail Council, Financial Data Exchange

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

Fraud and financial crime hub 
Transaction fraud - through integration 
Account fraud 
Financial crime data provider and intelligence - through integration 
AML transaction monitoring - through integration 
KYC/CDD 
KYC remediation - through integration 
Digital identity service provider 
Identity verification 
Authentication

Core solution/problems the company 
solves

Callsign’s Intelligence-Driven Authentication (IDA) positively identifies users based on 
their inherent characteristics.  
We use deep learning techniques combining event, threat, behavioural analytics 
with multi-factor authentication to provide risk intelligence in real time – enabling 
organisations to intelligently adjust authentication journeys and catch fraudulent 
activity more effectively. 
With Callsign IDA you can deliver seamless experiences and greater security at a 
lower cost. 

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

Cloud enabled 
Native cloud 
On-premises 
Hybrid

View company profile in online database
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Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification x

Email verification x

Phone verification x

Social verification x

Credit check x

Compliance check x

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push x

3-D Secure 2.0 x

Hardware token x

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list x

Financial crime data x

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

x

Watchlist screening x

Address verification x

Credit bureau x

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Supervised ML

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 
Decision orchestration 
Case management
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Business model

Pricing model For more details, please contact our sales team.

Fraud prevention partners For more details, please contact our sales team.

Investors For more details, please contact our sales team.

Year over year growth rate For more details, please contact our sales team.

Number of employees For more details, please contact our sales team.

Future developments A pioneer in digital identity, Callsign is continuously developing unique, marketing 
leading capabilities around account takeover and online scams. Please get in touch if 
you’d like to find out more or to demo any of these capabilities.

Customers 

Customers reference For more details, please contact our sales team.

122 FINANCIAL CRIME AND FRAUD REPORT 2022 | COMPANY PROFILES



The only solution that 
offers seamless and 
secure experiences

Welcome to a new era
of digital identification

It’s time to put identity at the heart of every experience pathway.callsign.com

Now, more than ever, customers expect seamless experiences alongside rigorous security and data responsibility. As it 

stands, businesses are denied the flexibility to provide consistent journeys that are secure and above all, personalized. 

It’s time to change. With Callsign on your side you can build online journeys around the individual and their identity in 

a positive and proactive way – making your customers’ digital lives smoother and safer.

https://www.callsign.com/
https://pathway.callsign.com/


Company ComplyCube
ComplyCube is an award-winning identity verification platform for automating AML 
and KYC compliance. The platform combines cutting-edge Artificial Intelligence, 
trusted data sources, and expert human reviewers to enable businesses to effortlessly 
achieve global AML/CTF compliance, convert more customers, prevent fraud, and cut 
costs.

Background information

Year founded 2020

Website complycube.com

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

Banks / FS
Fintech
Brokers
Crypto exchange/Blockchain and crypto companies
Merchants / Marketplaces (regulated entities)
PSP/acquirers
Telecom

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact https://www.complycube.com/contact

Company’s motto Building Trust at Scale

Member of industry association and/or 
initiatives

DCMS, ICO, ACFCS, ACAMS, Biometrics Institute, ISO 27001, ISO/IEC 30107-3 
compliant

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

Fraud and financial crime hub - decisioning platform
Transaction fraud
Account fraud
Financial crime data provider and intelligence
AML transaction monitoring
KYC/CDD
KYC remediation
Digital identity service provider
Identity verification
Authentication

Core solution/problems the company 
solves

ComplyCube offers a market-leading identity verification platform featuring frictionless 
eKYC, AML Screening, Biometric Verification, Document Authentication, Multi-Bureau 
Checks, Real-time Monitoring, Proof of Address check, Case Management, Risk 
Profiling, and much more.

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

Native cloud

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

X

Small transaction verification x

Email verification

View company profile in online database
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Phone verification

Social verification

Credit check

Compliance check x

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting

Geo-location x

Remote access detection x

Mobile app push

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list x

Financial crime data x

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

x

Watchlist screening x

Address verification x

Credit bureau x

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

Yes – proprietary capability

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based
Supervised ML
Unsupervised ML
Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review
Case management
Decision orchestration

Business model

Pricing model Startup Plans with a free tier, Per Transaction Pricing, Custom Enterprise Pricing

Fraud prevention partners For more details, please contact our sales team. 

Investors For more details, please contact our sales team. 

Year over year growth rate 524%

Number of employees 33

Future developments Improve KYB workflows, roll out digital-first onboarding & enhanced eKYC in more 
jurisdictions, and continuously fine-tune deepfake AI-based detection models.

Customers 

Customers reference Early stage startups, scaleups, unicorns, and multinationals such as AXA, CITI, Lyca 
Group, Accenture, and PwC.
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We’ve made

KYC easy
Don’t take our
word for it.

Try us out

ComplyCube combines cutting-edge Artificial Intelligence, trusted data sources, and expert human 
reviewers to offer the most powerful yet the simplest identity verification platform in the industry. 
Our unique technology enables businesses to effortlessly achieve global AML/CTF compliance, 
convert more customers, and cut costs.

London  |  Dubai  |  San Fransisco  |  Vilinuswww.complycube.com

https://www.complycube.com/
https://www.complycube.com/


Company Crystal Blockchain
Crystal Blockchain works globally with customers in the digital asset industry, the 
banking, and FI sectors. We help streamline their Know Your Transaction (KYT) and 
Anti-Money Laundering (AML) procedures for meeting international compliance 
standards.

Background information

Year founded

Website https://crystalblockchain.com/

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

Banks/FI 
Crypto exchanges/Blockchain and crypto companies 
Government agencies

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

US, Europe, UK

Contact contact@crystalblockchain.com

Company’s motto N/A

Member of industry association and/or 
initiatives

Payment Association

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

Transaction fraud 
Account fraud 
Financial crime data provider and intelligence 
AML transaction monitoring 
KYC

Core solution/problems the company 
solves

Crystal Blockchain helps streamline Know Your Transaction (KYT) and Anti-Money 
Laundering (AML) procedures for the digital asset industry, the banking, and FI sectors 
to enable them to meet international compliance standards. 

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

Small transaction verification x

Email verification

Phone verification

Social verification

Credit check

Compliance check

View company profile in online database
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Online authentication proprietary capability third party both

Behavioural biometrics

Physical biometrics

Device fingerprinting

Geo-location x

Remote access detection

Mobile app push

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list x

Financial crime data x

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

x

Watchlist screening x

Address verification

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Supervised ML 
Unsupervised ML 
Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 
Case management

Business model

Pricing model SaaS-based pricing model 
Pricing based on the amount of transaction checks conducted and amount of 
UI licenses purchased 

Fraud prevention partners Crime Stoppers International, NotaBene, Shyft

Investors For more details, please contact our sales team

Year over year growth rate For more details, please contact our sales team

Number of employees 40

Future developments For more details, please contact our sales team

Customers 

Customers reference CoinsPaid, UpBit, Kuna, Wallex, WhiteBit
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Company FaceTec
FaceTec is the leading provider of 3D Face Verification and Authentication software, 
allowing users to prove their liveness remotely with an exceptional level of confidence. 
FaceTec’s patented, Certified 3D Liveness Detection, face matching, optical character 
recognition, and age estimation biometrically binds unique, live, 3D users to their 
accounts, anchoring a secure chain of trust for mobile and web applications.

Background information

Year founded 2013

Website https://www.FaceTec.com

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

Banks/FS 
Fintech 
Brokers 
Crypto exchange/Blockchain and crypto companies 
Merchants/Marketplaces (regulated entities) 
Telecom

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact Jay Meier, VP of North American Operations

Company’s motto FaceTec’s mission is to end identity theft and protect privacy by ensuring access to 
important accounts and information is only available to their legitimate owners. 

Member of industry association and/or 
initiatives

AAMVA, Biometrics Institute, DIACC, CRTA, Canadian CIO Strategy Council, BIC, Age 
Verification Association, plus consulting to large industry stakeholders including NIST, 
ANISA, DHS, ISO, and others.

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

Transaction fraud 
Account fraud 
KYC/CDD 
Digital identity service provider 
Identity verification 
Authentication

Core solution/problems the company 
solves

Identity fraud

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

On-premises 
Cloud enabled 
Native cloud 
Hybrid

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification x

Email verification

Phone verification

View company profile in online database
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Social verification x

Credit check

Compliance check

Online authentication proprietary capability third party both

Behavioural biometrics

Physical biometrics x

Device fingerprinting

Geo-location

Remote access detection

Mobile app push

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list x

Financial crime data

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

Watchlist screening

Address verification

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Business model

Pricing model Session-based, on volume

Fraud prevention partners FaceTec has over 85 global integration partners that specialise in digital security.

Investors Please contact us for further information.

Year over year growth rate Please refer to the most recent press releases.

Number of employees Under 50.

Future developments Please contact us for further information.

Customers 

Customers reference US DHS, Canadian Parliament, Mercado Libre, Smart Dubai, NuBank, Tinder, OnFido, 
Yoti, Zengo
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Company Feedzai
Feedzai is the world’s first RiskOps platform for financial risk management and leader 
in safeguarding global commerce. Feedzai is securing the transition to a cashless 
world, and the world’s largest banks and processors trust Feedzai to protect trillions 
of dollars while improving the customer experience for everyday users without 
compromising privacy.

Background information

Year founded 2011

Website Feedzai.com

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

Banks / FS
Fintech
Processors / Schemes
Crypto companies
Marketplaces (regulated entities)
PSP/acquirers
Merchants

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact connect@feedzai.com

Company’s motto The World’s First RiskOps Platform

Member of industry association and/or 
initiatives

Information available upon request.

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

Fraud and financial crime hub - decisioning platform 
Transaction fraud 
Account fraud 
AML transaction monitoring 
KYC/CDD 
KYC remediation 
Identity verification 
Authentication

Core solution/problems the company 
solves

Feedzai solves tomorrow’s problems today. We bring cutting-edge artificial intelligence 
and machine learning technology to the fight against financial crime. Using our highly 
scalable technology, we safeguard billions of dollars every day and stop criminals in 
their tracks.  
Feedzai’s RiskOps covers the full end-to-end customer journey, including device 
authentication, malware defence, behavioural biometrics, along with a package of 
fraud detection scenarios and a full suite of integrated AML solutions from Customer 
Due Diligence to Watchlist Screening and Transaction Monitoring. 
A single approach and platform enable simplification, cost reduction, and a more 
cohesive and accurate view of risk.

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

On-premises 
Cloud enabled 
Native cloud

View company profile in online database
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Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

Small transaction verification

Email verification x

Phone verification

Social verification

Credit check

Compliance check x

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push x

3-D Secure 2.0 x

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list x

Financial crime data x

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

x

Watchlist screening x

Address verification x

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Supervised ML 
Unsupervised ML 
Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 
Case management 
Decision orchestration
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Business model

Pricing model Information available upon request.

Fraud prevention partners Information available upon request.

Investors KKR, Financial Technology Partners, CITI Ventures, Oak HC/FT, Data Collective, 
Sapphire Ventures

Year over year growth rate +40% in 2021/22

Number of employees >600

Future developments Our independent Research Team pushes the limits of known technology to develop 
advanced AI and engineering solutions that safeguard frictionless financial transactions 
and protect organisations and individuals from financial crime. On average, we submit 
over ten patents per year. 
Feedzai Research encompasses Machine Learning, Systems Research, FATE, and 
Data Visualisation. Each group is rigorous in its pursuit of continuous improvement and 
perform careful, data-driven experiments to uncover and validate new methodologies 
and algorithms. 
Contact us at Research@feedzai.com.

Customers 

Customers reference Feedzai services the world’s largest and most innovative global banks, merchants, and 
processors. References are available upon request.
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Comprehensive
Every phase of the customer 
journey on a single platform

Human-centered
Risk decisions based on 
individuals, not cohorts

Collaborative
A uni�ed view of risk

www.feedzai.com

This is the #RiskOps Age

End-to-end protection from fraud 
and financial crime risks.

Transform your 
risk management. 

Feedzai combines a unified approach to financial crime risks with a 
single platform to support it. The RiskOps Studio provides a single 
experience for all teams to access the data they need in one place, 
without any silos. 

https://feedzai.com/
https://feedzai.com/


Company IMTF – Excellence in RegTech Solutions
At IMTF, we believe that the right use of technology for compliance and digitisation can 
be a game changer in making the world a safer place. 
We develop best-in-class compliance and risk management solutions helping 
financial institutions stay compliant and digitise their processes to improve customer 
experience, bottom line, and regulatory risk.

Background information

Year founded 1987

Website www.imtf.com

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

Banks 
Financial Institutions 
Insurances

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Europe, Middle East, APAC, Africa

Contact Maud Vonlanthen, Head of Marketing, maud.vonlanthen@imtf.com

Company’s motto We help banks fight financial crime and make the world a safer place.

Member of industry association and/or 
initiatives

Information available upon request.

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

Fraud and financial crime hub – decision platform 
AML transaction monitoring 
KYC/CDD 
Transaction fraud

Core solution/problems the company 
solves

A modular platform solution to manage risk & compliance. Build your compliance 
ecosystem at your own pace with our plug-and-play integrations and benefit from 
modern and best-in-class digital compliance tools that make you more efficient and 
reduce your costs.

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

Hybrid & Cloud native

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

Small transaction verification

Email verification

Phone verification

Social verification

View company profile in online database
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Credit check

Compliance check

Online authentication proprietary capability third party both

Behavioural biometrics

Physical biometrics

Device fingerprinting

Geo-location x

Remote access detection x

Mobile app push x

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list 

Financial crime data x

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

x

Watchlist screening x

Address verification

Credit bureau

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 
Case management 
Decision orchestration

Business model

Pricing model SaaS-based pricing model

Fraud prevention partners Own solution

Investors Information available upon request.

Year over year growth rate Information available upon request.

Number of employees 100

Future developments Information available upon request.

Customers 

Customers reference We serve a broad range of financial institutions globally and are pleased to count 
among our clients some of the most innovative banks in the industry. References are 
available upon request.
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Company iProov

proov

iProov is the world leader in online biometric face authentication, enabling financial 
institutions and other organisations to securely verify remote customer identity. 
Used for onboarding and authentication, iProov’s technologies include Liveness 
Assurance™ and Genuine Presence Assurance®, which provide the highest levels of 
security with maximum convenience, privacy, and inclusivity.

Background information

Year founded 2011

Website www.iproov.com

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

Banks/FS 
Crypto 
Fintech

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact Sarah Merker

Company’s motto Right person, real person, right now

Member of industry association and/or 
initiatives

FIDO, Biometrics Institute

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

Identity Verification 
Authentication 
Digital Identity Service Provider

Core solution/problems the company 
solves

iProov’s patented technology enables financial institutions and other organisations to 
securely verify customer identity online. 

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

Native cloud

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning

Personally Identifiable Information (PII) 
validation

Small transaction verification

Email verification

Phone verification

Social verification

Credit check

Compliance check

View company profile in online database
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Online authentication proprietary capability third party both

Behavioural biometrics

Physical biometrics x

Device fingerprinting

Geo-location

Remote access detection

Mobile app push

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list 

Financial crime data

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

Watchlist screening

Address verification

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

N/A

Business model

Pricing model Per transaction.

Fraud prevention partners For more details, please contact our sales team.

Investors Sumeru Equity Partners

Year over year growth rate 200%

Number of employees 150

Future developments Global expansion of Genuine Presence Assurance; extension to other areas requiring 
Genuine Presence Assurance (eg document and information).

Customers 

Customers reference Rabobank, ING, US Department of Homeland Security, UK Home Office, UK National 
Health Service, Australian Taxation Office, GovTech Singapore, Eurostar
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Right person
Real person 
Right now
iProov helps enterprises and governments 
to verify and authenticate online users 
with Genuine Presence Assurance®
and Liveness Assurance™.

We help you deliver:

 Outstanding usability

 High completion rates

 Inclusive accessibility

 Maximum user privacy

  Highest security against
online attacks

Our customers include

iproov.com contact@iproov.com

https://www.iproov.com/
https://www.iproov.com/
https://www.iproov.com/
https://twitter.com/iproov
mailto:contact%40iproov.com?subject=
https://www.linkedin.com/company/iproov/


Company ISoft
ISoft provides the best of artificial intelligence and machine learning for DataOps in 
order to improve real-time decision-making, and is a leader in payment fraud fighting. 

Background information

Year founded 1990

Website www.isoft.fr

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

Banks / FS 
Fintech 
Merchants / Marketplaces (regulated entities) 
PSP/Acquirers

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact contact@isoft.fr

Company’s motto Lead real-time Risk Management and Anti-Money Laundering with the solution chosen 
by 4 of the Top 10 European Banks.

Member of industry association and/or 
initiatives

N/A

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

Fraud and financial crime hub - decisioning platform 
Transaction fraud 
Account fraud 
ATM fraud 
AML transaction monitoring 
KYC/CDD 
KYC remediation 
Digital identity service provider 
Identity verification

Core solution/problems the company 
solves

ISoft improves real-time risk management of financial institutions with the best of 
machine learning and behavioural analysis. Its powerful 100% no-code technology 
provides unmatched reactivity to manage risk accurately while offering an innovative 
customer experience. 

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

On-premises 
Cloud enabled 
Native cloud 
Hybrid

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

View company profile in online database
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Personally Identifiable Information (PII) 
validation

x

Small transaction verification x

Email verification x

Phone verification x

Social verification x

Credit check x

Compliance check x

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push x

3-D Secure 2.0 x

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list x

Financial crime data x

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

x

Watchlist screening x

Address verification x

Credit bureau x

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Supervised ML 
Rule-Based 
Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 
Case management 
Decision orchestration

Business model

Pricing model Pricing is per transaction and based on volume.

Fraud prevention partners Information available upon request.

Investors Information available upon request.

Year over year growth rate Information available upon request.

Number of employees Information available upon request.

Future developments Information available upon request.
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Customers 

Customers reference 4 of the Top 10 largest European banks, EUR 50 billion protected each day, covering 
all the customer journey.
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Company NICE Actimize
NICE Actimize is the largest and broadest provider of financial crime, risk, and 
compliance solutions for regional and global financial institutions and government 
regulators. NICE Actimize provides cross-channel fraud prevention, anti-money 
laundering, and trading surveillance solutions that address payment fraud, sanctions 
monitoring, market abuse, customer due diligence, and insider trading.

Background information

Year founded 1999

Website www.niceactimize.com

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

Banks/FS 
Fintech 
Brokers 
Crypto exchange/Blockchain and crypto companies 
Merchants/Marketplaces (regulated entities) 
PSP/acquirers 
Telecom

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact Glenn Fratangelo – glenn.fratangelo@niceactimize.com

Company’s motto N/A

Member of industry association and/or 
initiatives

ACAMS, ACFCS, ABA, ACFE

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

Fraud and financial crime hub – decisioning platform 
Transaction fraud 
Account fraud 
ATM fraud 
Financial crime data provider and intelligence 
AML transaction monitoring 
KYC/CDD; KYC remediation 
Digital identity service provider 
Identity verification 
Authentication

Core solution/problems the company 
solves

NICE Actimize market leading solutions power best in class FinCrime programmes 
with data, AI, and analytics for prevention, accurate detection, and efficient 
investigations. We cut fraud losses, lower false positives, and enable better customer 
experiences throughout the customer lifecycle.

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

On-premises 
Cloud enabled 
Native cloud 
Hybrid

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification x

View company profile in online database
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Email verification x

Phone verification x

Social verification x

Credit check x

Compliance check x

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push x

3-D Secure 2.0 x

Hardware token

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list x

Financial crime data x

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

x

Watchlist screening x

Address verification x

Credit bureau x

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

X-Sight DataIQ and X-Sight Marketplace partners provide integrated data that is 
delivered seamlessly within our solutions to fuel analytics and enrich investigations. In 
addition, our analytics solutions also ingest transactional and non-transactional data.

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Supervised ML 
Unsupervised ML 
Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 
Case management 
Decision orchestration

Business model

Pricing model Depends on type client deployment. We offer Perpetual, SaaS, and Term licences.

Fraud prevention partners For more details, please contact our sales team at info@niceactimize.com.

Investors Public trades as NICE adr on NASDAQ.

Year over year growth rate For more details, please contact our sales team at info@niceactimize.com.

Number of employees For more details, please contact our sales team at info@niceactimize.com.

Future developments For more details, please contact our sales team at info@niceactimize.com.

Customers 

Customers reference We do not publish client information and reserve references for prospects and 
analysts.
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As digital acceleration creates
an environment susceptible for 

identity fraud, how will you adapt?

NICE Actimize IFM-X: 
The First Line of Defense 

Against Fraud

CORPORATE 
IDENTITY THEFT: 

WHAT IT IS
& HOW TO 

PREVENT IT

Learn More

info@niceactimize.com   |   niceactimize.com/blog   |        @NICE_actimize   |      /company/actimize   |     NICEactimize

https://www.niceactimize.com/
https://www.niceactimize.com/blog
mailto:info%40niceactimize.com?subject=
https://twitter.com/NICE_Actimize
https://www.linkedin.com/company/actimize/
https://www.facebook.com/NICEActimize/


Company Outseer
Outseer is a leading technology company in the fight against payments fraud. 
Powered by cutting edge science and a suite of market-leading anti-fraud products, 
Outseer reliably determines authentic customers from fraudulent behaviour.

Background information

Year founded 2021

Website www.outseer.com

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Banks/FI 
Fintech 
Other (issuer processors, financial services providers)

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact David.Pedersen@outseer.com

Company’s motto Visionary science. Authentic customers.

Member of industry association and/or 
initiatives

NACHA, EMVCo, PCI, and MRC

Core solution  

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Customer authentication 
Identity verification 
Behavioural biometrics 
Data provider and intelligence

Core solution/problems the company 
solves

Stop fraud before it happens and know that every transaction is as real as the happy 
customer behind it. Outseer solutions include: 
 
•  Outseer 3-D Secure: Balance security and user experience so you can grow your 

business;
•  Outseer Fraud Manager: Protect customers’ digital interactions with risk-based 

decisions while delivering a frictionless user experience;
•  Outseer FraudAction: Protect your brand and your customers with our 24/7 fraud 

intelligence and cyberattack takedown service.

Technology  

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

On-premises 
Native cloud

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification x

View company profile in online database
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Email verification

Phone verification

Social verification

Credit check

Compliance check

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push x

3-D Secure 2.0 x

Hardware token x

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list 

Monitoring

Address verification

Credit bureau

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Supervised ML 
Rule-based

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 
Case management

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

More information available upon request.

Business model

Pricing model More information available upon request.

Fraud prevention partners More information available upon request.

Year over year growth rate More information available upon request.

Number of employees More information available upon request.

Future developments More information available upon request.

Customers 

Customers reference More information available upon request.
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Together, these award-winning offerings serve as the benchmark for payments authentication, detecting account 
compromise fraud, and fraud investigations while upholding friction-free customer experiences for the world’s leading 
merchants, issuing banks, and payment providers.

Protects customers across all digital channels 
with risk-based account monitoring decisions

Outseer Fraud Manager™

(formerly RSA Adaptive Authentication) 

The gold protocol in card-not-present and 
digital payments authentication mapping to 
the latest EMV® 3-D Secure protocol

Outseer 3-D Secure™

(formerly RSA Adaptive Authentication for eCommerce) 

Delivers rapid detection, takedown, and data 
insights related to phishing sites, rogue apps, 
and fraudulent social media pages

Outseer FraudAction™

(formerly RSA FraudAction) 

Outseer empowers the digital economy 
to grow by authenticating billions of 
transactions annually

Visionary Science. Authentic Customers.TM

outseer.com

https://outseer.com/
https://outseer.com/


Company Ping Identity
Ping Identity is the Intelligent Identity solution for the enterprise. We provide flexible 
identity solutions that accelerate digital business initiatives, delight customers, and 
secure the enterprise through multi-factor authentication, single sign-on, access 
management, fraud management, intelligent API security, directory, and data 
governance capabilities.

Background information

Year founded 2002

Website www.pingidentity.com

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

Merchants 
Marketplaces 
Banks 
FS

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact Divya Handa

Company’s motto N/A

Member of industry association and/or 
initiatives

MRC, FIDO

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

Fraud and financial crime hub – decisioning platform 
Account fraud 
Digital identity service provider 
Identity verification 
Authentication

Core solution/problems the company 
solves

Ping Identity’s fraud management solutions combine fraud monitoring, decisioning, 
ID verification, authentication, and orchestration tools to create a complete fraud 
detection and mitigation solution.

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

All, depending on solution: On-premises; Cloud enabled; Native cloud; Hybrid

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification

Email verification x

Phone verification x

Social verification

View company profile in online database
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Credit check

Compliance check

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection Typically used for 
workforce – not 

consumer

Mobile app push x

3-D Secure 2.0

Hardware token Typically used for 
workforce – not 

consumer

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list 

Financial crime data

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

Watchlist screening

Address verification

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

All: Rule-based; Supervised ML; Unsupervised ML; Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Decision orchestration

Business model

Pricing model Pricing will depend on the collection of solutions that customers require to meet their 
use case.

Fraud prevention partners N/A

Investors We are a publicly traded company

Year over year growth rate 23%

Number of employees 1232

Future developments We are working to augment our fraud detection capabilities to expand into further 
verticals. We are also continuously developing and releasing new integrations for third 
party tools to ensure our customers can orchestrate solutions based on their existing 
technology mix.

Customers

Customers reference https://www.pingidentity.com/en/customer-stories.html
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Learn more about 
Ping’s fraud solution

Fight Fraud  
Trust Your Customers  
Grow Your Business

Ping Identity’s intelligent fraud detection and 

mitigation solution detects fraud earlier in the user 

session and automatically initiates mitigation before 

any loss occurs. It accurately differentiates between 

fraudulent and legitimate user sessions in ways 

that other solutions will miss, ensuring legitimate 

customers do not feel the friction of fraud prevention.

Broaden Fraud 
Detection

Detect bots and bad 
actors from the moment 
they interact with your 
digital properties, 
even before login.

pingidentity.com

Decrease Fraud 
Losses

Mitigate fraud in real 
time by assessing 
risk and automating 
your response to stop 
fraudulent transactions 
before any loss can occur.

Integrate Fraud 
Measures

Orchestrate fraud and 
risk signals from multiple 
sources and integrate 
directly with access 
management, identity 
proofing, and more.

Maintain Customer 
Experience

Design customer 
journeys that challenge 
only suspicious users, 
minimizing friction and 
conversion impact for 
legitimate customers.

https://www.pingidentity.com/
https://www.pingidentity.com/
https://www.pingidentity.com/


Company InnoValor / ReadID
ReadID is the leading NFC-first identity verification technology. It allows users to verify 
identity documents such as passports, ID cards, and driving licenses by means of NFC 
on the smartphone. We orchestrate with optical and facial verification partners for non-
chipped documents and holder verification. ReadID combines the highest conversion 
and 100% security.

Background information

Year founded 2013

Website www.readid.com

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

Banks/FS 
Fintech 
Crypto exchange/Blockchain and crypto companies 
Merchants/Marketplaces (regulated entities) 
PSP/acquirers 
Telecom

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

US, Europe, Middle East, APAC, Africa, LATAM, China

Contact readid@innovalor.nl

Company’s motto NFC-first identity verification

Member of industry association and/or 
initiatives

US, Europe, Middle East, APAC, Africa, LATAM, China

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

KYC/CDD 
KYC remediation 
Identity verification

Core solution/problems the company 
solves

Combines 100% security with 95%+ conversion through NFC-first IDV. Easy to 
use and implement, unlimited scalability because it is fully automated. EU-based. 
Orchestration with facial and OCR verification.

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

Native cloud
Hybrid
On-premises

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification

Email verification

Phone verification

Social verification

View company profile in online database
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Credit check

Compliance check x

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location

Remote access detection

Mobile app push

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list 

Financial crime data

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

Watchlist screening

Address verification

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

N/A

Decisioning

(Manual review; Case management; 
Decision orchestration)

Decision orchestration

Business model

Pricing model Per transaction plus fixed fee. Committed volumes possible. Client-only license-based. 

Fraud prevention partners iProov, GBG, Vipps, Idnow, Entrust, Signicat, Nets, AMP Group

Investors Main Capital Partners 

Year over year growth rate 20%+

Number of employees 45

Future developments Full-service provisioning, including optical verification; sales offices in UK and others. 

Customers 

Customers reference Examples include UK Home Office, ING Bank, Rabobank, SK ID solutions, Digidentity, 
Volksbank, ASB Bank, Thirdfort, Vodeno, TheLawStore, and others.
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REDUCE FRAUD &
GROW CONVERSION

www.readid.com

With our proven NFC-based identity verification 
technology you have a 100% secure, fully automated, 
and scalable IDV process to create conversion and trust.

TRUSTED IDENTITY VERIFICATION

Try our demo app

Scalable, 100% automated
Easy to implement
Certified security
Combine with face verification 
Optical fallback

https://www.readid.com/
https://www.readid.com/


Company Trulioo
Trulioo is the leading global identity verification company, building trust online so that 
businesses and consumers can transact safely and securely. Trulioo provides real-time 
verification for 5 billion consumers and 330 million business entities worldwide — all 
through single API integration.

Background information

Year founded 2011

Website trulioo.com

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

Banks 
FS 
Fintech 
Crypto exchange 
Blockchain and crypto companies 
Merchants 
Marketplaces (regulated entities)

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact Media@trulioo.com

Company’s motto Everyone is someone.

Member of industry association and/or 
initiatives

DIACC 
BC Tech

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

KYC/CDD 
Digital identity service provider 
Identity verification

Core solution/problems the company 
solves

Identity verification is critical and fundamental in today’s digital landscape. In order to 
foster trust online, individuals and businesses must be rapidly verified in a secure and 
reliable way.

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

Cloud enabled 

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification

Email verification x

Phone verification x

Social verification x

Credit check x

Compliance check x

View company profile in online database
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Online authentication proprietary capability third party both

Behavioural biometrics

Physical biometrics

Device fingerprinting

Geo-location

Remote access detection

Mobile app push

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list 

Financial crime data

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

x

Watchlist screening x

Address verification x

Credit bureau x

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Hybrid 

Decisioning

(Manual review; Case management; 
Decision orchestration)

Decision orchestration

Business model

Pricing model Pricing is per transaction and based on volume and complexity.

Fraud prevention partners For more details, please contact sales@trulioo.com.

Investors TCV, Goldman Sachs, American Express, Citi Ventures, Santander InnoVentres, 
Blumberg Capital, BDC

Year over year growth rate 100%+ (customer growth) / 80% (team growth) 

Number of employees 373

Future developments Trulioo recently acquired HelloFlow, bringing together the leading identity verification 
platform with the best-in-class orchestration solution, creating what will be the market 
leading end-to-end identity platform. 

Customers 

Customers reference American Express, KOHO Financial, XanderPay, Pollen Technologies, PayDo, STACK – 
Credit, Sesame, Zolve, Nium, Coinbase, Bitbuy, WorldRemit, Sokin, Global66
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Company TruNarrative
TruNarrative enables businesses to safely onboard customers, detect fraud, and 
identify risk via a single API. Their technology is used to deliver fraud detection and 
compliance strategies across the globe in a range of industries including banking, 
lending, online gambling, ecommerce, and payment services.

Background information

Year founded 2016

Website https://trunarrative.com/

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

All

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact Gavin Sheldrake (gsheldrake@trunarrative.com) and  
Ryan Hulse (rhulse@trunarrative.com)

Company’s motto We make safe commerce simple

Member of industry association and/or 
initiatives

N/A

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

All listed 
Orchestration platform delivering 

Core solution/problems the company 
solves

End-to-end orchestration of financial crime prevention, customer onboarding, AML, 
and transaction monitoring strategy

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

SaaS

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification x

Email verification x

Phone verification x

Social verification x

Credit check x

Compliance check x

View company profile in online database

160 FINANCIAL CRIME AND FRAUD REPORT 2022 | COMPANY PROFILES

https://trunarrative.com/
https://trunarrative.com/
mailto:gsheldrake%40trunarrative.com?subject=
mailto:rhulse%40trunarrative.com?subject=
https://thepaypers.com/company/trunarrative/306


Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push

3-D Secure 2.0 x

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list x

Financial crime data x

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

x

Watchlist screening x

Address verification x

Credit bureau x

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based and supervised ML

Decisioning

(Manual review; Case management; 
Decision orchestration)

All

Business model

Pricing model Multiple options available, usually separated into technology licence and data usage.

Fraud prevention partners Multiple, including Cifas and major CRAs.

Investors Now wholly owned by LexisNexis Risk Solutions.

Year over year growth rate For more details, please contact our sales team.

Number of employees 60

Future developments Further global expansion and a wider range of data sources in our App Store.

Customers 

Customers reference Al Rayan Bank, Argyll Entertainment, Atom Bank, B-North, BetConstruct, Borgun, 
Equals Group, First Response, GB Bank, Holland Casino, Ikano Bank, ikigai, Jackpot 
Joy, Juni, Mercury FX, MoneeMint, Omni Capital, Paragon Bank, Park Group, Playtech, 
SlotsMillion, Sonovate, Suffolk Building Society, Tally, UK Tote Group.
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Company Veriff
Veriff is a global online identity verification company that enables organisations to 
build trust with their customers through intelligent, accurate, and automated online 
IDV. Veriff’s intelligent decision engine can analyse thousands of technological and 
behavioural variables in seconds, matching people to more than 10,000 government-
issued IDs from over 190 countries. Veriff serves a global portfolio of organisations 
across fintech, crypto, gaming, and mobility sectors.

Background information

Year founded 2015

Website www.veriff.com

Target group  
(Banks / FS; Fintech; Brokers; Crypto 
exchange/Blockchain and crypto 
companies; Merchants / Marketplaces 
(regulated entities); PSP/acquirers; 
Telecom)

Banks / FS 
Fintech 
Brokers 
Crypto exchange/Blockchain and crypto companies 
Marketplaces

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact sales@veriff.com

Company’s motto Know that people are who they say they are

Member of industry association and/or 
initiatives

The Payments Association

Core solution

(Fraud and financial crime hub - 
decisioning platform; Transaction fraud; 
Account fraud; ATM fraud; Financial 
crime data provider and intelligence; 
AML transaction monitoring; KYC/
CDD; KYC remediation; Digital identity 
service provider; Identity verification; 
Authentication)

Identity verification  
Authentication

Core solution/problems the company 
solves

Meet KYC and AML requirements 
Access management 
Detect identity fraud 
Support to scale your business globally (10,000+ global document coverage in 
40 languages) 

Technology

(On-premises; Cloud enabled; Native 
cloud; Hybrid)

Hybrid

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification

Email verification

Phone verification

View company profile in online database
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Social verification

Credit check

Compliance check x

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list x

Financial crime data x

Sanctions data (sanctions, 
enforcements, PEP, and adverse media)

x

Watchlist screening x

Address verification x

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Supervised ML 
Unsupervised ML 
Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review – sometimes

Business model

Pricing model Self-Serve Starter Plans are subscription based. Enterprise clients: tailor made. Price 
per verification. 

Fraud prevention partners ComplyAdvantage

Investors Y Combinator, Mosaic Ventures, Nordic Ninja, IVP, Accel, Tiger Global, Alkeon, etc.

Year over year growth rate 8 times

Number of employees Over 400

Future developments Government registries, address and residence verification, language expansion (new 
alphabets) 

Customers 

Customers reference Wise, Bolt, Blockchain.com, Uphold, Deel, Monese
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Vanny Nico
Driving Licence

Know that people are 
who they say they are

Complete  Identity Verification and KYC platform

in fraud risk with payback in under 6 months

veri�.com

20% reduction

https://www.veriff.com/
https://www.veriff.com/


For the latest edition, please check the Reports section

Don’t Miss the Opportunity of Being Part of 
Large-Scale Payments Industry Overviews

Once a year, The Paypers releases six large-scale industry overviews covering the latest trends, developments, disruptive 

innovations, and challenges that define the global online/mobile payments, e-invoicing, B2B payments, ecommerce, and web 

fraud prevention and digital identity space. Industry consultants, policy makers, service providers, merchants from all over the 

world share their views and expertise on different key topics within the industry. Listings and advertorial options are also part of 

the guides for the purpose of ensuring effective company exposure at a global level.

Fraud Prevention in 
Ecommerce Report 

2021/2022

Who’s Who in Buy Now, 
Pay Later

Open Banking Report 2021Cross-Border Payments 
and Ecommerce Report 

2021–2022
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